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Abstract: Cryptography is a technique that effectively implements privacy and
protects confidential information delivered via insecure channels of communication.
To present-day, no research has been done to encrypt Tamil letters using the Caesar
cipher and Columnar Transposition cipher, and Row Transposition cipher to compare
the security level. This research aims to propose a security analysis of the Caesar
cipher, and Row Transposition cipher in the Tamil language. This research is to
examine the security level of the ciphers and a cryptanalytic attack which is the brute
force attack experiment carried out using the Java program. The result will evaluate
the security level for the Tamil language through the performance of the ciphers by
comparing the complexity of the ciphers to crack the ciphertext using the number of
possibilities to crack the cipher.
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1. Introduction

Privacy has been the most important prerequisite in communication since humans have been
developing new ways of communication and the need to store their messages from other people. As a
result, one of the most significant changes in communication today is the importance of cryptography,
which has evolved into interdisciplinary technology.

Cryptography was formed from two Greek languages [1]. 'Krypto' means "secret" or "hidden," and
'‘Graphene" means "writing," thus cryptography refers to "secret writing." Cryptography is known as a
technique that succeeds in protecting confidential information transmitted through insecure
communication [2]. Cryptography is a set of techniques that will be used to convert readable
information into an unreadable format for unauthorized individuals. There are two processes involved
in cryptography which are encryption and decryption [3]. The process that encrypts the plaintext to
ciphertext is called encryption whereas the process that decrypts the ciphertext to the plaintext is called
decryption.
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There is plenty of historical ciphers such as Caesar cipher, Transposition cipher, Playfair cipher,
Rail Fence cipher and many more. In this research, we are only focusing on three ciphers which are the
Caesar cipher, Columnar Transposition cipher and Row Transposition cipher. Caesar cipher is one of
the easiest and oldest ciphers. [4]. Caesar cipher is an example of a substitution method in cryptography.
According to [5], a transposition cipher is an example of a permutation cipher. The transposition cipher
will permute or change the position of the letters in plaintext.

Nowadays, hackers are always trying to break the cryptographic methods or retrieve keys using
modern cryptography and tend to forget about classical cryptography. Hence, as an ancient quote says
it’s true that “Old is Gold” those techniques help in developing new ideas to sort out problems, thus
leading to the discovery of a new perspective of the techniques [6]. Besides, most historical cipher
applications are only applicable to English alphabets to encrypt and decrypt. To present, there is only
English and Jawi language has been used for research about ciphers. The Tamil alphabets might have a
different outcome compared with English and Jawi characters as different characters have different
characteristics.

Therefore, the project aims to study the encryption of Tamil Language messages using Caesar
cipher, Columnar Transposition cipher and Row Transposition cipher. The objective of the research is
to conduct security analysis on Caesar cipher, Columnar Transposition cipher and Row Transposition
cipher in Tamil Language ciphertext and evaluate the security level by comparing the complexity of
cracking the Tamil Language ciphertext.

This study focuses on doing security analyses on three historical ciphers: the Caesar cipher, the
Columnar Transposition cipher, and the Row Transposition cipher. For this study, Tamil language
messages were used. To encode and decode Tamil messages, this research utilizes JAVA coding for
Caesar cipher, Columnar Transposition cipher, and Row Transposition cipher. The encryption
technique takes the message in Tamil as input. For this study, the size of the key and the key itself will
be produced at random.

The rest of the paper is organized as follows: Section 2 discussed related work cryptography,
cryptanalysis, and other research contribution. Then, Section 3 described the detection methodology
which has been used in this paper. Section 4 explained the result of the experiment and finally, Section
5 discussed the conclusion and future work.

2. Related Work
2.1 Historical Ciphers

Classical cipher algorithms were designed and used long before public-key cryptography was proposed.
It does not involve mathematical concepts in it [7]. The substitution method and transposition method
are the two significant methods used in classical ciphers [8]. The substitution method is the replacement
of the letters in plaintext with another letter corresponding to it. Caesar cipher is the cipher that uses the
substitution method in historical ciphers [2]. The transposition method will permute or change the
position of the letters in the plaintext. A transposition cipher is a cipher that uses the transpose method
in historical ciphers [2]. In this research, the historical cipher is more focused on the Caesar cipher,
Columnar Transposition Cipher and Row Transposition cipher.

2.1.1 Caesar Cipher

Caesar cipher is also referred to as Caesar's shift or Caesar's code. King Julius uses this method by
shifting 3 characters in the plaintext and the ciphertext [9]. Using the shift key, each letter in the
plaintext is replaced by a letter that corresponds to a specific letter. The original encryption key in
Caesar cipher is three-character shifts to the right. The Caesar cipher is improved by implementing
modulo twenty-six arithmetic (mod 26). Modulo twenty-six represents the total number of characters
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in the English alphabet. Modular 26 is used in the encryption and decryption formulas inequation 1 and
2, which refers to the total number of letters in the English alphabet, omitting spaces between characters.

The Caesar cipher encryption method is explained in Equation 1 [10].
C =E,(x) = (x+n)mod 26 Eqg.1
The Caesar cipher decryption method is explained in [10].
P = D, (x) = (x —n)mod 26 Eq.2
Where,

C = ciphertext D = decryption
P = plaintext n = number of shifted keys
E = encryption x = alphabets position in plaintext message

2.1.2  Columnar Transposition Cipher

In a columnar transposition cipher, the plaintext is written horizontally on a fixed-width sheet of paper,
and the ciphertext is read vertically. Whereas the ciphertext is written on the same width of the paper
and the plaintext is read horizontally for the decryption process of the columnar transposition cipher
[3]. The plaintext has been padded to fit inside a rectangular box. This is identified as a regular columnar
transposition. If there are characters that are left blank in the transposition cipher it's called irregular
transposition [11].

2.1.3 Row Transposition Cipher

The plaintext for a row transposition cipher will be written horizontally, and the ciphertext will be
written horizontally as well, but it follows the arrangement from the given key given for the encryption.

The purpose of choosing the Caesar cipher, Columnar Transposition cipher and Row Transposition
cipher for this research is because all the ciphers using a key and the similar key will be used to decrypt
the message. Therefore, it makes us easy to use the technique. It also involves a safe method to
transfer the key from one to another.

2.2 Tamil Language

The Tamil language is one of the international languages. The Tamil language is widely spoken among
people worldwide. The Tamil language is a part of the Dravidian language family, specifically the South
Dravidian languages, which include Kannada, Malayalam, and Tulu [12]. The Tamil alphabet is also
known as an abugida script where consonant-vowel sequences are represented as a unit. In the Tamil
language, there are a total of 247 alphabets which consists of 12 vowels (Uyir-Eluthukkal (10107070
OOO000000000)), 18 consonants (Mei-Eluthukkal (D000 COOOOOOO00000)) and a
special character called aytam ([1) [13]. Aytam (1) is also known as ayutha eluttu (10101
U000 oO) which is classified as being neither a consonant nor a vowel. The combinations of the
vowels and consonants are the remaining alphabets, and they are called consonantal vowels which is
Uyir Mey Ezhuthukal (000000000 DOOO0000O000). Table 1 shows the list of Tamil
characters.

The Tamil language is very sensitive. This is because in most Tamil alphabets it will have the same
pronunciation but with tone and it will change into a new word. For example, /[ and [1[] are
pronounced as “RI”” and “RRI” respectively. If we change these consonantal vowels in and word, it will
give a new meaning to it. Example: -

e [J[I[]“KARI” means ash
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T “KARRI” means curry (a type of food)

Table 1: Tamil Characters

a I I I I I I I I a I I
oo O N N M m N N N N N N N
oo O N N M m N N N N N N N
oo O N N M m N N N N N N N
oo O N N M m N N N N N N N
oo o [ N o [ (0 N (0 N ] ]
oo o [ N o [ (0 N (0 N ] ]
oo o [ N o [ (0 N (0 N ] ]
oo o 17 N o N N N N N N N
oo o 17 N o N N N N N N N
oo o 17 N o N N N N N N N
oo o 17 N o N N N N N N N
oo o 17 N o N N N N N N N
oo o 17 N o N N N N N N N
oo o 17 N o N N N N N N N
oo o 17 N o N N N N N N N
oo o 17 N o N N N N N N N
oo O N N o N N N N [ (1 (1
2.3 Cryptanalysis

Cryptanalysis is the process of decrypting the ciphertext. Cryptanalysis will analyse the codes, ciphers
or encrypted text [14]. The goal of cryptanalysis is to crack the cryptography of information security
systems. The following are examples of cryptanalytic attacks [15]:

Cipher text-only attack: The attacker has a string of cypher text.

Known plain text: The attacker has a string of plain text, P, and the corresponding cypher text, C.
Selected plain text: The attacker has gained temporary access to the encryption machinery. As a
result, he or she can select a plain text string, P, and construct the corresponding cypher text string,
C.

Chosen cypher text: The attacker has gained temporary access to the decryption machinery. As a
result, he or she can select a cypher text string, C, and construct the corresponding plain text string,
P.

Brute Force Attack: A brute force attack is a method of breaking a cypher that involves attempting
every possible key. Because of the extensive search, the brute force attack is the most expensive.

In this research, the experiment is focused on brute-force attack. A brute-force attack is an attempt

to crack a password by systematically trying every possible combination of letters, numbers, and
symbols until you find the one that works. Brute force is an attack that employs the "trial and error"
method of guessing [16]. In this research, the cryptanalysis focuses on three ciphers.
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i.  Caesar Cipher: The trial-and-error method or brute-force is used in the cryptanalytics process for
the Caesar cipher. The method procedure may begin by picking a specific section of the ciphertext.
The shift key must be discovered throughout the decoding procedure. The shift key has a number
range of one to twenty-six which is the range of the alphabet in the English language. To decipher
the ciphertext, the decryption algorithm tries each shift key in the message one by one. Shift back
the ciphertext to get the original message when the shift key is identified. The original letter
replaces the letter of ciphertext. Each possible decrypted message will result in the readable text
during the decryption process. The plaintext is the readable text that we have found. [11].

ii. Columnar and Row Transposition cipher: The block size in the transposition cipher will be guessed
to conduct cryptanalytics attack. The ciphertext is divided into blocks of varying lengths based on
a block size guess. Each block is treated as a matrix row. The purpose of cryptanalytics is to
rearrange the order of each character in the block. The cryptanalytics procedure may select a
column with many common characters so that the possibility of breaking the ciphertext is
increased. The brute force attack process will continue until the plaintext is found.

There is much research that has been done on cryptanalytics and ciphers. Cryptanalytics attack
allow us to know the security elements of each cipher. The security elements in each cipher will help
to protect the plaintext in terms of confidentiality. Work by [17] used the Vigenére cipher to
cryptanalysis ciphertext to provide an implementation of the cryptanalysis method. The proposed
research shows to implement the message without errors using simple algorithms. The study will assist
us to develop a better understanding of the mathematical formulas used to analyses secure information
systems to find weaknesses and hidden components. The research first processed the Vigenére cipher
using three main steps which are obtaining the key, determining the length of the key, and determining
the key characters. Firstly, the IC for the keywords will be calculated using the length of 1. To allow
the calculation of the ciphertext to be easy, space and symbols will be removed from the ciphertext. The
same method will be done for the keyword with a length of 2 to 10. After calculating the average
keyword length of IC, the largest IC average will be selected to get the key length. Then, the ciphertext
will be divided into groups using the length of the key found and by using English language frequency
the frequency of letters will be presented to compare. Next, a similarity chart will be built by shifting
right and left manually. The number of shifts needed will be key for the Caesar cipher. The Vigenére
cipher will take the character on the top as the keyword. Finally, the Vigenére cipher method will be
applied after the key length and key characters are determined. In conclusion, the research will explain
the cryptanalysis process in every detail on how this technique can recover the plaintext if the encryption
keys are known. It also analyses the methods mathematically on how to decrypt the ciphertext with no
errors and to get accurate results.

Work by [11] compare Caesar cipher and Transposition cipher security levels using Jawi messages.
The research was divided into three parts where first the Jawi message will be encrypted, and then the
cryptanalysis and security analysis will be done. The research first will encrypt a Jawi message using
Caesar cipher or Transposition cipher respectively. Then, the ciphertext will be used for the
cryptanalytics attack process. At this stage, the Jawi ciphertext will be separated the letter by letter to
count the distribution of the Jawi letters. Based on the distribution of the Jawi letters, a histogram will
create to compare the frequency of messages. Then, the security level of the ciphers will be examined
based on the difficulty in the cryptanalysis of the ciphers respectively. For the cryptanalytics attack of
the Caesar cipher, the frequency of the Jawi letters ciphertext will be compared with the frequency of
the Jawi letters plaintext. By comparing both frequencies we can conclude which letter represents which
letter by this shift key will be found and the message will be revealed. In Transposition cipher, the
frequency of the letters will be the same as it changes the position of the letters. The decryption process
will be hard if the keyword’s length and key letters are unknown. To decrypt, we must represent the
keyword’s length as kl. Then to identify the number of the row and length of ciphertext we must

represent it with r and cl respectively. Therefore, the formula will be r = Ii—ll Then, we can write the
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ciphertext in column and read the message using the row. Frequency analysis has been conducted as
the security analysis for both ciphers. Both ciphers can be cracked using frequency analysis but to
determine the secure cipher the ciphers were compared with the number of steps to crack the message.
They have made a conclusion where transposition cipher needed more steps to crack the message
compared to the Caesar cipher. Hence, the Transposition cipher is safer to use compared to the Caesar
cipher.

Work by [18] focuses on cryptanalysis of classic ciphers that will provide a survey of the
implementation of cryptanalysis of the method. Three ciphers have been used for this research which
are the Caesar cipher, Transposition cipher and hill cipher. The research helps to show to recover a
message using a simple algorithm and it will also improve the understanding of the mathematical
formulas used to analyse secure information systems to find weaknesses and hidden components. For
Caesar cipher and Transposition cipher, a frequency analysis was conducted to crack the ciphertext. In
Caesar cipher to find the key, the research has used a formula where the fixed position of highest
frequency in ciphertext must with the position of the letter with the highest percentage of repetition of
letter frequency whereas for transposition cipher the columns of the ciphertext were rearranged and
needed to check whether the arrangement of the row can produce an understandable message. The
process will continue until the full ciphertext is changed to a readable message and until the key is
obtained. For Hill cipher to perform a ciphertext attack, the crib dragging method is used. The process
was done by using the cribs word to get the key. The decryption of the ciphertext was unsuccessful as
the key matrix was not invertible. The size of the key matrix was 2*2. To find the correct key matrix,
a four linear equation was solved. Then, ciphertext was successful to decrypt using all possible key
matrices 2*2. In conclusion, this research explained the techniques to obtain encryption keys and crack
the ciphertext using Caesar cipher, Transposition cipher and Hill cipher.

The proposed research for this paper is like the previous research paper in that both are concerned
with cryptanalysis and historical cipher. Comparable to [11], the proposed research focuses on Caesar
Cipher, Columnar Transposition Cipher, and Row Transposition Cipher. The main distinction between
the presented study and previous studies is that we used Tamil as the dataset language, whereas [17, 11,
18] used Jawi and English. For the experiment in this study, a Java program will be run. At the end of
the research, the result will be evaluating the secure cipher for the Tamil language through the
performance of the ciphers by comparing the complexity of the ciphers to crack the ciphertext using the
number of iterations for the decrypted text.

3. Methodology

The framework based on the cipher and the language utilized is discussed in this section. The encryption
of Tamil messages, cryptanalysis, and security analysis of the ciphertext are the three key activities that
will be included in this research framework. Figure 1 demonstrates a research framework that was
modified from [11].
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FRAMEWORK

Figure 1: Research framework [11]
3.1 Dataset

Datasets are the Tamil messages used as the input for the study. For this study, a dataset has been created
where it consists of a few Tamil messages from Thirukural. Thirukkural is an ancient book of wisdom,
the finest classic of the Tamil language, and the distillation of Tamil Nadu’s basic brilliance [17]. It was
written by Thiruvalluvar and has 1330 couplets or Kurals. The datasets consist of 7 words consist with
different lengths. Each words have different meaning and it’s a Kural from Thirukural.

3.2 Encryption

The objective of conducting the encryption process is to convert the plaintext by using the secret key to
produce ciphertext [8]. The ciphertext message contains all the information contained in the plaintext
message, but it is not in a format readable by a person or computer without the right method to decrypt.

3.2.1 Encryption of Caesar Cipher

To begin, the shift key is selected from a list of key values. A number from 1 to 71 is chosen. This is
because although Tamil has 247 alphabets, but the main Tamil letters are only 72. The remaining
alphabets are produced by adding two of the Tamil alphabets. The initial alphabets in Tamil will be
counted as 0 and the last alphabet will be 72, resulting in a range of 1 to 71. [19]. To produce the
ciphertext, the key values will be utilized to shift the Tamil letters. The original letter is shifted to the
right according to the alphabet's sequence in the substitution procedure. For example, the number 3 is
chosen as the key because it was traditionally used for Caesar cipher encryption [9]. The encryption
technique for the first nine letters of the Tamil alphabet is shown in Table 3. It also shows that if the
key value is 3, then the Tamil alphabet “[1” will be replaced by “[1” as the ciphertext.

Table 3: The encryption of first 9 letters of Tamil alphabets

Plaintext [ 0 0 O 0 0 O O 0
Ciphertext [ 0 0 0 0 0 0 0 0

Besides, the encryption can be done by using the formula but we must change the mod number to
72 as there are 72 alphabets in the Tamil language. Therefore, we will still get the same results as the
manual shifting way.
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C =E,(x) =(x+n)mod?72
E,(x)=(1+3) mod 72
=4 mod 72
=4
=0
3.2.2  Encryption of Columnar Transposition Cipher and Row Transposition Cipher

The Tamil message’s total amount of characters is determined. Punctuation marks, symbols, and space
are all not included in the total amount of characters. In both the Columnar Transposition Cipher and
the Row Transposition Cipher, the first part of encrypting Tamil messages is the same. The key, for
beginnings, is a number generated at random depending on the key size. The key size determines the
block size of the Tamil message. The number O is absent from the key. The number of candidate keys
created is determined by the key size. Only one of the candidate keys is in use. Divide the total number
of characters by the key size to get the remainder. For adding random Tamil characters, there are two
options. If the first scenario’s remainder is zero, the random Tamil character is not required to add the
Tamil message. If the remainder in the second scenario is not zero, the random Tamil character is
inserted one by one in the Tamil message until the remainder is zero[11]. The arrangement of the
sentences “ U0 OOOOUOO “in the column of 4 where there are no remaining boxes is shown in
Table 4 and Table 5 shows how “ OO0 OOCOOOO “is arranged when a random Tamil character
‘1’ is needed to fill the empty space when there is a remainder.

Table 4: If the remainder is zero when the key size is 4

1 2 3 4 KEY
oo o o MESSAGE
0O 00 0O 00

Table 5: If the remainder is not zero when the key size is 4

1 2 3 4 KEY
00 0O O - MESSAGE
00 0O 0gd 0

The plaintext will be permuted based on the key values after all the empty spaces have been filled.
The ciphertext will be determined using the encryption technique. The ciphertext in a columnar
transposition cipher is read vertically from the table. The ciphertext will be read horizontally in the Row
Transposition cipher.

3.3 Cryptanalysis

In cryptanalysis, the objective is to determine the key size and decryption key to retrieve the plaintext.
The encryption method uses the same key size. The decryption key may or may not be the same as the
encryption key. Once the key size and key can be recognized and reverse the ciphertext to expose the
original message. The person attempting to decrypt the ciphertext must examine the text and attempt to
comprehend the contents of the decrypted message.

In this research, the cryptanalysis focusses on three ciphers.

i. Caesar cipher: The Caesar cipher simply substitutes the letter of the original message with another
letter. The letters of the Tamil messages substitute to the left, translating the frequency patterns to
the left as predicted by the messages. To crack the Caesar cipher, in the cryptanalysis process, the
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trial-and-error method is used. The cryptanalysis method begins by selecting a section of the
ciphertext. To decipher the ciphertext, the decryption algorithm tries each shift key in the message
one by one. Once the shift key can be recognized and reverse the ciphertext to expose the original
message. Now, the plaintext will be readable text. During the decryption process, every potential
of the decrypted messages can be readable text.

ii. Columnar Transposition cipher and Row Transposition cipher: The positions of Tamil characters
and the addition of random Tamil characters are altered. The trial-and-error method is used in the
cryptanalysis of the Columnar Transposition cipher and Row Transposition Cipher encryption. The
plaintext position is permuted using the Columnar Transposition cipher and Row Transposition
Cipher encryption. To rearrange the place of ciphertext, the trial-and-error method is utilized. There
are two stages to the decryption process. The Tamil ciphertext is divided into blocks in the first
stage. The block size tries to start at one and rise in increments of one. The next step is to try every
available key. Both stages must test the key size and key. In the decryption procedure, the trial-and-
error method guesses the key size and key. Reverse the ciphertext to reveal the original message
once the key size and key have been identified. In the cryptanalysis process, for columnar
transposition cipher and row transposition cipher, the ciphertext that has been changed to the
plaintext will be read horizontally from the table the trial-and-error method is used. Now, the
plaintext will be readable text.

3.4 Performance Evaluation Metric

Selecting an appropriate evaluation metric is critical for discriminating and obtaining the best
comparison. In this study, we make a comparison based on the total number of brute force attacks for
cracking the ciphertext.

i.  Number of Brute Force Attacks

The number of brute force attacks t required to find an optimal solution for a given accuracy determines
the overall computational effort and algorithm performance. In this study, the number of brute force
attacks is used to get all the possibilities of cracking the ciphertext. The Equation 3 is used for the brute
force attacks is the:

Xns1 = f(xp), n=>1 Eq. 3

Where, (x,,) is the nth approximation or brute force attacks while, n 4+ 1 = next brute force attacks of
X

3.5 Security Analysis

The cryptanalysis process was used to find out the possible plaintext from the ciphertext that was
produced from the encryption process by Caesar cipher, Columnar Transposition cipher and Row
Transposition Cipher. The analysis of the security in the ciphers is evaluated by the complexity of
decrypting the message from ciphertext to original text. The analysis will look at which encryption is
more secure than the others by seeing which one requires the fewest attempts to decrypt the message.
If there are fewer attempts, the encryption is less secure than the other.

3.6 Result Analysis

The security analysis report is provided after this study. The report details the Caesar cipher, Columnar
Transposition Cipher, and Row Transposition Cipher security levels. The security level decides which
cipher makes the Tamil plaintext message simple to recover, suggesting that the cipher is less safe. The
results will also be used to decide which encryption is best for Tamil messages.

3.7 Experimental Design
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The experiment starts when the Tamil language messages are used for the encryption process. The
encryption process will use Caesar cipher, Columnar Transposition cipher and Row Transposition
cipher in a tool that compromises the Tamil Language. At the end of the first process, a ciphertext will
be produced. Then it will pass through the Brute-force attack process with the ciphertext that has been
produced from the encryption process. The brute-force attack of the ciphertext will lead to revealing the
original Tamil message which is readable. In brute force attack, the tool that compromises the Tamil
Language will show the attempts that have been taken to crack the message. Finally, an evaluation will
be done to examine the security level of the Caesar cipher, Columnar Transposition cipher and Row
Transposition cipher in the Tamil language by using the maximum number of tries to get the correct
key for the ciphertext.

In the Tamil language, there are a total of 247 alphabets. In this scenario, since we are using a Java
program to do the encryption of the plaintext, there will be only 72 alphabets needed to produce all the
247 alphabets as the Unicode of the Tamil language is only 72 codes for Java programming. All Tamil
characters are now encoded according to the Universal Principle of Unicode. In the Unicode character
set, Tamil characters range from U+0B80 to U+0BFF [20]. Figure 4 shows the snippet for the Tamil
language Unicode used for the program. Figure 5 shows the Unicode Version 10.0 for Tamil Characters.

static char[] alphabets = {'\u@b82', '\u@bd3', "\u@bss', "\uebs6', "\uebs7', '\uBb83', '\ueb83', "‘uebsa',

"\uebse', "\uebsf', "‘uebose', "\ueb92', "‘\ueb93', "‘wueb94', "\ueb9s', "\wuebs3’, '‘wueb%a', "\uebac’,
"\ueboe', "“\uebof', "‘\uéba3', '\ubba4', "‘uebad', '‘uéba9', '‘ubbaa', "‘uébae', '‘uébaf', "\uébba',
"\uebbl', "\uebb2', "‘\uebb3', '\uBbb4', "\uebb5', '‘\udbbs', '\ugbb7', "\uebbg', '‘\ubba', "\ugbbe’,
"\uebbf', "\udbc®', "‘\uBbcl', "\uBbc2', "\uBbcg', "\uBbc7?', '"\uBbcB', "\uBbca', '‘\uBbch', "\uBbcc',
"\uBbcd", "‘\uebde', "‘\uebd7', "\uBbeg', "‘\uebe7', '‘uBbed', "\uBbed', "‘\uBbea', '‘uBbeb', "‘\ubec',
"\udbed', "\uBbee', "‘udbef', '\uebfe', "\uebfl', '‘uebf2', "\uebf3', "\uebfa', "‘uebfs', "\uebfs’,
"\webf7', "\uebfs', '\uebfa', "\uebfa' | 1;

=
[ R T

TR

P2

Figure 4: Code for the Tamil Language

8.8 a9 A 088 60 080D OBE aF
o) g8 R w
1 m n
6 60 5
1\|a R 6oor en (]
‘ R & 1B 0
TR 3 (Y] &)
kY v G '
@ oy @ Ml & 6.
T m & Q.. Gy
|8 M e am m @
sAlem & u bhn &
, G-n (5
m AR G
61
E| 61 (66 W n p~ T
g . w N 5

Figure 5: Unicode Version 10.0 for Tamil Characters character [19]
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Table 6 depicts the steps involved in the compression of a Tamil word. The word [TTTTTT] seems
to have 4 characters, but it is a combination of 7 Unicode characters listed in the Table 6 The Unicode
characters combination of the word (OIITTT1] is given below 000 0:000.

Table 6: Combination of Unicode characters for a single Tamil character [20].

Tamil Character in text file Combination of Unicode characters Unicode 16 bit
O d 0B8E

M 0 0BB4

0 0BC1

M 0 0BA4

0

N O

0BCD
0BA4
0 0BC6

To make sure the comparison can be done fairly after the experiment some variables such as
program code were kept constant. The manipulated variable in this experiment was the cipher itself.
Table 7 shows all the parameter usen in the research.

Table 7: Parameters used for the research

Parameter Value

Technique Caesar cipher, columnar transposition cipher and row
transposition cipher

Message length/dataset Range from 3 to 26 characters

Key size for columnar transposition 4
cipher and row transposition cipher
Key for encryption and decryption ~ Randomly generated

4, Results and Discussion

In this experiment phase, the classifier performance evaluation is conducted based on the proposed
algorithm, which is Caesar cipher, Columnar Transposition Cipher, and Row Transposition Cipher. In
this experiment, the total number of brute forces of possibilities of cracking the ciphertext are tabulated.
The same dataset that was used to test for all the ciphers.

4.1 Results and Analysis

Table 8 shows the results for the number of brute forces of the experiment conducted on Caesar cipher,
Columnar Transposition cipher and Row Transposition cipher. The results show that the number of
brute forces for Caesar cipher, columnar transposition cipher and row transposition cipher for different
number of alphabets in the dataset are same respectively. This is due to the constant of the experiment.
For the Caesar cipher experiment, the number of alphabets is kept constant which is 72 alphabets.
During the cryptanalysis process, the first alphabet is considered as 0, therefore there will be 71 brute
force attacks. The number of brute force attacks for columnar transposition cipher and row transposition
cipher is same because the key size of the experiment is kept constant which size ‘4’. Figure 5, Figure
6 and Figure 7 show the example results of Caesar Cipher, Columnar Transposition Cipher and Row
Transposition Cipher from the program respectively.
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Table 8: Results for the number of brute force attacks of the experiment conducted on Caesar cipher,
Columnar Transposition cipher and Row Transposition cipher

The number of brute force attacks

Number of alphabets Caesar Cipher Columnar Row Transposition
in the dataset Transposition Cipher Cipher

3,6,10,13,15,19,26 71 768 768

Encryption completed in @ms |[31: Decrypted Message:

Encrypted Message: gmev 32: Decrypted Message:
1: Decrypted Message: gzes 33: Decrypted Message:
2: Decrypted Message: sswwo 34: Decrypted Message: &
3: Decrypted Message: smie 35: Decrypted Message:
4: Decrypted Message: ceoe 36: Decrypted Message:
5: Decrypted Message: mmer 37: Decrypted Message:
6: Decrypted Message: @ee 38: Decrypted Message:
7: Decrypted Message: =mp ig g:z:yp::: ;‘I“::g:f
8: Decrypted Message: =&y 41: D ypt d M & ]
9: Decrypted Message: asarw i JecrypLe €208 2

l42: Decrypted Message: -
|43: Decrypted
|44: Decrypted

10: Decrypted Message: lsw
11: Decrypted Message: fau
12: Decrypted Message: (Bgze N

13: Decrypted Message: amenp 22; gzz:ig::g
14: Decrypted Message: saez la7: Decrypted
15: Decrypted Message: wesew |lis: pecrypted M
16: Decrypted Message: el l1o: Decrypted
17: Decrypted Message: Srg 50: Decrypted
18: Decrypted Message: e®sz 51: Decrypted Message:
19: Decrypted Message: s=s= 52: Decrypted Message:
20: Decrypted Message: msim 53: Decrypted Message:
21: Decrypted Message: Das 54: Decrypted Message:
22: Decrypted Message: =fee |[[s5: Decrypted Message: ¢
23: Decrypted Message: sifs 56: Decrypted Message:
24: Decrypted Message: e®s ||s57: Decrypted Message:

Message:

64: Decrypted Message: gGe
65: Decrypted Message: mQe
66: Decrypted Message: sz
67: Decrypted Message: mgp
68: Decrypted Message: suf
69: Decrypted Message: sad

25: Decrypted Message: =@as |[s8: Decrypted Message: ._.5__;,9 70: Decrypted Message: sur
26: Decrypted Message: @e=g |[59: Decrypted Message: swv 71: Decrypted Message: seam

27: Decrypted Message: =ger 60: Decrypted Message: m@eser Actual encryption key: 8
28: Decrypted Message: maues |[61: Decrypted Message: sawr || o A e
29: Decrypted Message: =ufe |[62: Decrypted Message: ew@an S S e
30: Decrypted Message: sar  |[63: Decrypted Message: Lo Total iterations: 71

Figure 5: Caser Cipher output from the program
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Please enter the key size: Decrypfed Sfessage: =ns ||DECTyPted Message: sp=
4 Decrypted Message: =ps [|Decrypted Message: si=
Please type a sentence to be encrypted: Decrypted Message: =ps: Decrypted Message: s=p
S&] . : Decrypted Message: ss=r| Decrypted Message: ssyp
Encryption completed in 2ms Decrypted Message: s=rf|Decrypted Message: aps
Encrypted Message: si=s7| Decrypted Message: s=;f|Decrypted Message: =ns
Decrypted Message: sisp Decrypted Message: =&y Decrypted Message: =ps
Decrypted Message: s Decrypted Message: =a&r( Decrypted Message: sip=
Decrypted Message: siwp Decrypted Message: =msp Decrypted Message: sp=
Decrypted Message: s=7 Decrypted Message: =&r|pecrypted Message: si=
Decrypted Message: =ps Decrypted Message: =5 | pecrypted Message: o=
Decrypted Message: sp Decrypted Message: &5s || pecrypted Message: sis
Decrypted Message: == tecrypted. Hessage: uu Decrypted Message: ==
Decrypted Message: == g:z:yp::: :::Z:g:j ‘3‘:::5 Decrypted Message: sayp
Decrypted Message: =o= Decrypted ﬂessage: %ﬁ: Decrypted Message: pss
Decrypted Message: so= B T e crypted Message: rss
Decivoted: Message: u Decrypted Message: =msp yP ge: 7
b 65 Decrypted Message: sasp||Decrypted Message: ssas
Decrypted Message: sisp ; D ted M § e
Decrvbted Moscaga: G Decrypted Message: sarpl[USCrYpPted fiessage: nsis
Decr‘ypted Message: ng Decrypted Message: m=r|[Decrypted Message: ==y
Decrypted Message: : U Decrypted Message: =p= ||Decrypted Message: =ap
Decrypted Message: E? Decrypted Message: =ps [[Decrypted Message: sag
o ypt M g o Decrypted Message: =nms |[|Decrypted Message: ssip
S ] e
Decrypted Message: o Decryptej g e [Deckyptod Messuge: Aay
Decrypted Message: =sip= gecr‘yp:ed ;:essage: et joscrypted MessoRs: maa
Decrypted Message: sip= i e ae oy [esrypted HessaRe: pwe
: ecrypted Fessage: &5\ pecrypted Message: pss
Decrypted Message: =g Decrypted Message: s=r .

d M ! : Decrypted Message: psis
Decrypted Message: sisp Decrypted Message: s&7|p. rvnted Message:
Decrypted Message: ==y Decrypted Message: =sms D ypt d M g 5&"7
Decrypted Message: =ns: Decrypted Message: =ms: il ed essage: A
Decrypted Message: =p= Decrypted Message: =smx EecrypEeJ ﬁessage. il
Decrypted Message: ns= || Decrypted Message: ==y ||Decrypted Message: =ps
Decrypted Message: ==y || Decrypted Message: ssy ||Decrypted Message: =ps
Decrypted Message: =y || Decrypted Message: ==y ||Decrypted Message: =ps
Decrypted Message: a7 || Decrypted Message: s=y ||[Decrypted Message: =ps
Decrypted Message: =si7 (| Decrypted Message: =ps: ||Decrypted Message: sarp
Decrypted Message: == || Decrypted Message: =ms |[Decrypted Message: si=p
Decrypted Message: ==y || Decrypted Message: =ps |[Decrypted Message: nsis
Decrypted Message: p=s: || Decrypted Message: =ps: ||Decrypted Message: psi=
Decrypted Message: p=s: || Decrypted Message: si= ||Decrypted Message: nsi=
Decrypted Message: p=s || Decrypted Message: == [Decrypted Message: psi=
Decrypted Message: pms || Decrypted Message: ==r [[Decrypted Message: pse
Decrypted Message: =y || Decrypted Message: ==y ([pecrypted Message: ps=
Decrypted Message: ==y || Decrypted Message: ==r ||Decrypted Message: mms=
Decrypted Message: ==y || Decrypted Message: sispy Decrypted Message: psi=
Decrypted Message: =sp || Decrypted Message: =ps Decrypted Message: msms
Decrypted Message: =sy [ Decrypted Message: a5 |[pecrypted Message: pss
Decrypted Message: sy || Decrypted Message: sps |\noynted Message: =sp
Decrypted Message: sps gecryp:eg :‘:essagef #=0% ||Decrypted Message: ssr
Decrypted Message: =ps Decrypted Message: *7 llpecrypted Message: =sp
Decrypted Message: aps (| PECTYPLEd HESSAge: &0= ||, hted Message: say
Decrypted Message: =ps || Decrypted Message: so= Decrypted Message: ssi
Decrypted Message: s=py gecryptej :essagef ==Y | Ipecrypted Message: ssp
Decrypted Message: sy [[ DEcrypted Message: msp || -~ © . o o,

i Decrypted Message: si=g yP BE >S5y
Decrypted Message: sy yP 8 7 :
D ted M " " ||Decrypted Message: ==
Decrypted Message: ssy || DECrypted Fessage: sns :
Decrypted Message: Decrypted Message: =ap
Decrypted Message: si=g P ge: =os ;
Decrypted Message: sy || DECTyPted Message: spa |IDECTYPECd Message: res
% < . ||Decrypted Message: :
Decrypted Message: sps || DECTyPted Message: sps Decrypted Message' ::U
Decrypted Message: =ps || DECTYPted Message: so= Decr‘ypted *\essage: Z
Decrypted Message: aps: Decrypted Message: == yp ! age: 5&-‘4
I Decrypted Message: mp= |[Actual encryption key: 1269
Decrypted Message: =ms : Decryption completed in 343ms
Decrypted Message: sp= || DECTYPted Message: sp= ypt e
Nerruntoad Maceaoas - || Decrypted Message: sisp Total iterations: 768

Figure 6: Columnar Transposition Cipher Output from the program
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Please enter the key size: Decrypted Message: =ay |[Decrypted Message: s=s
2 Decrypted Message: =sy ||Decrypted Message: pas
Decrypted Message: sp= ||Decrypted Message: p==
Please type a sentence to be encrypted: Decrigted Message: ;is Decrypted Message: sisp
==7 Decrypted Message: sps |[Decrypted Message: s=g
Encryption completed in 2ms Decrypted Message: =ps ||Decrypted Message: ssp
Encrypted Message: == Decrypted Message: =ns ||Decrypted Message: si=g
Decrypted Message: ssip Decrypted Message: =ps: ||Decrypted Message: si=p
Decrypted Message: == Decrypted Message: &ps: ||Decrypted Messagei &7
Decrypted Message: sy Decrypted Message: &ps ||Decrypted n:’dessage. TsiE
% Decrypted Message: ssp ||Decrypted Message: ps=
Decrypted Message: =ssr Decrypted Message: ==y ||Decrypted Message: p=s
Decrypted Message: sip= Decrypted Message: sp= ||Decrypted Message: p=s
Decrypted Message: sip= Decrypted Message: == ||Decrypted Message: si=p
Decrypted Message: &ps: Decrypted Message: =ps ||Decrypted Message: sisp
Decrypted Message: =ps Decrypted Message: == ||Decrypted Message: ==y
Dechvited Messape: mia Decrypted Message: == ||Decrypted Message: si=p
yP g 7 Decrypted Message: =ps ||Decrypted Message: si=p
Decrypted Message: =sps Decrypted Message: sps ||Decrypted Message: sap
Decrypted Message: =so Decrypted Message: =ns: ||Decrypted Message: psis
Decr‘ypted Message: == Decrypted Message: =ps ||Decrypted Message: pss
Decrypted Message: =ssiy Decrypted Message: =sw [|Decrypted Message: nss
Decrypted Message: ssir Decrypte: iﬁassagei 7=s: ||Decrypted Message: p=s
Decrypted Message: so= gecrypte 11&5535&: 7=s ||Decrypted Message: ==p
X ecrypted Message: p=s ||Decrypted Message: sap
Decrypted Message: == Decrypted Message: ==y |[Decrypted Message: s=r
Decrypted Message: sps Decrypted Message: s=y ||Decrypted Message: ==y
Decrypted Message: =ps Decrypted Message: ==y [[Decrypted Message: s=r
Decrypted Message: &ns: Decrypted Message: ==y |[Decrypted Message: ==y
Decrypted Message: =ps Decrypted -“Essagef =&y ||Decrypted Message: ==
Decrypted Message: =ps: g:z:ypted Message: say ||Decrypted Message: simm
: ypted Message: =&y |[Decrypted Message: so=
[3ecr‘predl n:"llessage. S Decrypted Message: ps= ||Decrypted Message: sps
Decrypted Message: sisp Decry;pted Message: st Decrypted Message: ==
Decrypted Message: s=p Decrypted Message: so= Decrypted Message: sip=
Decrypted Message: si=p Decrypted Message: =so= Decrypted Message: sip=
Decrypted Message: si=p Decrypted Message: =o= Decrypted Message: =ip=
Decrypted Message: =57 || pecrypted Message: =p= |[Decrypted Message: sso
Decrypted Message: = Decrypted Message: == |[Decrypted Message: s=o
Decrypted Message: 5s= [ pecrypted Message: =ns |[Decrypted Message: p=s
Decrypted Message: 5s= ||pecrypted Message: =ns |[Decrypted Message: pss
Decrypted Message: 5=# ||pecrypted Message: =ns |[Decrypted Message: p=as
Decrypted Message: p=s ||pecrypted Message: ==v [[Decrypted Message: p=a=
Decrypted Message: s&7 ||Decrypted Message: ==v [[Decrypted Message: p=as
Decrypted Message: s=7 ||Decrypted Message: == |[Decrypted Message: p=s
Decrypted Message: sy ([ Decrypted Message: == ([Decrypted Message: r=a
Decrypted Message: s=7 ||Decrypted Message: == Decrypted Message: ==
Decrypted Message: =&y || Decrypted Message: sip= Decrypted Message: p=s
Decrypted Message: ps= || Decrypted Message: so= |[Decrypted Message: pes:
Decrypted Message: psi || Decrypted Message: sps Decrypted Message: ==y
Decrypted Message: s || Decrypted Message: =ms Decrypted Message: sar
Decrypted .:‘lessage: TS Decrypted Message: =ns Decrypted Message: ==y
Decrypted Message: p=s Decrypted Message: =5= Decrypted Message: s=p
Decrypted Message: ==y || Decrypted Message: s=iy Decrypted Mescapge:s
Decrypted Message: ==y || Decrypted Message: p== ypP 3 £ Sy,
5 Decrypted Message: =si=p
Decrypted Message: ==y || Decrypted Message: p==:
= 5 Decrypted Message: s=rp
Decrypted Message: ssy || Decrypted Message: p== D ted M 3
Decrypted Message: s=; ||Decrypted Message: pms: [|2SCTYPRE kessage. T
Decrypted Message: sip= || Decrypted Message: p=s Decrypted Message:: sy
Decrypted Message: sp= || Decrypted Message: p=s Decrypted Message: p==
Decrypted Message: =sp= ||Decrypted Message: =m=g Decrypted Message: s=y
Decrypted Message: so= Decrypted Message: ==y Decrypted Message: =i=p
Decrypted Message: so= Decrypted Message: ==y Decrypted MESS?SE SEn
Decrypted Message: =sy ||Decrypted Message: s=rp Actual ?ncr‘yptlon ke)’f 1834
Decrypted Message: ==y ||Decrypted Message: pss Decryp?lon c?mpleted in 392ms
Decrypted Message: =ap |[Decrypted Message: == Total iterations: 768
Figure 7: Row Transposition cipher output from the program

Table 9 shows the results for the number of brute force attacks of the experiment conducted on
Columnar Transposition cipher and Row Transposition cipher. The results show that the number of
brute force attacks for columnar transposition cipher and row transposition cipher for different number

of key size but the alphabets in the dataset are same respectively.

Table 9: Results for the number of brute force attacks of the experiment conducted on Columnar
Transposition cipher and Row Transposition cipher with different key size

Key Size

Number of brute force attacks

Columnar Transposition Cipher

Row Transposition Cipher

o Ol Ww

54
768

12500
233280

54
768

12500

233280
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From the experiment, we can find that the higher the key size for the experiment, the more the
number of brute force attacks has taken place to the cryptanalysis process. Columnar Transposition
cipher and Rows Transposition cipher have roughly the same security level. The only distinction
between these two ciphers is the character arrangement in row and column. The historical cipher has a
low level of security. The ciphertext generated is decipherable.

From the experiment done, this research evaluates the strength of ciphers on Tamil messages. The
results show that the historical cipher has a low level of security. The ciphertext generated is
decipherable. The decryption process takes only a few seconds. Columnar Transposition Cipher has a
higher security level than Rows Transposition Cipher and Caesar Cipher. This is because the Columnar
Transposition ciphers took longer to complete the cryptanalysis process than the Rows Transposition
cipher and Caesar cipher. The Caesar cipher consists solely of substituting characters in the same row
as plaintext. Rows Columns Transposition cipher and Columns Rows Transposition cipher have
roughly the same security level. The only distinction between these two ciphers is the character
arrangement in row and column.

A Java program was developed to conduct the encryption and decryption of Tamil text. The
program consists of Caesar cipher, Columnar Transposition cipher and Row Transposition cipher. The
program was developed to ease the process of encryption and decryption of Tamil text. These programs
assist in the analysis to faster the cryptanalysis process. These encrypt and decrypt programs replace
the manual method. The step conducted in encrypt program and decrypt program are the same as the
step used in the manual method. For Caesar's cipher, the encrypt program takes the plain text and
randomly generates the key to generate the ciphertext. The decrypt program takes the ciphertext and
takes all the alphabets to substitute to produce all the possibilities of decrypted text and will also produce
the correct key. For both transposition ciphers, the encrypt program takes the plaintext, and randomly
generates the key to generating ciphertext. The decrypt program takes the ciphertext, and key size to
generate all possible keys and corresponding decrypted text. The process to find the correct decrypted
text is the same as the manual method. The decrypt program only can provide all the possible decrypted
text. The decrypt program cannot find out the correct decrypted text in the program itself. The users
need to select the correct decrypted text based on their understanding.

5. Conclusion

As a conclusion, the main objectives of this research have been achieved which is to evaluate the
security level of Caesar cipher, Columnar Transposition cipher and Row Transposition cipher in Tamil
Language ciphertext by comparing the complexity of cracking the Tamil Language ciphertext the total
number of brute force attacks of possibilities of cracking the ciphertext and the total time taken for the
process of the classifiers in analyzing the dataset to complete. From the comparison, Caesar cipher is
less secure in securing confidentiality in the communication of the Tamil Language. Besides, from this
research, we found that Columnar Transposition cipher and Row transposition cipher take a longer time
to decrypt the ciphertext. From this, we can say that the transposition cipher is more secure for the Tamil
language.

There are some limitations found in this study. The datasets used had a small number of words.
The results could have been more accurate if the datasets are more than 100 alphabet. Furthermore, due
to time constraints, the cryptanalysis was performed in three ciphers during the study. This study may
be able to perform cryptanalysis on other ciphers.

This research can be improvised in future by improving certain aspects of the research. Therefore,
some suggestions are:

i.  Itis suggested that this study be conducted in other languages in the future, such as French,
Japanese, and others.
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ii. The study should compare the security level of ciphers in other languages using both historical
and modern ciphers.
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