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Abstract: An electronic medical record (EMR) system is software that allows 

electronic entry, storage, and maintenance of digital medical data. EMR systems have 

been a great asset to the healthcare community. However, a significant number of 

privacy issues are raised by a shift from paper-based systems to integrated and 

electronic ones. Data breaches in the healthcare industry are increasing rapidly, and 

the general adoption rate of EMR is comparatively low due to security and privacy 

issues. Therefore, this project intends to develop a secure EMR system that integrates 

cryptography and role-based access control into the implementation of the system 

based on the Object-Oriented Software Development (OOSD) methodology using 

Jakarta Servlet. The user acceptance testing result shows that the EMR system is 

generally well-accepted by the end-users. Overall, all the objectives have been 

achieved. Future work may consider expanding the scope of development in terms of 

platform and functions. 

 

Keywords: Electronic Medical Record, Cryptography, Role-Based Access Control, 

Jakarta Servlet, Object-Oriented Software Development (OOSD) 

 

1. Introduction 

According to the Center of Medicare and Medicaid Services (CMS), an electronic health record 

(EHR) is defined as a patient’s medical history that is maintained electronically by the provider, which 

may include key administrative clinical data of the patient’s care under a medical staff, such as progress 

notes, vital signs, medications, past medical history, and more. Recent studies have shown that 

integrated health records have many advantages, such as improved quality of care, cost reduction, 

increased efficiency, and more accurate patient information [2]. However, a study by Rothstein [1] 

stated that due to a significant number of privacy issues raised by a shift from paper-based systems to 

integrated and electronic ones, there has been limited activity in policy development. Most hospitals 
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around the world employ EMRs, but their acceptance among healthcare practitioners has yet to 

recognize the current issues in terms of privacy and security [3]. The healthcare industry is one of the 

top three industries experiencing the largest number of security breaches [4]. In the first half of 2020 

alone, there were 225 healthcare data breach incidents, in which 130 of these breaches were caused by 

hacking/IT events, accounting for 57.77% of the total number of attacks [6], while 59 of them were 

caused by internal unauthorized access. In one example, critical security vulnerabilities in an open-

source EMR system called nTreatment have led to thousands of patient records being exposed on the 

Internet [21]. According to a report by [20], sensitive health data and patient information were not 

encrypted and not protected with passwords. 

Additionally, previous studies [5],[18] have reported that the general adoption rate of EMR is 

comparatively low. As of 2019, 25% of the 145 government hospitals in Malaysia used Hospital 

Information System (HIS), whereas only 7% of government clinics are equipped with Clinical 

Information System (CIS). Several clinical system implementations have failed because of the 

reluctance of EMR adoption by physicians [9]. The transition of the healthcare information system from 

a paper-based to an automated system raises concerns about safety, privacy, and ethics. These problems 

were revealed to be impeding physicians' acceptance and use of EMR [8].  

Moreover, privacy, security, and confidentiality are the challenges that must be addressed in EMR 

systems. For example, cases of healthcare professionals disclosing famed individuals’ health records, 

identity theft, or unintentional disclosure of health records through a stolen smartphone. In an article 

published in the HIPAA Journal [22], two employees of Vanderbilt University Medical Center had been 

inappropriately accessing the medical records of over 3000 patients. Medical records of patients 

continued to be accessed without permission for over a year. Preliminary studies [7] revealed that most 

patients want more control over the use of data kept in their EMR, and none consented to full and 

comprehensive access to their EMR by physicians associated with their healthcare provider. Based on 

these issues mentioned, the objectives identified for this project are: 

1. To design a secure EMR system using the object-oriented approach. 

2. To develop the proposed system with security features using cryptography and role-based 

approaches. 

3. To test the performance of the proposed system in terms of functional and security requirements. 

The EMR system focuses primarily on implementing security techniques like cryptography and 

role-based access control (RBAC). The target users of the EMR system are the admin, doctor, 

receptionist, and patient. The proposed system has six main modules: login, user registration, patient 

registration, book appointment, medical records, and audit log. 

2. Related Work 

This section analyses and discusses in detail the features of two existing open-source EMR systems in 

terms of functionality and security. The selected EMR systems are OpenEMR and ClearHealth. 

2.1   Open Electronic Medical Record (OpenEMR)    

OpenEMR is open-source PHP-based software that runs on the Apache webserver and the MySQL 

database server. It includes many important features for clinical practices, such as patient data feeding 

(e.g., biographic data, diagnostic results, medication history) EHR, disease management, scheduling, 

and electronic billing. OpenEMR comes with a set of pre-defined roles and permissions to which an 

administrator can assign users to. The system supports RBAC and the capability to revoke a user's 

permissions [12]. It also supports a Patient Portal that allows patients to make appointments.  
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 In terms of security, a study [11] found that OpenEMR encrypts medical documents using the PHP 

mcrypt library. However, the encryption algorithm used is the TripleDES algorithm, which is known to 

be less secure than AES. Furthermore, another study [17] has identified some of the authentication flaws  

in OpenEMR 4.1.1. For instance, there is no forgotten password option to assist users in recovering 

their passwords if they forget them. Moreover, there is no account lockout after a set number of failed 

tries. This makes the system more susceptible to brute-force attacks. The proposed system locks the 

user out if three incorrect attempts have been made to prevent unauthorized access. The failed attempts 

are recorded in the log to ensure that the admin can be aware of the unusual activity. 

2.2    ClearHealth    

ClearHealth is a PHP-based open-source EMR system that features Electronic Medical Records (EMR), 

recording patient demographics, medical billing, medical accounts receivable, scheduling, and access 

control [10]. ClearHealth was built with HIPAA-compliant security measures. The PHPGacl (PHP 

General Access Control Lists) toolbox was used to implement the security features [16]. RBAC can be 

established using the toolkit. One of the security aspects is that the admin section is not always shown. 

The admin section allows users to adjust it so that it can be tailored to their office or practice's specific 

needs. There is also a timer that enables automatic logoff as a security measure [19]. This feature is 

implemented in the proposed system in compliance with the HIPAA Security Rule of Automatic Logoff 

Procedures. 

 However, when it comes to secure data storage, research [15] has shown that ClearHeath did not 

provide this security measure. The proposed system is able to securely store patients’ personal 

information and medical records through encryption to protect the privacy of the patients. Moreover, 

the logging mechanism in ClearHealth is not identified as well [15]. When conflicts emerge over 

significant concerns such as authorization misuse, unlawful access attempts, and inappropriate 

disclosure of patients' health data, audit trails can serve as proof [14]. Therefore, audit trails are included 

in the proposed system to help admins monitor and track the activities of the users within the EMR 

system. 

2.3    Comparison of Existing Systems with Care Foundation EMR system    

In this section, the security features that are adopted against which the previously discussed EMR 

systems are compared, are selected based on HIPAA Security Rule and OWASP secure coding checklist. 

The security measures are data encryption, password hashing, audit log, authentication, automatic log-

off, access control, account lockout policy, and password protection.  

Table 1: Comparison of security features between the systems 

Security features OpenEMR ClearHealth Care Foundation 

Data encryption  TripleDES No AES 

Password hashing No No Yes 

Audit log Yes No Yes 

Authentication  Password-based Password-based Password-based 

Automatic log-off Yes Yes Yes 

Access control RBAC RBAC RBAC 

Account lockout policy 

(after 3 attempts) 

No No Yes 

Password policy Yes No Yes 

 Table 1 depicts the comparison results of the three systems. The most common security features 

implemented in the set of systems are authentication, automatic log-off, and access control. In contrast, 
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password hashing, and account lockout policy are totally absent from both existing open-source EMR 

systems. It appears that RBAC is used as the access control model in all systems. Out of the eight 

security measures, OpenEMR met six of the requirements, whereas ClearHealth only met three of them. 

 

3. Methodology 

Care Foundation EMR system is developed using the Object-Oriented Software Development (OOSD) 

model. A system is considered a collection of items in this approach. The key distinction between a 

traditional technique, such as structured design, and an object-oriented approach is the manner in which 

a problem is dissected. The problem-decomposition procedure in traditional methodologies is either 

process-centric or data-centric [13]. Therefore, the Unified Modelling Language (UML) diagramming 

approach is developed and incorporated into this methodology. The major phases of software 

development using an object-oriented approach are object-oriented analysis, object-oriented design, and 

object-oriented implementation. The following sections elaborates on the activities to be carried out in 

each phase of the OOSD model and their deliverables.  

3.1  Planning Phase 

In this phase, the project is initiated by proposing a project title and discussing it with the supervisor. 

Once a suitable title has been chosen, the next step is to determine the problem statement which is done 

by identifying security issues in existing EMR systems. The solutions that are proposed based on the 

identified problems are then implemented in the proposed EMR system. The objectives, scope, expected 

outcome, and project significance are also determined and documented in the project proposal. The 

output of this phase is a project proposal that includes the project plan and Gantt chart. 

3.2  Analysis Phase 

This is the second phase of the OOSD model that involves the process of collecting functional and 

security requirements for the proposed system. The behaviors and characteristics of the main users: 

admin, doctor, receptionist, and patient, are the elements that form the functional requirements for the 

proposed system. Since the aim of this project is to develop a secure EMR system, therefore the security 

aspect is focused on more compared to its functionality. The process of determining the security 

requirements is divided into three parts: document analysis, regulatory and compliance requirements 

identification, and architectural risk analysis. At the end of the Object-Oriented Analysis phase, the 

output would be the functional and security requirements for the proposed EMR system and abuse cases. 

3.3   Design Phase 

In this phase, the goal is to transform the list of requirements into designs that include detailed 

specifications covering all aspects of the EMR system. To accomplish this, UML (Unified Modeling 

Language) diagrams are used to define the application structure, system behavior, and business 

processes within the EMR system. The deliverables of the design phase include a class diagram, use 

case diagrams, sequence diagrams, activity diagrams, system architecture diagram, an ERD, and lastly 

the user interface designs. 

3.4  Implementation Phase 

Once the design is completed, the EMR system is developed based on the designs. The web application 

is based on Java using Servlets and JSP, which can be run using the Apache Tomcat server. MySQL 

database is used to store and retrieve information. Moreover, the hardware requirements for developing 

the proposed system include a processor with the 10th Generation Intel Core i5-1035G1 that has quad-

core processors with 6MB of cache, 8GB of random-access memory (RAM) at a minimum, and a 475 
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GB hard drive for storage. By the end of this phase, there is a completely functional EMR system that 

fulfills the functional and security requirements in the analysis phase.   

3.5  Testing Phase 

The tests are performed by focusing on unit test cases to validate the software security and business 

logic. The result of each test is marked as pass or fail depending on the output of the system. A user 

acceptance test is also conducted using Google Form. Medical practitioners and receptionists are invited 

to participate in the survey test by interacting with the system and providing their feedback afterward. 

The deliverables of the testing phase are the test plan, test results, bugs found, and the user acceptance 

results. 

4.  System Analysis and Design 

4.1  Functional Requirement Analysis  

Care Foundation EMR system has six main modules: login, user registration, managing patient details, 

booking appointments, managing medical records, and audit log. Table 2 shows the functional modules 

of Care Foundation EMR system.  

Table 2: The functional requirements for Care Foundation EMR system 

Requirement 

ID 

Functional 

Module 

Description 

FR001 Login The system should require users to provide a valid username and 

password before accessing the system. 

FR002 User registration The system should allow the admin to register new users based 

on their roles. 

FR003 Book 

appointment 

The system should allow patients to book an appointment based 

on the availability and the schedule of the selected doctor by 

providing personal details. 

FR004 Manage medical 

records 

The system should let doctors view, insert, and update the 

medical record of the patients assigned to them. 

FR005 Manage medical 

history 

The system should let doctors view, insert, and update the 

medical history of the patients assigned to them. 

FR006 Manage patient 

details 

The system should allow receptionists to view, insert, and update 

the details of the patients that they registered. 

FR007 Manage patient 

appointments 

The system should let receptionists view, insert, and update 

appointment details and assign doctors to the patients that they 

registered.  
 

4.2  Security Requirement Analysis 

This section analyses the security requirements using the Abuse Case for identifying the attacks against 

EMR systems. The potential attackers of the EMR system are divided into two categories: a malicious 

insider, and an outsider hacker. The abuse cases for both attackers are depicted in Figure 1(a) and 1(b) 

respectively. 
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Figure 1(a): Abuse case scenario for malicious insider      Figure 1(b): Abuse case scenario for a hacker 

There have been cases where malicious employees accessed patient records without permission 

[22] and abused their access privileges to review and steal over 10000 patient data as part of a fraudulent 

driver's license scheme [23]. In addition, there was a report of a new wave of large-scale password 

spraying campaigns directed at healthcare with the likely goal of stealing information related to the 

coronavirus outbreak [24]. Another report by [25] wrote that an analysis by NordPass, a proprietary 

password manager, found that healthcare executives are increasingly exposing their companies to more 

breaches due to weak passwords. 

Based on the analysis above and research performed, the security requirements for Care 

Foundation EMR system are summarized in Table 3. 

Table 3: The security requirements for Care Foundation EMR system 

Requirement ID 
Security 

Module 
Description 

SR001 Change 

password 

The system should require the staff to change their password 

when they log in for the first time. 

SR002 Password 

policy 

The system should require users to set strong passwords by 

ensuring that the passwords meet the complexity requirement. 

SR003 Password 

hashing 

The system should be able to hash the passwords in the database 

to provide authentication. 

SR004 Authentication  The system should grant access only to users who provide both 

valid email and password during login. 

SR005 Account 

lockout policy 

The system should lock the account when three incorrect login 

attempts have been made within a set amount of period. 

SR006 Access control The system should implement RBAC to restrict EMR access to 

users based on their role. 

SR007 Audit logging The system should be able to record the user ID, username, 

event, date, time, and description of all user activities into the 

database. 

SR008 Automatic log-

off 

The system should automatically log out a user after 10 minutes 

of inactivity. 

SR009 Data 

encryption 

The system should be able to implement a strong cryptographic 

algorithm to encrypt sensitive information in the database. 

 

4.3  System Design 
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A use case diagram illustrates a model scenario in which the actors interact with a system using specific 

symbols and connections. The actors of the EMR system are the administrator, doctor, receptionist, and 

patient. Figure 2 illustrates the use case diagrams for each of the target users of the EMR system.

 

Figure 2: Use case diagram for the admin, doctor, receptionist, and patient 

There are a total of eight classes in the class diagram as illustrated in Appendix A. The classes 

include Login, Audit Log, Staff, Key Server, Book Appointment, Manage Appointment, Medical 

Record, and Medical History.  

An activity diagram is a flowchart that depicts the flow from one activity to another. The action can 

be defined as a system operation. The primary goal of activity diagrams is to illustrate the system's 

dynamic behavior. The activity diagrams for the admin, receptionist, doctor, and patient are shown in 

Figures 3(a), 3(b), 3(c), and 3(d) respectively. 
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          Figure 3(a): Activity diagram for admin         Figure 3(b): Activity diagram for receptionist 

 

  

                     Figure 3(c): Activity diagram for doctor                Figure 3(d): Activity diagram for patient 

Since the EMR system stores a lot of sensitive information, the AES encryption and SHA512 

hashing algorithm are used to secure the data at rest in the database. Table 4 gives an overview of where 

cryptography is applied to what data. 
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Table 4: An overview of the application of cryptography in Care Foundation EMR system 

Module Table Name Data Protected  Crypto Algorithm 

User registration, 

Login 

Staff Password PBKDF2WithHmac 

SHA512 

Manage patient 

appointments 

Appointment Patient name and contact 

number 

AES algorithm 

Manage medical 

records 

Medical 

Record 

History of present illness, 

examination, diagnosis, 

treatment, remark 

AES algorithm 

Manage medical 

history 

Medical 

History 

Medical history, allergies, 

family history, medication taken 

AES algorithm 

Manage patient details Patient Info Patient name, IC number, 

address, postcode, city, and 

contact number 

AES algorithm 

 

Care Foundation EMR system uses RBAC to assign permission to the staff based on their role 

within the hospital. For extra security, each staff member is only allowed to view the sensitive records 

on a need-to-know basis. In other words, the staff member can only view the records that are either 

created by them or assigned to them. Table 5 summarizes the implementation of RBAC in Care 

Foundation EMR system. Users with permission to access the table are marked with a check symbol. 

Table 5: Summary of RBAC implementation in Care Foundation EMR system 

Table Name Admin Receptionist Doctor 

Appointment  ✔  

Audit log ✔   

Medical History   ✔ 

Medical Record   ✔ 

Patient Info  ✔ ✔ 

Staff ✔   

5.   Implementation and Testing 

5.1  Implementation of Security Module 

This section highlights some of the significant security modules added to the proposed system by 

including code snippets for that module and its interface design. The security modules that are discussed 

are password hashing, audit logging, and data encryption. Figure 4 shows the code snippet for password 

hashing. 
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Figure 4: Code snippet for generating salt value and computing a salted hashed password 

First, a salt value is randomly generated using the getSalt() function. The password hashing is done 

by calling the hash() function, which takes two parameters: the input password and the salt value. The 

“PBKDF2WithHmacSHA512” produces a hash length of 512 bits, which is more secure compared to 

“PBKDF2WithHmacSHA1”. Figure 5 shows the hashed passwords and salt being stored in the database. 

 

Figure 5: Hashed passwords are stored in the database alongside the salt 

The next security feature added to Care Foundation EMR system is audit logging. It allows the 

admin to maintain, monitor, and analyze the logs for any unusual activities. The audit log records all 

staff activities such as reading, updating, or deleting any records within the EMR system. Each log 

contains information such as the date and time, the action performed, and who performed the action. 

Figure 6 shows the interface design for the audit log. 
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Figure 6: Interface for the audit log in the admin dashboard 

Next, the encryption of all records is done using the Advanced Encryption Standard (AES) 

encryption algorithm. The following sections describe the implementation of AES encryption and 

decryption using the Java Cryptography Architecture (JCA) within the JDK. Figure 7 shows the 

function that generates the encryption key. 

 

Figure 7: Code snippet for generating the encryption key 

The mode of operation chosen is the Cipher Block Chaining (CBC), which uses an Initialization 

Vector (IV) to augment the encryption. For generating the secret key, the KeyGenerator class is used. 

The Cipher class is the one that handles the actual encryption and decryption, where an instance of it is 

created by passing a Cipher name as the parameter: “AES/CBC/PKCS5Padding”. Figures 8(a) and 8(b) 

show the function used to encrypt and decrypt sensitive data. 

  

Figure 8(a): Code snippet for data encryption, Figure 8(b): Code snippet for data decryption 

The encrypt() function takes the string to be encrypted as the parameter, and returns the ciphertext 

of the string. The bytes are encoded with Base64 to ensure that it is intact without modification when 

being transferred. Similarly, the decryption of data works by passing the ciphertext to the doFinal() 

function. The encrypted string needs to be decoded first before performing the decryption process. 

Figure 9 shows the sensitive data in ciphertext after encryption and in plaintext after decryption. 
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Figure 9: The encrypted MEDICAL_RECORD table before and after decryption 

5.2  Implementation of Functional Module 

The implementation of the functional modules in Care Foundation EMR system is discussed in this 

section. Only a few important modules that are relevant to the EMR system are reviewed. The functional 

modules include the book appointment module, managing medical records module, and managing 

patient appointments module. 

The patient portal is where the patient can book appointments for their next visit to the hospital. To 

do so, the patient needs to provide the appointment details and personal details. Figure 10 shows the 

code snippet for booking an appointment. 

 

Figure 10: Code snippet for booking an appointment 

The patient also needs to complete the reCAPTCHA before they can proceed with the booking to 

prevent spam and abuse. If the booking is successful, the system allows the patient to save and print the 

letter of booking confirmation. Figures 11(a) and 11(b) show the interface during the appointment 

booking process. 
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Figure 11(a): Interface for booking an appointment 

Figure 11(b): Interface for printing the appointment confirmation letter 

The next functional module implemented in the EMR system is the manage medical records module. 

It allows doctors to easily manage patients’ medical records, but only the records of patients that are 

assigned to them. Doctors can choose from a list of patients assigned to them to insert a medical record. 

They need to provide the abnormality of the patient, the treatment or medication prescribed to them, 

and optionally a remark if necessary. Once the process is successful, the action performed is logged and 

the system refreshes the page. Figure 12 shows the interface for adding a medical record for a patient. 

 

Figure 12: Interface for inserting medical records for patients. 
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Care Foundation EMR system also comes with a patient appointment management function that 

allows receptionists to add, update, or cancel patient appointments. This module lets the receptionists 

manually make appointments for patients who personally request them. To make an appointment, the 

system requires patient information such as name, email, and contact number, as well as the date and 

time of the appointment. Figure 13 shows the interface for viewing the list of appointments. 

 

Figure 13: Interface for viewing the appointment list 

5.3  System Testing 

A test plan that consists of the functional and security requirements is designed to assess the 

functionality of the modules and the security features of Care Foundation EMR system. The goal of 

functional testing is to verify that the output of the developed system fulfils the functional requirements 

stated in the analysis phase. Security testing focuses on ensuring that the security mechanisms are 

integrated and working properly to safeguard the EMR system from security threats.  

Table 6 tabulates the test results for the functional requirements of Care Foundation EMR system. 

In short, all the functional modules had passed the testing. 

Table 6: Test results for functional requirements 

Module Test Case Expected Output 
Actual 

Output 

Login 

Login for the first time. 

Redirects the user to the reset password 

page that forces them to change their 

password.  

Pass  

Login when the account 

has been suspended. 

Displays a warning message that says 

“Your account has been suspended.” 
Pass  

User 

registration 

(admin, 

doctor, 

receptionist) 

Using an existing email. 
Displays a warning message that says 

“Email already exists!”. 
Pass  

Register with valid 

information. 

Registers the user successfully and saves 

the information into the database. 
Pass  
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Table 6: (cont) 

 

Module Test Case Expected Output 
Actual 

Output 

Book 

appointment 

Book an appointment 

with valid information. 

Saves appointments into the database and 

lets the patient save the appointment 

confirmation letter. 

Pass  

Manage 

medical 

records 

Add a medical record 

for a patient by selecting 

a patient’s name. 

Saves the medical record into the database 

and displays a success message. 
Pass  

Update a medical record 

for a patient.  

Only the abnormality, treatment, and 

remark can be updated, but not the 

patient’s name. The updated record is 

successfully saved into the database. 

Pass  

Manage 

patient 

details 

Using an existing email. 
Displays a warning message that says 

“Email already exists!”. 
Pass  

Register a new patient 

with valid information. 

Saves the patient details into the database 

and displays a success message. 
Pass  

Update patient details. 
Saves the updated patient details into the 

database and displays a success message. 
Pass  

Manage 

patient 

appointments 

Book an appointment 

for a patient with valid 

information. 

Saves the appointment into the database 

and displays a success message. 
Pass  

Update patient 

appointment details. 

Saves the updated patient details into the 

database and displays a success message. 
Pass  

Cancel patient 

appointment. 

Prompts the user before deleting. If the 

user clicks on “Yes”, deletes the 

appointment from the database and 

displays a success message. 

Pass  

 

Table 7 tabulates the test results for the security requirements of Care Foundation EMR system. 

This test plan is designed to make sure that the security modules of the developed system are properly 

working to ensure security. In short, all the security modules had passed the testing. 

 

Table 7: Test results for security requirements 

Module Test Case Expected Output Actual Output 

Password 

policy 

Set a password that does 

not fulfil the policy. 

Displays a warning message that says 

“Password requirements not met!”. 

Pass 

New password and 

confirm password are not 

the same. 

Displays a warning message that says 

“Passwords do not match!”. 

Pass 

New password is the same 

as the old one. 

Displays a warning message that says 

“New password is the same as the 

old one!”. 

Pass 

Reset password that fulfils 

the requirement. 

Updates the user password in the 

database and redirects to the 

dashboard. 

Pass  
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Table 7: (cont) 

Module Test Case Expected Output Actual Output 

Password 

hashing 

Hash user passwords with 

salt during user 

registration. 

Generates a salt and applies the hash 

algorithm on the password with the 

salt to generate a hashed password.  

Pass  

Authenticat

ion  

Login using invalid 

credentials. 

Displays an error message that says 

“Access denied!”. 

Pass 

Login using valid 

credentials. 

Login is successful and the system 

redirects the user to the dashboard. 

Pass  

Account 

lockout 

policy 

Login using invalid 

credentials for the third 

time. 

Suspends the account and displays a 

warning message that says “Your 

account has been suspended.” 

Pass  

Login after having less 

than three unsuccessful 

attempts. 

Resets the counter for the failed 

attempts. Login is successful and the 

system redirects the user to the 

dashboard. 

Pass  

Audit 

logging 

Perform activities such as 

insert, update, delete, and 

view. 

All activities are recorded in the 

database. The log provides an 

accurate description of the activity.   

Pass  

Automatic 

log-off 

Leave the system idle for 

5 minutes. 

Automatically logs the user out of 

the account and redirects to the login 

page. The user has to log in again to 

access the system. 

Pass  

Data 

encryption 

Encrypt sensitive data 

before saving it into the 

database. 

Applies AES encryption to sensitive 

data before it is saved into the 

database. Sensitive data should be 

converted to ciphertext. 

Pass  

Decrypt data to be viewed 

by the user. 

Successfully decrypts the ciphertext 

so that it can be viewed by an 

authorized user. 

Pass  

 

5.4  User Acceptance Testing 

The user acceptance test was carried out by inviting medical professionals and receptionists in the 

healthcare industry to test out the system. They were given a list of tasks to be performed while 

interacting with the EMR system, and once they are done, the users were told to fill in a Google Form 

where they provide their thoughts and feedback on the system. There were 7 doctors and 5 receptionists 

involved in the testing. The results from the forms are analyzed and tabulated in Table 8, Table 9, and 

Table 10. 
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Table 8: Result for system function testing (doctor) 

Functional Module 
Scale 

Total 
1 2 3 4 5 

I am able to log into the system using the correct email and password. 0 0 0 2 5 7 

When logging in for the first time, I am able to reset my password. 0 0 0 1 6 7 

I am able to view the personal details of the patients that are assigned to 

me. 
0 0 0 3 4 7 

I am able to add a medical record for the patients assigned to me. 0 0 0 1 6 7 

I am able to view the patients' medical records created by me. 0 0 0 4 3 7 

I am able to update the patients' medical records. 0 0 0 2 5 7 

I am able to add a medical history record for the patients assigned to 

me. 
0 0 0 3 4 7 

I am able to view the patients' medical history created by me. 0 0 0 0 7 7 

I am able to update the patients' medical history records. 0 0 0 3 4 7 

I am able to log out of the system and be redirected back to the staff 

login page. 
0 0 0 1 6 7 

 

Table 9: Result for system function testing (receptionist) 

Functional Module 
Scale 

Total 
1 2 3 4 5 

I am able to log into the system using the correct email and password. 0 0 0 1 4 5 

When logging in for the first time, I am able to reset my password. 0 0 0 2 3 5 

I am able to register a patient by filling in the details. 0 0 0 1 4 5 

I am able to view the patients' personal details created by me.  0 0 0 2 3 5 

I am able to update the patients' personal details. 0 0 0 0 5 5 

I am able to book an appointment for a patient. 0 0 0 2 3 5 

I am able to view the list of patient appointments made by me. 0 0 0 2 3 5 

I am able to update the patient appointment details.  0 0 0 2 3 5 

I am able to cancel a patient's appointment. 0 0 0 2 3 5 

I am able to log out of the system and be redirected back to the staff 

login page. 
0 0 0 2 3 5 

 

Table 10: Result for user experience 

Items 
Scale 

Total 
1 2 3 4 5 

I find the system easy to use. 0 0 1 3 8 12 

The system requires the fewest steps possible to accomplish what I 

want to do with it. 
0 0 1 4 7 12 

The usage of terms throughout the system is consistent. 0 0 1 2 9 12 

The positioning of messages across the screen is consistent. 0 0 1 4 7 12 

The prompts displayed for inputs are clear. 0 0 0 1 11 12 

I find it easy to navigate the system. 0 0 0 6 6 12 

I am satisfied with the interface design of the system. 0 0 1 4 7 12 

Overall, I am satisfied with this system. 0 0 1 5 6 12 

 

The overall results of the user acceptance test showed that Care Foundation EMR system is 

generally well-accepted by the end-users.  

6.   Conclusion 

To summarize, the proposed system can transform the functional and security requirements defined in 

the analysis phase based on the designs in the design phase. In terms of functionality, Care Foundation 
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EMR system allows healthcare staff to quickly access patient information and streamline several routine 

tasks, which in turn increases productivity and efficiency. Apart from this, the system is also able to 

integrate the appropriate security techniques that safeguard sensitive patient information stored in the 

database using cryptography and control the access of hospital staff by restricting the EMR system to 

users in a certain role to prevent unauthorized access. The system also allows administrators to monitor, 

track, and audit the activities of every user within the system. However, the system is not without flaws. 

For example, patients can only browse the patient portal in desktop mode as there is no support yet for 

mobile devices. Additionally, more advanced features such as telemedicine, medical billing, internal 

messaging, and e-prescribing are not yet available in the proposed system. Thus, future work may 

consider expanding the scope of development, such as making the patient portal more accessible via 

mobile devices. Furthermore, it would be interesting to incorporate assistive technology into the website, 

which would be helpful to people with disabilities or impairments. An accessible website could 

encourage people with special needs to participate more actively. 
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