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Abstract: In the era advanced technology, e-commerce is becoming more popular all 
over the world including the food industry. Therefore, some restaurants have changed 
their traditional way of ordering food to an online ordering system. With the online 
ordering system, the operation of restaurants has become more efficient and it is 
convenient for customers to place an order quickly. In addition, online ordering also 
became a necessary condition for restaurants to survive, especially in the situation of 
coronavirus pandemic to reduce contact. However, the online ordering system is 
based on web service that has its own vulnerabilities such as SQL injection attacks. 
Therefore, an online ordering system which can minimize the risk called Restaurant 
O Six Joint Online Ordering system with Anti-SQL injection is proposed. The 
proposed system is developed in a web platform and adopts the Object-Oriented 
Software Development model as the methodology of this project. In this proposed 
system, the modules developed will be categorized for three target users which are 
user admins, staff and customers and another module which represents all of the target 
users. The significance of the project is to protect the web-based system from SQL 
injection attack by complying with the OWASP requirements. Moreover, other 
security mechanisms also implemented on the proposed system to achieve 
confidentiality, integrity, availability and authentication triad. 
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1. Introduction 

In this advanced modern technology era, e-commerce has become one of the world-famous 
commodity trading or service platforms as it has created new digital markets where prices are more 
transparent, the markets are global and efficient transactions [1]. Besides, the outbreak of coronavirus 
pandemic has a wide impact on e-commerce. According to TheStar, online retail sales in Malaysia 
increased by 28.9% since the start of MCO in April 2020 [2]. This would include online ordering food 
because of lockdown [3]. Therefore, a web-based ordering system will ease the ordering process and 
meet the SOP customized by the government. Furthermore, customers could access the website and 
make their order. 

Although the restaurant online ordering system improves the quality of order experience for 
customers, some security problems should be considered. This is because most of the online web-based 
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system does not fulfill the safety requirement and most of these systems are using database as their 
persistent storage of data [4]. A report revealed that the details of hundreds or thousands of credit cards 
from at least six Southeast Asian countries, including Malaysia, have been leaked online in an apparent 
massive data breach [5]. 

SQL injection is the most common threat that attacks the database server in the web-based system 
[6]. It must be taken seriously because this threat is also at the list of Top 25 Most Dangerous Software 
Errors [7]. Most of the web-based systems are vulnerable to the SQL injection.  In general, SQL 
injection occurs when an unauthorized user gains access to the system by inserting some malicious 
inputs or leverages the syntax and capabilities of SQL which can affect the execution of predefined 
SQL commands [8]. This attack may cause the data inside the database to be modified and it against 
the integrity of data. Therefore, SQL injection must be resolved to make sure that the web-based system 
cannot easily be accessed by unauthorized users. 

According to Open Web Application Security Project (OWASP) general guidelines, one of the 
countermeasures is focusing on the authentication form [9]. When the authentication is performed by 
the user using a web form, the user’s identity is checked by comparing the username and password with 
the database. It provides chances for attackers to access into the system by brute force attack. Another 
potential solution is to limit login attempts and the account will be locked down if the limit of login 
attempts is over.  

There are three issues identified from the web-based system which are manual ordering food 
processes, increasing web-based threats and sensitive data is leaked or altered by unauthorized access. 
In order to solve the issues, a proposed system, Restaurant O SIX JOINT Online Ordering System with 
Anti-SQL Injection will be developed. Another system which is vulnerable to SQL injection will be 
implemented as the comparison to initiate the impact of SQL injection. There are three objectives of 
this project – to design, to develop restaurant O SIX JOINT online ordering system with anti-SQL 
injection, and to test the effectiveness of anti-SQL injection for proposed systems by conducting the 
SQL attack simulation. 

The modules developed in this proposed system will be categorized for three target users which are 
user admins, staff and customers and another module which represents all of the target users. The 
proposed system helps in overcoming the limitations of manual ordering systems and minimize the 
potential vulnerabilities that SQL injection may exploit. The countermeasures used to prevent the SQL 
injection, including using parameterized queries, input validation and minimize staff privileges. Strong 
password policy, limit login attempts and encryption password also implemented on the proposed 
system in order to achieve the security features like confidentiality, integrity and availability. 

2. Literature Review 

2.1 E-commerce 

E-commerce, also known as electronic commerce refers to the use of the Internet to buy and sell 
goods or services, as well as transfer of funds and data for the execution of these transactions. E-
commerce is not solely the sale of physical products online, but it includes any kind of commercial 
transactions that is facilitated through the Internet. Thus, it is very important to ensure the security of 
the e-commerce system by integrating the security attributes such as confidentiality, integrity, 
availability, authenticity, non-repudiation, privacy and encryption [10]. 

E-commerce has a direct impact on a firm’s relationship with suppliers, customers, competitors and 
partners as well as how firm market products, advertise and use brands. According to a study by the 
globe newswire, the global e-commerce market will reach an estimated 6.07 trillion US dollars, with a 
compound annual growth rate (CAGR) of 11.34% from 2020 to 2024 [11].  
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However, with the rapid growth of e-commerce in our daily life, cyberattacks and security threats 
also arise. These security threats must be taken seriously because they can easily lead to user sensitive 
information being attacked by potential attackers and against the confidentiality, integrity and 
availability of information. The common security threats of e-commerce include distributed denial of 
services (DDoS), SQL injection, firewall loophole, cross site scripting (XSS), session hijacking [12]. 

2.2 SQL Injection 

SQL injection can be defined as a technique for exploiting web applications by using data provided 
which normally comes from attackers through the input boxes to gain access and make changes to the 
SQL queries, but without first stripping potentially harmful characters [13]. With this potential 
vulnerability, attackers will flow commands to a web application’s underlying database and destroy the 
functionalities or confidentiality. The vulnerabilities that will cause the SQL injection attack, including 
improper input validation, generous privileges, improper handling error messages, multiple statements 
and more [14]. 

SQL injection attack is a common website attack technique in which attackers insert custom or 
inappropriate SQL statements into a query via the data entries of the web system such as input field in 
login page or URL to get unauthorized access to resources. Improper handling of input validation in 
web systems is a leading cause of attackers to use SQL injection attacks successfully [15]. 

The example of SQL statement is:   

SELECT * FROM employee WHERE userid=’112’ and password=’aaa’ OR ‘1’ = ‘1’; 

Apart from ‘1’ = ‘1’ will always be true, other examples such as " or ""=" will also be usable to 
inject the SQL query. The SQL select statement will return all records. Therefore, no matter what is the 
user’s username or password, the attacker still can access the system as the manager. This is a case of 
theft and infringement of data privacy. 

2.3 Comparison with Existing System 

Existing system of online ordering system is studied to learn more about the related features and to 
examine the security mechanism that should be improved and implemented in this study based on the 
OWASP Web Application Security Quick Reference Guide 2.0. 

2.3.1 Flipdish System 

Flipdish offers a free website for any restaurant to make their own online food ordering website 
[16]. Flipdish is a cloud-based solution design and people are able to take order. Flipdish does not 
require users to register before proceeding to check out. It does not provide input validation for user 
input fields such as checking the verification of CVV numbers. The password setting does not meet the 
password policy. An error message generated by the back-end database are displayed on the client side 
when the users entered wrongly. All the evidences are shown in Appendix A. 

2.3.2 Cloud Waitress System 

Cloud Waitress can be used for cloud and as SaaS software [17] which allows users to connect. 
However, Cloud Waitress does not have a strong password policy which allows the attackers easily to 
gain access to an account by brute force attack. It allows the users to use the previous password as a 
new password which make the password more vulnerable to be guessed. It does not validate the required 
user input which easily leads to SQL injection attacks too. All the evidences are shown in Appendix B.  

The studied existing systems are very important for the analysis by comparing with the proposed 
system. The output of the comparison is important to determine the differences between the systems. 
Table 1 shows a comparison between existing systems and the proposed system to clarify their 
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similarities and differences. The features are referred from the OWASP Security Testing Guidelines by 
only choosing some relevant statements [18]. 

Table 1: Comparative Summary of Existing System and Proposed System 

                   Systems 

Features 

Flipdish System Cloud Waitress 

System 

Proposed System 

Complexity of password    

Saving username and password    

Verification during password 

change 

 

 

  

 

Locking account after few attempts    

Captcha Implementation    

Log out user after a period of time    

Input validation    

Privilege Escalation    

 
3. Methodology 

Object-oriented Software Development (OOSD) method is a methodology that is suitable for 
developing software application which centralizes on the object of a problem [19]. The proposed system 
deployed in a scalable and flexible way to handle many kinds of challenges during the development 
process. Software development is able to make changes on each of the phases in this model according 
to the necessities to achieve the objective. 

 
Figure 1: Object-Oriented System Development (OOSD) Model [20] 

Figure 1 shows the process of OOSD Model and clearly illustrates how this methodology works in 
deployment of the proposed system. The four phases of the methodology are object-oriented 
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requirement analysis, object-oriented analysis, object-oriented design, object-oriented implementation 
and testing. 

3.1 Object-oriented Requirement Analysis and Object-oriented Analysis Phase 

In the phase, the requirements are collected to achieve the aspect of objectives and scope of the 
proposed system. In this project, interview will be carried out for collecting information. The restaurant 
owner requires to answer interview questions which are shown in Appendix C. Subsequently, the 
collected information is analysed and the problems of the current system are being defined. First, the 
ordering process requires the waiter to take the order and the waiter needs to key in the food ordered by 
the customer. Second, the food menus cannot update immediately because the cost of updating the menu 
is quite expensive especially when the number of food menus is too much. Third, the possibility of 
human errors will be quite high especially in taking wrong orders from customers.  

After the problems are defined, the objectives and scopes of the proposed system have been 
identified. There are three objectives in this project which are to design, to develop and to test the 
proposed system. The scope of the project is focused on the user admin, staff and customers.  

In object-oriented analysis phase, except the required software and hardware requirements, system 
and security requirements of the proposed system will also be analysed. For system requirement, the 
target users of this project have been determined. The basis function modules for all target users are 
analysed which are register, login, menu, place order and manage accounts. The proposed system 
focuses on user admin, staff and customer in Restaurant O SIX JOINT.  

For security requirements, the main focus on this system implementation is describing the 
possibility of the security threats occurred especially the SQL injection. The STRIDE model is used to 
model the potential security threats to the proposed system to ensure that the application developed 
meets the security directives of the CIA triad. 

3.2 Object-oriented Design Phase 

Object-oriented design is the second phase in the OOSD model. Both of the models developed in 
the system analysis phase and the complete architecture designed are necessary in order to develop a 
complete design model. Unified Modeling Language (UML) diagram is used to simplify the complex 
process of the proposed system design. UML diagram that has been used, including class diagram which 
shown in Appendix D, activity diagrams, use case diagram and sequence diagrams. Entity relationship 
(ER) diagram along with data dictionary and user interface design also created for the proposed system 
design which shown in Appendix E and Appendix F respectively. 

3.3 Object-oriented Implementation and Testing Phase 

In this phase, it includes two phases which are implementation and testing. The implementation 
phase of the proposed system, including the setup the coding environment and writing code based on 
the designs in the previous phase. For the testing phase, it is performed to ensure the proposed system 
works well in a secure environment and whether it will be attacked by SQL injection. Unit testing, 
system testing and user testing will be carried out to ensure the system functions as expected. The test 
cases consist of four basic function test module which is tested the functionality of the system is able to 
store and manage all target user data, food data and order data will be shown in Table 2. The four basic 
modules will be tested and the expected result will be listed along with the actual result in Table 3. 
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Table 2: Test Module 

Module Description 
Register & Login Test the functionality of system is able to store and manage the user data 

Manage Food Test the functionality of the system is able to store and manage the food 
data and must able to add, update and delete 

Manage Cart Test the functionality of the system is able for customer to add, update, 
delete the food items in the cart 

Manage Account Test the functionality of the system is able for customer to edit their 
personal information 

Table 3: Test Cases 

Test 
Module 

Description Expected Results Actual 
Results 

Register 
& Login 

All the information entered in 
required field with valid format 

Registered user being verify and 
able login to the system 

Pass 

Information with incorrect or 
invalid format or malicious code to 
be submitted 

The system validates and prompts a 
message for the incorrect or invalid 
format of inputs 

Pass 

Manage 
Food 

Food information entered with the 
correct format even when inserting 
or updating 

The system will prompt the success 
message of adding or updating the 
food 

Pass 

Food information entered with 
incorrect or invalid data when 
insert or update 

The system will prompt the error 
message of incorrect or invalid 
format 

Pass 

Manage 
Cart 

Add one of items with quantity to 
the cart 

The ordered item is well-displayed 
with correct quantity 

Pass 

Update the quantity of food in the 
cart 

Quantity of the item in the cart being 
updated 

Pass 

Delete one of food items from the 
cart 

Food item will be removed from the 
cart 

Pass 

Manage 
Account 

The data with valid format to be 
updated 

The system validates and prompts 
the success message of account 
updated successfully 

Pass 

The invalid format of data to be 
updated 
 

The system validates and prompts a 
notification of incorrect format od 
data entered 

Pass 

 
4. Results and Discussion 

In this project, the main focus of security in system developing is describing the possibility of the 
security threats occurred especially the SQL injection. There are two systems implemented to test on 
the impact of the SQL injection, one is free from SQL injection and other one is not. Table 4 shows the 
attack plan on both vulnerable and secure system based on the three scenarios, including login, search 
and URL. 

Table 4: Attack Plan 

Scenario Malicious Input 
Login ‘ or 1=1 --   

 “ or ‘=” 
' or 1=1; drop table test; --  

Search ‘ or 1=1 -- 
URL SearchItem.jsp?search-term=%27+or+1%3D1+--+ 

 



Tang et.al., Applied Information Technology and Computer Science Vol. 2 No. 2 (2021) p. 181-198 
 

187 
 

4.1 SQL Injection Attack Plan Results 

The attack plan results of two system based on three scenarios are presented in Table 5 and Table 6.  

Table 5: Attack Plan Results (Vulnerable System) 

Scenario Malicious Input Result 
Login ‘ or 1=1 --   

“ or ‘=” 
The first user account had been logged without 

proper information 
 ' or 1=1; drop table test; -- Table test has been dropped from database 

Search ‘ or 1=1 -- All of the food information retrieved from 
database and display in front of the user 

URL SearchItem.jsp?search-
term=%27+or+1%3D1+--+ 

All of the food data displayed at client side 

 
Table 6: Attack Plan Results (Secure System) 

Scenario SQL Command Result 
Login ‘ or 1=1 --   

‘ or “=’ 
Unable to login to the system 

 ' or 1=1; drop table test; --  Table did not drop from 
database 

Search ‘ or 1=1 -- No data is found 
URL SearchItem.jsp?search-term=%27+or+1%3D1+--+ No any effect to the system 

 
4.2 Discussion on the SQL Attack Plan Results 

This section discusses the results of SQL attack plan to both vulnerable and secure system which 
can be shown in Table 7. 

Table 7: Comparison of Code Implementation between Vulnerable System and Secure System 

Scenario Login 
Vulnerable System 

 
Secure System 
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Table 7: (cont.) 

Scenario Search 
Vulnerable System 

 
Secure System 

 
 URL 

Vulnerable System 

 
Secure System 

 
 

The main difference of two systems’ coding is onto SQL command which shown in Table 7. In the 
login and search scenario for the vulnerable system, create statement is used to retrieved the data. As 
the data comes from the user input, then the user input will combine with the SQL statement to form a 
SQL query. If the user enters the malicious input like ‘ or 1=1 -- , the command will always return true 
and hence all data will be fetched. The secure system, on the other hand, prepared statement is used to 
parameterize the queries. Using prepared statement, the SQL query statement will be pre-compiled and 
then the values are bind to the statement later before the execution of the statement. The database server 
can recognize the type of commands and the data inputs will not change the intent, which mitigate SQL 
injection attacks. In this case, the SQL command will not be modified and user can only login by using 
the proper id and password.  

Third scenario is about the URL. The selection of form method is necessary. For the vulnerable 
system, GET method is used to pass the data and hence the data will be on the URL of the webpage. 
With that, user can easily modify the parameter value which will launch different kind of results. But 
in the secure system, the data will be passed by using POST method where user is unable to modify the 
data easily through URL because the parameter value does not display in the URL.  
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Besides, input validation and limit the user privilege also can prevent this critical threat of SQL 
injection. Input validation verifies and validates the inputs entered by the user and tests whether it is 
applicable or not [21]. This validation also included the length and format of the input.  If the user’s 
input consisted of some sensitive words or values which may affect and modify the result of the query 
commands, this can be considered as invalid input which disables the opportunities for the malicious 
users to attack the system.  

Next, privilege escalation will exploit the system vulnerabilities to elevate the access to the system. 
It can be categorized into vertical and horizontal. Further, minimize staff privilege also considered as 
one of the prevention method of SQL injection [22]. For the proposed system to counter privilege 
escalation, admin is free to manage the privilege for each staff based on their current position. The 
system should make sure that the user who interacts with the database on behalf of the web-based system 
has minimal permissions. Enforce minimum permissions on the database and ensure that each 
application has its own database credentials to protect the application from SQL injection attacks.  

4.3 User Acceptance Form Results 

The user acceptance of the system is collected through online survey questionnaire using Google 
Form that has been distributed to respondents for user acceptance testing. There are 16 respondents 
involved to test the system. The results of user acceptance form include system functionality, the design 
of the system and the security usability which shown in Figure 2, Figure 3 and Figure 4. 

 
Figure 2: System Functionality Testing Result 

Figure 2 present the results of system functionality. From the Figure 2, there are 16 respondents 
who agree that they are able to register, login, view the food menu, manage their shopping cart and also 
their own account. 
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Figure 3: System Design Testing Result 

Figure 3 shows the results of system design. 10 respondents are strongly agreed with login and 
register page is clear and ease to understand, food menu is easy to view and well-displayed and details 
in shopping cart is correct and well-displayed. Besides, 8 out of 16 respondents agree with the overall 
design is simple, display clearly and ease to understand and system is user-friendly. As a conclusion, 
all the respondents are agreed with the system design. 

 
Figure 4: System Security Usability Testing Result 

The result of system usability is shown in Figure 4. From Figure 4, the security features of strong 
password policy, verification of OTP value and reCAPTCHA works for all of the 16 respondents, but 
the security feature of lock account after 5 unsuccessful attempts works for 15 out of 16 respondents. 

5. Conclusion 

In this project, the target restaurant is named as O SIX JOINT. The current ordering system in this 
restaurant does not come out with a computerized system which may cause a lot of inconvenience. The 
timeline to develop this project is within the outbreak of the novel coronavirus, therefore the manual 
ordering system in this restaurant does not inspired by the customers and the restaurant owner. With 
that, an online ordering system needs to be implemented for this restaurant. However, based on the 
researches, the web-based system in these past few years had been damaged hugely with the threat of 
SQL injection which is the top one ranking within the OWASP and top 25 most dangerous software 
errors.  
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After referring to some findings and resources, some prevention ways had been found and discussed 
in the result and discussion as the result of those findings. Along with the implementation of this project, 
the methodology used is the Object-Oriented Software Development (OOSD) which is a general 
guideline to obey for smooth development of the system. This methodology was chosen because of the 
proper management of the phases of software processes and also the object-oriented approach using 
which encourages the codes reusability and related much on the Java, the programming language chosen 
for implementing this web-based system. 

Apart from SQL injection, there are some other countermeasures applied to enhance the security 
features of the implemented system. Some brief examples are Google reCAPTCHA and lock account 
after several invalid attempts for reducing brute-force attack, password encryption with strong password 
policy and session management which aid in preventing the sensitive information be exposed to the 
public. The security features might need to increased or improved from time to time for preventing the 
new tricks from attackers in future.  
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Appendix B: Existing system, Cloud Waitress lack of security interface 
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Appendix C: Interview Questions 

 

Appendix D: Class Diagram for proposed system 
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Appendix E: Entity Relationship Diagram (ERD) for proposed system 

 

Appendix F: Six significant user interfaces of proposed system  
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