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Abstract: In the 21™ century, digital crimes would be one of the biggest challenges
to government and public. Digital crime cases that involve mobile phones are on the
rise, resulting in digital forensic analysis tools are on the demand. However, there are
limitations in the current mobile forensic tool, such as lack of automation and
visualization process, false positives are too high and performance of the analysis is
low. This study therefore aims to design, develop and test a tool - MF Visualizer — to
visualize the metadata from databases in the Android data partition. The android data
partition is chosen as the scope of the project. MF Visualizer follows the mandatory
requirements of the forensic tool and is compatible with suitable modules to
accomplish the task. The tool is developed by adopting Object-Oriented Software
Development Model and using .Net Windows Presentation Foundation (WPF)
framework to develop. The findings show that the tools could extract metadata from
android data partitions as well as visualize the data in different visualization forms
such as Bar Chart, Word Cloud, Map, Pie Chart and the Timeline method.
Functionality and users testing results indicate that MF Visualizer has achieved the
project objectives. This further indicates that MF Visualizer is a promising tool to be
used in a real world scenario with further improvements.
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1. Introduction

With the increase of digital crimes, the demand of digital forensic analysis is on the rise due to the
involvement of digital devices (e.g. personal computer, mobile phone, workstation server) for digital
investigations. The digital forensic evidence extracted from the device can be an invaluable evidence
source for investigators in civil litigation and criminal prosecution [1]. The analysis on the evidence of
the device will be conducted with forensic tools and professionals passed through standard procedure
to ensure the integrity and accuracy of the result [2].

With the sophisticated features of smartphones, a lot of stored data could be used as clues for an
investigation, for instance location details, phone calls history and text messages [3]. To analyze the
data stored in the devices, digital forensic professionals will conduct the analysis with suitable mobile
forensic tools. There are some limitations present in the current tool. The first lack of automation and
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visualization process is the current tools still require manual forensic analysis as the modulo is not fully
considered. The second issue is the false positive is high in current forensic tools due to some of the file
may be missed. The third issue is the performance of the current tool is too low[4].

This study therefore attempts to propose a tool — MF Visualizer — that is able to extract key metadata
from Android data partitions and visualize the metadata to facilitate forensic analysis activities. The
objectives of this study are to design, develop and test a proposed tool to solve the current issues present
in the current mobile forensic tool and integrate the visualization features. The tool would not involve
the acquisition process of the digital device.

The paper is organized into 5 sections. Section 1 introduces this study background while Section 2
discusses relevant reviews includes mobile forensics and visualization method. Section 3 describes the
methodology and Section 4 presents the result and discussion. Section 5 concludes this study.

2. Literature Review
2.1 Digital Forensics and Mobile forensics

Digital forensics is the study of the process to find evidence in digital devices [5]. The digital
forensics involves four phases which are collection, examination, analysis and reporting [6]. Following
the phases is important in digital forensic as this could ensure the data integrity in the digital evidence.
The process of digital forensic would also require to follow the digital forensic standards such as
ISO/IEC 27043:2015 international standard to ensure the consistency and accuracy of the analysis result

[7].

Digital forensic can be divided into different sub-branch based on the type of investigation device
and operating system. There are four main branches of digital forensic which are computer forensics,
database forensics, network forensics and mobile device forensics [4]. Android mobile forensic is under
the mobile device forensics.

Mobile forensics involves the acquisition of the data from the mobile phone, extracting the
information for the data, analyzing the data with suitable tools and the presentation of the result from
the forensic analysis [8]. As the mobile phone has two platforms which are Apple IOS Operating System
and Android Operating System, there are different methods in mobile forensic investigation. The
architecture of both operating systems is totally different such as Apple I0S would use UNIX based
operating system while Android would use Linux 2.6 kernel based operating system [9].

2.2 Android Operating System

Android OS is an open source operating system based on kernel 2.6 of Linux Operating System.
Google is the company to develop the Android OS while other companies would modify some extra
features and release different update patches every year. Therefore, there would be some difference in
each of the custom Android OS.

The database would enable the application to store the user data in structural form. The default
database used by Android OS is SQLite and it is an open source and relational database [10]. By default,
the database of applications would be stored in the database folder with the corresponding folder of
package name and it is invisible to other users [11].

2.3 Android Data partition

Android has a file system that is similar to Linux Operating System. In Android, there are different
partitions that have different functionalities and roles. There are six directories in the android file system
that represent different functionality.
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Table 1: The path and functionality of android file system [9].

Directory Functionality
The partition that allows the phone to boot and all the data for the phone
boot to boot.
cache The partition that stores frequently accessed data and app components.
data The partition that contains user data.
recovery The partition that has recovery file of Android OS
sdcard The partition that the path of internal SD card
system The partition that has system application, Android OS and user interface

Table 1 shows the functionality of the each directory. There are different functionalities based on
different directory in Android class folder. For example, the boot directory would be the partition that
stored all of the components needed for the phone to boot. In this study, Android data partition is the
main concern. It is the path where the storage of the user data and it is located in the folder path
android/data. It will be located in the folder path: “Android/data/<package name>" where package name
refers to the package name for different applications [12].

For security purposes, the Android OS is invisible and hidden from end users. To access the file
system that is hidden, the user needs to get the highest permission which is super administration mode
or root [8]. The reason is only the super user is able to view and retrieve all the files from the path of
android devices.

The root is needed to obtain by the investigator to acquire the target device [13]. Therefore, the
digital forensic analysis would need to request permission from the device owner or under investigation
purpose before starting to acquire data from the device.

2.4 Visualization in Forensic Analysis

The visualization in forensic analysis is the process to transform the data to the content that could
be understandable by the public. For example, judges and juries who do not have formal knowledge in
digital forensics. The visualization has the potential to increase the efficiency of the forensic analysis
as the visualization can simplify the step of manual forensic analysis [14]. As reviewed in [1], potential
visualization method that can be applied for forensic visualization such as bar chart, map, word cloud,
map and timeline.

2.4.1 Bar Chart

The bar chart is one of the outcomes of visualization that is suitable to output the result for numerical
types of data. The bar chart is suitable for the numerical data since it allows comparison between the
numerical data [15].

There are significant differences between the horizontal and vertical charts[16]. The horizontal bar
chart is used when there are less elements in the x-axis while vertical bar chart is used if there is more
elements that want to present.

2.42 Map

The map plots are used to represent the location details in the physical location based on the latitude
and longitude coordinates. The coordinates details can be obtained based on the logfile or the EXIF data
in the media file. In Android mobile forensics, the database file may store the latitude and longitude
coordinates in the columns| 14].
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The example of maps plotting in map visualizer is shown in Figure 3. The mapping library used is
OpenStreetMap. There are a few pins in Figure 3 which shows the history of location of the users of
the devices. This feature would be useful to visualize the meaningless longitude and latitude coordinates
value to map form. This could also be suitable for documentation to describe the result of the forensic
analysis.

2.4.3 Word Cloud

Word Cloud could visualize the data that commonly occurs in the events. Word clouds are a simple
and intuitive visualization technique to provide a first impression of text documents [17]. It can integrate
in the forensics tool to show the string that has most times of frequency in the communication. It is very
suitable for visualizing the evidence such as messages.

In Figure 4, the word “ROCK” would be the highest frequency of the word which represents the
biggest font size. It is suitable for the presentation of the result of text processing and can be used to
visualize data in the database of forensic analysis.

2.4.4 Timeline Method

The timeline method would be used to show the most occurrence events in a specific timeframe
[15]. The investigation may only need the data in a specific moment in time that the events happened.
Therefore, the timeline method in digital forensics tools could be useful to find the evidence.

The benefit of the timeline method could enable the investigator to focus more on finding evidence
instead of technical issues in the tool. The timeline method could provide the search and sorting modulo
that concerns the timeframe.

2.5 Mobile Forensic Analysis

There is some useful information that can be obtained in the android data partition. In the android
data partition, there are different folder stores in there. In an unrooted android device, the folders in the
path will be invisible and hidden for the user. The folder will only be visible to the corresponding
application and the super user. To gain privileges, the forensic investigator needs to gain the super
administration mode to gain access to the folder for analysis. There are different folders that will be
stored in an application.

Table 2: The folder in corresponding folder package name [18].

Folder Name Data inside the folder

webview webview data (cache and cookies)

databases SQLite database and its temporary file

files any type of file

cache app cache data

lib external software library that import by the application
shared prefs Preference file in android XML based format

Table 2 shows the folders that may exist in the Android class folder. This is the folders that stored
different source of data. For example, there is webview files that stored the web browser data, such as
caches and cookies.

The database file will be found in the corresponding folder package name. The database file is used
for each application for the storage purpose. In the Android operating system, the database file will be
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stored with all of the privacy and personal information. The automation process is required for the
forensic tool to present data that was retrieved from the database [19].

In the database file, it will have several tables. The default of the database of Android is SQLite,
the forensic tool would require integrating the SQLite browser to open the table in the database [3].
After the SQLite browser extracts the table from the database, the normalization of the database is
needed for the data visualization to output the data in more readable format or visual data [19]. There
are many evidence that is stored in the tables in databases once the application is done with the
operations [20].

From the previous research paper, there are facebook forensic analysis tools and Whatsapp forensic
visualizer tools that have been done [21] [10]. The studies were focusing on one of the applications for
analyzing the evidence that may occur on the database. This is because the user data would be the
potential evidence of a crime and useful for forensic analysis [22]. The database in the Android data
partition would be the potential evidence sources for the investigator. Therefore, the investigator would
always look for the user data and the database would be the file that stored the user data created by user
and application synchronization [23].

3. Methodology

In this study, the Object Oriented Software Development model was adopted as a development
model [24]. The reason of choosing this model is because the programming language chosen is C# and
it is an object-oriented programming language. It consists of five phases and is described in the next
section.

3.1 Object-Oriented Requirement Elicitation

This is the first phase that focuses on describing the purpose of the new system. In this phase, the
requirements will be analysis which include functional requirement, non-functional requirement,
software requirement and hardware. Elicitation activities identified that seven modules are needed by
MF Visualizer namely: (1) import the android image, (2) extract image data t o data form, (3) analysis
the data, (4) data visualization, (5) data sorting, (6) keyword searching and (7) generate report.

The seven modules are the phases that used in the digital forensic framework. The phases of the
digital forensic would defined as acquisition, extraction, analysis and reporting. The acquisition would
ignore because it is not in the project scope. The extraction would involve the process of extracting the
Android Class Folder, each of the files in folders will be scanned and classified into database file and
no database file which represent whether there are potential evidence. The extraction will process the
files to databases, databases to tables and tables to rows and columns.

The analysis phase would involve the analysis the data, data visualization, data sorting and keyword
searching. The proposed tool is allowed the user to analyze the data, select the data and perform data
visualization. Besides, there are data sorting and keyword searching are included in the proposed system.

Lastly, the reporting phase would be generate report based on the data visualization. Then, the
report can be exported to PDF document.

32 Object-Oriented Analysis

This phase focuses on the production model of the system which is complete, correct, consistent
and verifiable [5]. The Unified Modelling Language is used to define the requirements of the tools.
There are functional models, object models and dynamic models in UML to describe the requirements.
For a functional model, a User case diagram is used to describe the functionality of the tool from the
user’s point of view. The class diagram is known as an object model to describe the overview structure
of the tool in attributes, associative and method while the dynamic model will present in sequence
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diagram and activity diagram (refer to Appendix A) to show the flow of the tool and the interaction
between the objects. In the context of forensic analysis, this phase involves identifying potential
visualization methods to represent the extracted metadata.

33 Object-Oriented Design

Design phase includes visualizing the result from the previous phase. Interface and algorithm design
are the two main activities in this phase (refer to Appendix B). The interface design of the tool will be
present to visualize user’ interaction with the tool. The algorithm design involves pseudo code design
to the identified seven modules.

34 Object-Oriented Implementation

This phase is to implement all the features and develop the MF Visualizer as according to the
previous phases. The main task of this phase is to translate the ideas to application to follow the
requirements. The proposed tool is developed by using C# programming language with .NET Windows
Presentation Framework (WPF) under visual studio.

3.5 Object-Oriented Testing

This phase is the last phase and used to perform functional testing and user acceptance testing.
There are three testing plans used in this phase which are user testing, unit testing and system testing
that will be carried out.

4. Results and Discussion

This section discusses the implementation of the proposed tool. Firstly, the MF Visualizer will be
going through forensic analysis to obtain evidence. The evidence will be used to determine the suitable
visualization model. Lastly, the implementation and testing of the tool will be discussed.

4.1 Evidences in Android Mobile forensic analysis

To obtain the potential evidence in Android, the image source of Android 10 from
digitalcorpora.org was used. There is numerous evidence that can be obtained from the Android Data
Partition. The analysis of the data partition would give the overview of the evidence that can be
extracted and the evidence could be visualized.

Table 3: The data stored and data partition extracted from sample image of Android 10.

Data partition location Data stored

/Android/data/com.android.providers.telephony/databases/mmssms.db Messages

/Android/data/com.android.providers.maps/databases/gmm_sync.db Geolocation and
Timestamp

/Android/data/com.android.providers.photos/databases/gphotos-1.db Geolocation of
photo and
Timestamp

/Android/data/com.android.providers.contacts/databases/calllog.db Call log of phone
calling

/Android/data/com.android.chrome/app chrome/Default/History Google chrome
history

Table 3 presents data partition location and its corresponding data are stored in the database. A
database file comprises several tables. The default database of Android is SQLite, therefore the forensic
tool would be required to integrate the SQLite browser to open the table in the database file.
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public void FetchDatabase()

{
try{
DataTable alltable = new DataTable();
selectedtable = new DataTable();
alltable.files[_selectedfile].databases[_selecteddatabase].GetAllTables(files[_selectedfile].datab
ases[_selecteddatabase].GetFilePath());
int count = 0;
if (files[_selectedfile].databases[_selecteddatabase].Getcounttable() == 0)
{
selectedtable.Columns.Add("Database Name", typeof(string));
for (int j = 0; j < files[_selectedfile].databases.Count; j++)

{
selectedtable.Rows.Add(files[_selectedfile].databases[j].GetDatabaseName());
}
foreach (DataRow row in alltable.Rows)
{
files[_selectedfile].databases[_selecteddatabase].SetTables(row.Field<string>(2
));
count = count + 1;
}
}
inti=0;
foreach (DataColumn col in selectedtable.Columns)
{
selectedtable.Columns[i].ReadOnly = true;
i++;
}
}
}
catch
{
System.Windows.Forms.MessageBox.Show("Set databases error", "Message");
}

Figure 1: Code segments of method FetchDatabase().

Figure 1 presents the method of processing the tables in the database based on user selection to
combo box. There may be a few tables in the selected database, therefore there are needed for extra
control to handle the tables in each of the databases. The code segments in Figure 1 started with the try
and catch exception to make sure when there is error, the process will stop and alert the user with an
error message. This is to ensure the integrity of the proposed tool, as consistent with Tassone [14].

The code will start with declaring two data table variables. One of the data table variables will be
used to obtain all of the tables from that database and another variable will be used to fill the value in
the combo box. It would start with an if statement to check whether the tables have been assigned. If
there are no tables in the database, the process of assigning tables to the variable will start. It would
start with for loop and for each loop. For loop is the process to assign the tables into combo box control
that is visible to the user while for each loop is the process to assign the value to the list of the variables
that work in the background.

Then, each of the columns will be assigned to read only to prevent the user from altering the data.
This would prevent unintentionally alteration and preserve the integrity in the proposed tool to minimize
the false positive and false negative that may happen in the tool..
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After the SQLite browser extracts the table from the database, the normalization of the database is
needed for data visualization to output the data in more readable format or visual data. The table names
of databases have their own functionalities, there are some of the table use for configuration and some
of the table use for the configuration and some of the table use for the data.

4.2 Selection of Visualization Model

From the metadata in Table 3, there is a need to choose suitable visualization models for each of
the data that can be extracted from the database.

Table 4: Visualization Method and its example of metadata.

Visualization Description Examples of metadata

Bar Chart Shows the frequencies of one event Messages, phone call

Map Shows the geolocation based on latitude Geolocation of Google Map, photo
and longitude

Pie Chart Shows the percentages of one event occurs ~ Phone number, messages who had

the highest frequency

Word Cloud  Shows the frequencies of words in one Frequencies of word in messages and
column of table text

Timeline Shows the timestamp of one event Timestamp of messages, map, photo

Method

Bar Chart is the chart that shows the frequencies of one event. It is suitable to visualize the numerical
data. Map is can visualize the geolocation and pin in the map. The map can provide the user with the
coordination of latitude and longitude. There are geolocations that are stored in the database. Pie Chart
is the chart that could help to visualize the data and extract in pie form that shows the percentages. It is
very suitable to use if the investigator want to know the percentages of one event. Word Cloud is the
chart that can show the frequencies of words in one column of table. With visualizing all rows in a table
column, the investigator could know the most frequent word in that column. It is very useful for the
investigator to know overall contents in all messages. Timeline method will be allowed to add as the
additional feature for the other chart. It can be corporate with bar chart and map to visualize the map
and bar chart data and based on the timestamp. This is very useful for the crime investigation that
concerns about the timestamp.

4.3 Implementation

The analysis interface is the interface that enables the user to analyze the data from the image data.
The analysis would start from the Android class folder, database, table, data in columns and rows. The
user is allowed to choose 4 types of the visualization method to visualize the data in different
visualization forms.
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Figure 2: The analysis page of the tool.

Figure 2 shows the analysis panel that chose the “mmssms” database from the
com.android.providers.telephony that can show the default message application in Android 10. In the
table panel, the table words are chosen and it shows the messages. The user is allowed to choose the
data from the column and passed to the visualization interface.

The visualization interface that enables the user to visualize the data from the analysis panel. This
interface has different results based on the selection of users. The users are allowed to select the data
and tabulate the data in visualize form such as bar chart, map, pie chart and word cloud.

B | LiveBarChart - O x

9195790479
. number-duration 91.00
. number-duration I I
| | .

Screenshot

Figure 3: The Bar Chart in Bar Chart Interface [25].

The data in the call log database has been visualized in Figure 3. The number and duration has been
used to represent the evidence. The phone number that called is labelled as number while the duration
is the calling duration and it has 91 minutes of the calling duration. Potential key points of forensic
analysis that can further discussed from Figure 3 such as (1) Who or what numbers are the top contacts?
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(2) Which contacts has the longest or shortest call duration? (3) How long is the longest or shortest call
duration?
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Figure 4: The map and timeline method visualization [25].

Figure 4 shows the map visualization via Microsoft Bing map with Android 10 data sample from
digital corpora [25]. In the Figure, two locations are pinned by the application with the latitude,
longitude coordinates and timestamp from the data in the table. This could help the investigator
visualize the evidence from geolocations and timestamps that recorded by applications.

The most essential part of the Map Visualization would be the set pin for the map. As the database
may contain some null value for geolocation that may be due to the failure of synchronization with the
GPS module. It is important to filter the null value from the Map Visualization. Therefore, the source
code will check whether the latitude and longitude coordinates are null. The result will assign to a
variable flag.

If the flag is true, that geolocation will process to set pins. It would start with declaring the
background, font size, width and other for the labels. Then, the geolocation will pin on the Map. The
process will continue until the data finishes fetching all of the coordinates.

This feature is important to assist investigators find key locations faster, as they do not have to go
for other map tools manually.
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for (int j=0;j<i;j++)

{
if(templongtitude==0| | templatitude==0)
{
flag = false;
}
}
if (flag==true)
{

locations[count] = new Location(LatitudeArray[i], LongtitudeArray[il);
pushpin[count] = new Pushpin()

{
Location = new Location(LatitudeArrayl[i], LongtitudeArray[i]),
FontSize = 50.0,

bk

var txt = new System.Windows.Controls.TextBlock()

{
Text = "(" + LatitudeArray[i] + "," + LongtitudeArray[i] + ")",
Background = new SolidColorBrush(Colors.White),
Foreground = new SolidColorBrush(Colors.Black),
Width = 150,
TextWrapping = TextWrapping.WrapWithOverflow,
TextAlignment = TextAlignment.Center,
Padding = new Thickness(2)

b

pushpinLayer.AddChild(pushpin[count], locations[count]);
pushpinLayer.AddChild(txt, locations[count], new System.Windows.Point(-txt.Width / 2, -
height-30));
}
Figure 5: The source code that sets the pin on the Bing Map.

W PieChart - o X

an

il

® 413233205525 @ 732873 © +18437514985 @ +12253690855 @ +12347570651 @ +12349008124 @ 47543 @ 59109 © 837402 @ 32665 ® 44398 @ +17162394257 @ +13233208934

Screenshot

Figure 6: The pie chart of contact.db via Live Chart [25].

Figure 6 shows the percentages received from the other phone number. Pie Chart is visualized using
the Live Chart Framework. Pie Chart has the advantages that it can clearly show the result in
percentages. Figure 6 presents that phone number 32665 has the highest percentages. This feature would
assist investigators to rapidly identify the most and least frequent contacts.
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Figure 7: The Word Cloud of message.db [25].

Figure 7 shows the Word Cloud that output from the “message.db”. The Word Cloud is very suitable
with the messages that have large amounts of heterogenous text data and the tool will be able to give a
simple overview of the message, as consistent with a study by Kucher and Kerren [26]. From Figure 7,
it can summarize that Facebook, com, code, http, FB has the highest frequencies and would provides
clues of the popular contents of received and sent messages.

Figure 8 shows the reporting interface that extracted from the com.google.android.photos/gphotos-
1.db. The reporting is allowed user to edit the header and footer text for describe the evidences. From
Figure 8, we can obtained the evidences of two geolocation and timestamp and this indicates the phone
owner is using the phone camera to capture photo in that area.

#1 GenerateReport - o x

Bvidence o 4 B MEN

Figure 4: The photo capture geolocation and timestamp.

:

Figure 4 shows the another example from the com.google.android.photos/gphotos-1.db (Camera application database). From the database, 2 pictures has been extracted and the geolocation as well as capture timestamp are
successful extracted. The metadata of first picture shows that in UTC 9/2/2020 9:23:53 PM, the picture is captured in there. The metadata of second picture shows that in UTC 14/2/2020 3:50:31 AM, the picture is captured in there.

[ e e W |

Figure 8: Reporting interface of photo capture geolocation and timestamp [25].
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4.4 Testing

The system testing is the mandatory phase to implement when the system is completed. Therefore,
there are testing cases that have been designed to determine whether all of the functionality of the tool
is done.

This section will discuss the user acceptance test. The user acceptance test was carried out with 20
potential users of the system which are the third-year students of Bachelor of Computer Science. As the
tool has the requirement that the tester need to have some digital forensic knowledge, the students who
have taken the Digital Forensics course would be the target respondents.

Table 5: Testing table for Visualization Module.

Test Case Expected Output Actual Output

Display data Display the data with correctly Display the data with correctly

Adjust the scale Able to adjust the scale Able to adjust the scale

Screenshot Module  Able to screenshot the current chart ~ Able to screenshot the current chart
and save as files. and save as files.

Select Data Able to select data and shows the Able to select data and shows the
data in details. data in details.

From Table 5, the test cases of the visualization interface are all passed. The visualization part is
mainly to test whether the proposed tool is able to process data and interact with the data visualization
framework to produce correct output. The same results also occurred on the other test cases.

The user review discusses the opinion of users to the proposed tool. There are two statements that
will be asked for the overall review from respondents.

Table 6: Testing table for Visualization Module.

No Description 1 2 3 4 5

1 The data visualization of the proposed tool can 0 3 5 10 2
facilitate the investigator.

2 The data visualization to the different charts of the 0 2 3 15 0
proposed tool could suit different requirements of
forensic analysis.

From Table 6, there are 2 respondents (10%) fully agreed with the statement that data visualization
of the proposed tool can facilitate the investigator while 10 respondents (50%) agree with the statements.
There are 5 respondents (25%) choosing neutral with the statements and 2 respondents (10%) did not
agree with the statement.

For the second statement, there are 15 respondents (75%) who fully agree while there are 3
respondents neither agree nor disagree with the statements. Besides, there are 2 respondents who
disagree with the second statement.

5. Conclusion

In this study, the design and development of MF Visualizer and testing results are discussed. The
MF Visualizer can extract, analyze, visualize and report the image source of Android data partition.
Therefore, objectives of this study are successfully achieved. The MF Visualizer could facilitate the
forensic analysis of the crimes.
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There are also limitations in this study. First limitation of MF Visualizer is only being able to
visualize data in a few types of charts. Second limitation is that the chart of MF Visualizer is lacks of
interactive control.

For future work, there are a few of improvements can be considered:

e The system can include more options of visualization models.
e The system can include more interactive control for more functionalities.
e Involve more respondents, especially digital forensics partitioners to get more useful feedback.
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Appendix A (Activity Diagram)
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