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Abstract: Home networks have a potential risk of intrusion or disturbances, and
packet analysers could be too complex for home users to use by either displaying too
much or unsorted information in the analysis result or by requiring users to use a
collection of tools and techniques to analyse a network packet capture. This project
proposed a tool that allows home users to determine if there are suspicious hosts in
their network through packet capture analysis that produces results which are easily
read and understood as well as not requiring users to use multiple tools or techniques
for the analysis. Object-Oriented Software Development (OOSD) is used as the
methodology for flexibility to the developer in order to complete the PacAN packet
analysis software tool in the Python 3 programming language with Visual Studio
Code. With this tool, users were able to input packet capture file and analysis options,
produce result data in table and graph form, and save the graph in the desired location.
This tool is able to reduce the risk of intrusion and attacks of home networks as well
as providing a compact option that eliminates the users’ need to use multiple tools.
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1. Introduction

Computer technology has come a long way, and with the number of computers being used daily
increasing over the years, network security is important for private and government organisations. The
growth of home and small enterprise networks brings with it a large number of devices and networks
that are either managed poorly or not at all. Hosts on these networks may become compromised and
become sources of spam, denial-of-service traffic, or the site of a scam or phishing attack site [1].
Community Emergency Response Team (CERT) statistics reports that the number of intrusions has
excessively increased year by year, and any malicious intrusion or attack on the network vulnerabilities,
computers or information systems may give rise to serious disasters, and violate the computer security
policies, i.e., Confidentiality, Integrity and Availability (CIA) [2].

Network traffic analysis could be defined as: “the inference of information from observation of the
network traffic data flow” [3]. Through network traffic analysis, suspicious hosts and activities in a
network could be determined. There are network packet capture analysers like tcpdump and ngrep
where they are able to read packets in a packet capture file generated from network packet capture
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software like Wireshark. However, the output of the result analysis could be overwhelming and
disoriented to users new to packet capture analysis. Users would also need to use other tools in tandem
with the packet analysis software in order to generate desired results.

The PacAN personal home network intrusion tool is designed to answer to the problems stated by
providing a means to reduce the risk of intrusion and attacks of home networks while being a compact
solution that encompasses the needed functions in one package and generating easily understood results.
The objectives of the project are to design a network packet capture analyser for detecting intrusions in
home networks, to develop the personal home network intrusion checking tool and to test the developed
tool with set network packet capture samples. The target for the project software tool is the home
network users. The result for this project is that the users are able to perform the functions of the PacAN
software tool, the presence of suspicious hosts and activity in the network could be determined by the
user after PacAN analyses the packet captures and displaying result data in easy-to-understand
presentation form, where the decision could be made after comparing the result data for obvious
differences in network behaviour.

The rest of this paper is organized as follows: Section 2 reviews all works related to packet analysers.
Section 3 presents the methodology used to perform the tool development tasks. Section 4 presents the
results and discussion, while conclusions and future works are presented in Section 5.

2. Related Work

This section presents relevant study background about related terms of the proposed tool, such as
home networks, packet analysers, packet analysis, network security attacks and a comparative study of
the existing tools in relation to the proposed tool.

2.1 Home Networks

A home network is a type of computer network that facilitates communication among devices
within the close vicinity of a home. The communication between devices in a home network allows an
increase of the quality of life inside the home in various ways, such as wireless printing via network, an
increase of personal productivity and an easier access to entertainment. It is safe to say an increasing
number of network devices are connected to the Internet through small networks in the home. However,
home networks pose a particular challenge to network security because the they are often either
managed poorly or not at all [1]. The increased connectivity of devices in a home network allows for
more vectors of attack and an increased risk of intrusion of the network.

2.2 Packet Analysers

A packet analyser or packet sniffer is a computer program or computer hardware such as a packet
capture appliance, that can intercept and log traffic that passes over a computer network or part of a
network [4]. It analyses network traffic and generates a customized report to assist organizations in
managing their networks. There are notable packet analysers such as tcpdump, ngrep, snoop, Wireshark
and many more.

2.3 Packet Analysis

Packet analysis is a primary traceback technique in network forensics, which, providing that the
packet details captured are sufficiently detailed, can play back even the entire network traffic for a
particular point in time [5]. Through packet analysers, users are able perform many capabilities such as
analysing network problems, detect network intrusion attempts, gain information for effecting a
network intrusion, identify suspect content in network traffic and many more.

There are a lot of notable packet analysers, to name a few would be dSniff, Microsoft Network
Monitor, tcpdump, Xplico, ngrep, and Wireshark. These utilities have differences in their software
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design such as platform or user interfaces. However, they serve the same fundamental function which
is to perform packet analysis or serve as packet sniffers

Packet analysis provides numerous benefits to network security. It is able to lower the number of
security breaches by getting an accurate copy of network data and giving security teams a chance to
prevent and mitigate security breaches from happening. Another benefit is higher network performance
by preventing dropped packets

2.4 Network Security Attacks

There are many methods and vectors for a malicious entity to attack a network. To name a few
examples, there are attacks such as Denial-of-Service (DOS), unauthorized access, privilege escalation,
insider threats. Before these attacks, the entity would do reconnaissance on the network by performing
network scans and vulnerability scans to determine the weakest point of attack and infiltrating the
network through that vector.

Network scanning is the process of discovering active hosts on the network and information about
the hosts, such as operating system, active ports, services, and applications [6]. There are two types of
scanning: active scanning and passive scanning. Active scanning is when the tool sends a ping to each
device on the network and awaits a response. The scanner then looks at the responses it gets to see if
there are inconsistencies or vulnerabilities. For IP networks, this is often done by sending a ping to each
possible IP address and getting a response to determine its status.

Passive vulnerability scanning is the process of monitoring network traffic at the packet layer to
determine topology, services and vulnerabilities [7]. This approach looks at network information as
soon as a device or system appears and starts sending messages to the network.

DOS attacks work by flooding systems, servers, and/or networks with traffic to overload resources
and bandwidth. In addition to denial-of-service (DoS) attacks, there are also distributed denial-of-
service (DDoS) attacks. DoS attacks saturate a system’s resources with the goal of impeding response
to service requests. On the other hand, a DDoS attack is launched from several infected host machines
with the goal of achieving service denial and taking a system offline, thus paving the way for another
attack to enter the network/environment.

There are DDoS attacks such as volume-based attack and protocol attack. Volume-based attack will
flood the bandwidth of the attacked site and it is measured in bits per second. This kind of attack includes
UDP flood, ICMP flood and other spoofed-packet flood. The protocol attack on the other hand will
interrupt actual server resources and it is measured in packets per second. This includes TCP SYN flood,
fragmented packet attack, Ping of Death and Smurf attack [8].

2.5 Study of Existing Packet Analysers

Network packet analysers has been widely developed by many teams and companies as they are
useful when it comes to analysing network packet captures. tcpdump and ngrep are the two examples
of the existing packet analysers.

tcpdump is an open-source data-network packet analyser computer program that runs under
a command line interface. It allows the user to display TCP/IP and other packets being transmitted or
received over a network to which the computer is attached. tcpdump was originally written in 1988
by Van Jacobson, Sally Floyd, Vern Paxson and Steven McCanne who were, at the time, working in
the Lawrence Berkeley Laboratory Network Research Group [9]. It is written in C programming
language, and although it is native to Linux, it is compatible with Windows (WinDump) and MacOS
operating systems (OS) as well. tcpdump is able to read network packet captures in addition to
performing packet captures. The user interface for tcpdump is command-line interface (CLI) and only
generates output in the terminal by default unless tcptrace is used as well where in that case, a graph

117



Lim et al., Applied Information Technology and Computer Science Vol. 2 No. 2 (2021) p. 115-126

could be produced for further analysis. tcptrace is a free and open-source tool for analyzing TCP dump
files [10].

ngrep (network grep) is a network packet analyser written by Jordan Ritter. It has a command-line
interface, and relies upon the pcap library and the GNU regex library. Same with tcpdump, it is an open-
source application that is available to be downloaded from its ngrep site. It can be compiled and ported
to multiple platforms such as Linux, Windows and MacOS. ngrep’s functionality is similar to tcpdump
with the ability to look for a regular expression in the payload of the packet and show matching packets
on the console. A regular expression is a sequence of characters that specifies a search pattern. It also
can be used to capture traffic and store pcap dump files, or read files generated by other applications
like Wireshark. The user interface for ngrep is similar to tcpdump, which is a command-line interface,
and generates output on the console.

Table 1: Comparison of Existing Packet Analysers

Attributes tepdump [10] ngrep [12] PacAN
Platform Linux, Windows, Linux, Windows, Linux, Windows,
MacOS MacOS MacOS
User Interface CLI CLI CLI
Technology Used C C Python
Read network packet Yes Ves Ves
capture
Capture Network Yes Yes No
Packets
Result Output Terminal (graph with Terminal Terminal and
teptrace) generated graph

Based on the observation of the comparative study in Table 1 with the features that each application
offers, the PacAN application is able to provide most of the basic functions compared to the other
systems.

Furthermore, PacAN is available to produce data in presentable graph form through its own function
where ngrep is unable to do so and tcpdump requires using another tool (tcptrace) to produce the graph
data. However, PacAN is not able to capture network packets unlike tcpdump and ngrep. All three of
the compared packet analysers are able to be used in multiple platforms such as Linux, Windows and
MacOS with a similarity on the user interface which is CLI. PacAN is written in Python 3 whereas
tcpdump and ngrep are both written in C.

3. Methodology

The methodology in software development serves as a systematic framework that determines the
path or the structure in developing the software system. The detailed processes of project analysis,
project design, and project implementation is included in the framework, which serves as an indicator
of success. This project utilizes the Object-Oriented Software Development model to develop the
proposed software tool using the Python 3 programming language.

3.1 Object-Oriented Software Development

Object-Oriented Software Development (OOSD) is a method where the software is developed by
constructing objects or visual models in developing a software tool. The visuals help to apprehend the
problems and create the proper pathway to produce well-designed programs. It creates a picture of the
system that is modifiable, reusable, reliable and understandable [11]. The purpose of choosing the
OOSD model is because of its flexibility that can move back and forth between design phase,
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programming and testing phase, which enables the developer to easily identify errors in the early stages
of the software development process.

Requirement

Analysis

Analysis

r

Design

v

Programming and
Testing

Figure 1: OOSD Model

Figure 1 depicts the OOSD model processes, where the first phase is requirement analysis, which
moves on to analysis, then design and testing. The activities and outcomes of each phase from the
methodology are outlined in Table 2.

Table 2: System Development Activity and Outcome

Phase Activity Outcome
1. Proposed project objectives, problem 1. Proposal.
statements and expected result. .
1. Scope

Requirement 2. Determined project schedule. i, Objectives

Analysis 3. Study existing applications. 111; gg}gﬁ?ﬂ;ﬁiﬁlﬁ?t
4. Search for resources online. 2. Literature review.
1. Determine and analyse features
according to the comparison of existing 1. User requirements
Analysis application. 2. Functional and non-
2. Identify software and hardware functional requirements.
requirements.
. . . 1. CLI parse design.
Design 1. Design CLI options and output graph. 2. Output graph design.
Programming and 1. Develop code. 1. PacAN tool.
Testing 2. Functional testing. 2. Test tool.

Figure 2 presents the interaction between the user and the application while Figure 3 shows the
activity diagram. The user would be able to perform the tasks through the application such as calculating
the flow count between source and destination IP, finding the most used ports, calculating the byte count
as well as finding out the data over time in the network packet capture file, after which the application
would be able to produce the result graph for the selected functions.
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Figure 3: Activity Diagram

4. Results and Discussion

This section presents the implementation and testing that was conducted for the PacAN network

packet capture analyser tool.

4.1 Implementation

The coding for the PacAN tool was done using Python 3 programming language through the use of
Visual Studio Code code editor. To start using the tool, the user would need to install Python 3 as well
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as the required libraries used by Python. A user manual for steps to install the requirements and use the
tool was provided for users to follow.

After installing the requirements, the user would need to open their operating system terminal. As
majority users use the Windows operating system, users would just have to go to the Windows search
and type ‘cmd’ and enter. The Windows terminal would open and users would just have to navigate to
the folder containing the tool and enter the command-line to initialize the tool. After inputting the
required command options and file input, the tool would analyse the network packet capture file and
produce the result in table and graph form.

simpleCount(iplList, limit, headerOne, headerTwo, title):
table= PrettyTable([headerOne, headerTwo])
cnt = Counter(}
yData=[]
xData=[ ]
for ip in iplList:
cnt[ip] += 1

~ item, count in cnt.most_common():
item=str{item)
table.add_row([formatCell(item),count])

yData.append(count)
xData.append(item)

if limit:
if a >= limit:
a+=1
print{title)
print{table)
if args.graphs:
createGraph(xData, yData, headerOne, headerTwo, title)

Figure 4: Function Source Code

Figure 4 presents a section of source code for one of the functions of the PacAN packet analyser.
A function is created with parameters that will be used, and the PrettyTable class is used to formulate a
table for the data. The Counter class is called to store the elements as dictionary keys (in this scenario
it would be the IP address) and their counts as dictionary values. The most common method is used to
list the most common element in descending order. The object in the item variable is converted to string
and added into the xData list for the purpose of being a part of data in producing the graph result.

4.2 Testing

Once the tool has been developed, a testing phase is commenced to examine the functionality of
the application. Testing was conducted to identify any sorts of error that could possibly surface when
using the PacAN packet capture analyser tool. Another purpose for testing is to find out whether the
tool is able to achieve their objective and scope specified. Table 3 shows the summary of the functional
testing results.
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Table 3: Functional Test

Function . . Tested
Function Test E ted Result
Tested unction Testing xpected Resu Result
1. E
1. Users leave command fTor message and Success
options empty user guidance
P ’ message shown.
2. Users input wrong Success
packet capture
filename/file 2. Error message shown.
extension.
3. Users did not install Success
Input . . . 3. Error message and
. required libraries .
Function . user guidance
before running the
message shown.
tool.
4. Users entered help 4, User. guldan.ce. and Success
. detailed description of
option. .
options shown.
5. Users entered the . Success
. . 5. Tool will proceed
options and file input . .
with analysis based on
correctly and press .
command options.
enter.
Analysis 1. Users entered ‘--limit’ 1. Result produced will Success
Function as part of command be limited to the
option. number the user input.
2. Users entered ‘--all’ as 2. Result produced will Success
command option. involve every option.
3 Users entered ‘—src’ as 3. Result produced will Success
. involve source I[P
command option.
count.
4 Users entered ‘—dst’ as 4. Result prodycec} will Success
. involve destination IP
command option.
count.
5. Result produced will Success
5. Users entered ‘--sport’ nesuil produ W u
. involve source port
as command option.
count.
6. Result produced will Success
6. Users entered ‘--dport’ nesult produced w u
. involve  destination
as command option.
port count.
7. Result produced will Success
7. Users entered ‘--ports’ pesuit produ W u
. involve  total port
as command option.
count.
8. Result produced will Success
8. Users entered ‘--bytes’ involve source and
as command option. destination byte
count.
9. Users entered ‘-- . Success
, 9. Result produced will u
portbytes as .
. involve ports by bytes.
command option.
10. Result ill
10. Users  entered ‘- 0. Result produced wi Success

flows’ as command
option.

involve summary of
flow between IP
addresses.
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Table 3: (cont.)

F%:;[ézn Function Testing Expected Result ;ZZETS
11. Users entered ‘-- 11. Graph result will be Success
Analysis graphs’ as command produced along with
Function option. table result. .
12. Users entered ‘-- 12. Result produced will Success
timeseries’ as involve the data over
command option. time.

After the functional testing of the PacAN network packet capture analyser, another test was
conducted to affirm its capability of determining suspicious hosts and activities in the network. Sets of
network packet captures of the home network and its activity were captured through Wireshark, and
PacAN was used to take the sets as input for packet analysis. Among the sets of two, one packet capture
is a packet capture of a normal home network activity and the other is a packet capture that has a host
committing network scanning and packet flooding attacks in the network. The duration for the packet
captures were kept the same for each set for consistency. The following figures present a comparison
between the two graphs generated from the set of packet captures, where the left graph is the
compromised network and the right graph shows the normal network.

Src/Dst Byte Count Src/Dst Byte Count

Byt
Byt

Figure 5: Source and Destination Byte Counts by IP Graphs Generated by PacAN

Figure 5 shows the graphical data for both packet captures based on the source and destination byte
counts. The x-axis is the source IP address followed by the destination IP address, and the y-axis is the
bytes counts. We can see that there is a big difference between the two packet captures even though the
duration is the same. The host that was committing the network scanning and packet flooding during
the test was shown to have the highest byte count as shown in the left graph, where its IP address is
192.168.0.199. On the right, we can see that the top largest source and destination byte sizes are spread
out over multiple IP addresses as well as not having a spike in the number of byte size.
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Figure 6: Flow Counts between Hosts by IP Graphs Generated by PacAN

Figure 6 shows the graphical data for both packet captures based flow counts between hosts. The
x-axis shows the source IP address followed by the destination IP address, and the y-axis shows the
flow counts. The left graph we can see that the maximum number of flows counts between hosts is over
3000 and the top 10 has the same source IP, whereas on the right graph we can see the flows are more
average as well as not having high number of counts. We can conclude from this result that the source
IP on the left graph is committing suspicious activities such as network scanning and packet flooding.

W 44056
W 4057
W 47773

Traffic by Port and Bytes

Traffic by Port and Bytes

124

Figure 7: Bytes by Port Graphs Generated by PacAN




Lim et al., Applied Information Technology and Computer Science Vol. 2 No. 2 (2021) p. 115-126

Source IP Occurence

Figure 8: Source IP Occurrences by Source IP Graphs Generated by PacAN

Figure 7 and Figure 8 shows the graphical result data for bytes by port and source IP occurrences.
The following section would provide explanation regarding the result data. In Figure 7, the most
commonly used port on the left graph is port 44956 and 44957 which are TCP/UDP ports where the
most commonly used port on the right graph is port 443 which is a HTTPS port. This suggests that a
host in the network is performing network scanning as network scans send TCP and UDP packets to
hosts inside the network for responses from the hosts. Figure 8 shows the most common source IP
address found in the packet capture files. We can see between the two graphs that the left graph has a
significantly larger number of occurrences than the right graph, and the most common IP address is
192.168.0.199, the host used to commit network scans and packet floods.

4.2 Discussions

From the data and result that is generated, it is safe to say that the host 192.168.0.199 is a suspicious
host, and the user can take appropriate action by blacklisting the IP address in the router or limiting its
network traffic usage. The tool has success in generating the graph result for analysis and achieves its
objective of providing users a convenient solution of generating easily comprehended results in
presentable form without needing to use multiple tools in tandem.

5. Conclusion

The objectives of the project which were to design a network packet capture analyser for detecting
intrusions in home networks, to develop the personal home network intrusion checking tool and to test
the developed tool with set network packet capture samples has been achieved by the PacAN network
packet capture analysis tool. PacAN is able to determine intrusions through analysing the network for
suspicious hosts and activities such as abnormally high IP address occurrence and suspicious number
of flows between a source [P address and a destination IP address. The PacAN tool allows users to have
a clearer understanding of their home network activities and mitigate security risks such as network
attacks.

There are several limitations that can be found in the PacAN tool, which is that the tool is not able
to capture network packets by itself. Besides that, the tool is not able to be run in real-time so it is unable
to provide real-time analysis of the network.
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There are some improvements that can be implemented for future works of the PacAN tool, where
a graphical user interface (GUI) could be designed for more convenience, as well as adding a function
to capture network packets instead of relying on other software like Wireshark.
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