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Article Info Abstract
Received: 20 October 2025 The Suspicious Link Detection Extension is a web-based tool designed
Accepted: 19 November 2025 to enhance online security by providing real-time URL safety checks to

Available online: 30 November 2025 protect users from phishing scams, malware, and other potential
internet threats. Developed with Node.js and integrated with the
Checkphish AP], the extension evaluates URLs based on various factors,
including their structure, domain reputation, and other identifying
URL Safety,Suspicious Link Detection  characteristics. Unlike traditional URL-checking tools that rely on
Using Checkphish API, outdated databases or user-reported issues, this extension offers real-
Cybersecurity,Phishing Prevention time analysis of links, ensuring that users receive the most up-to-date
information about potential threats. The extension’s user-friendly
interface is designed with non-technical users in mind, allowing anyone
to easily input URLs and receive immediate feedback on whether the
link is safe, suspicious, or potentially harmful. This makes it an ideal tool
for individuals, educational institutions, and businesses concerned
about cybersecurity, offering a simple and effective way to prevent
users from visiting malicious websites. The tool aims to bridge the gap
between complex cybersecurity measures and everyday internet users
by providing an easy-to-use, real-time safety check, ensuring a more
secure browsing experience for everyone. By making security
technology more accessible, this project strives to create a safer internet
environment, particularly for those with limited technical knowledge.
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1. Introduction

The internet has become an important part of modern life because of how quickly digital communication has
grown. It makes things like shopping, studying, social networking, and working incredibly easy. This ease of use
comes with more risks, especially online threats like phishing, malware attacks, and data breaches. Putting
harmful URLs in emails, websites, or social media posts is a common way for hackers to get around security.
People click on these URLs because they look like real ones, which expose private information or compromises
their systems. As these threats get smarter, it gets harder for people who don't know much about computers to
tell the difference between safe and dangerous links.

Existing URL research tools are useful, but most people can't use them because they are too complicated or
need much computing power. Many people use static databases, which can't keep up with how hackers are
changing their tactics all the time. This hole shows how important it is to have a smart, easy-to-use system that
can find dangerous URLs instantly and doesn't need complicated technology knowledge.

The main topic of this essay is the creation of a Suspicious Link Detection using Checkphish API that gives
users an easy but useful way to check the safety of URLs. The system looks at URL structure, domain reputation,
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and information to provide real-time safety analysis. The system aims to improve online safety for people and
businesses by combining easy access with powerful analytical tools.

1.1 Objective

The objective of this project is to design and develop a suspicious and malicious web link detector that
analyzes domain reputation, URL structures, and content characteristics using real-time scanning powered by
the CheckPhish API. CheckPhish employs supervised machine learning techniques, particularly classification
models such as decision trees and gradient boosting, trained on large datasets of known phishing and benign
URLs to identify suspicious patterns in newly submitted links. The system is implemented as a browser
extension using development tools such as JavaScript, Node.js, and WebExtension APIs to ensure seamless
integration and ease of use. Additionally, the project aims to evaluate the security, reliability, and detection
accuracy of the system through both functional testing and user acceptance testing involving a diverse group of
participants.

2. Related Work

Phishing and malware attacks are two of the most common threats faced by internet users today. Phishing
involves tricking users into revealing sensitive data by using deceptive websites or fake login pages, often
delivered via suspicious links. Malware, on the other hand, refers to harmful software that can be downloaded
through malicious URLs, leading to system compromise or data theft. Traditional detection tools often rely on
static blocklists, which struggle to detect newly created phishing sites. To address these challenges, link
detection systems increasingly utilize machine learning to analyze URL structure, domain reputation, and
behavioral patterns in real time [1][2][3]. This section reviews existing URL-based phishing detection tools and
highlights how CheckPhish and similar systems overcome earlier limitations.

2.1 URLCheck.io

URLCheck.io is a reliable platform designed to analyze URLs for potential threats such as phishing and
malware. It focuses on providing accurate domain reputation data and URL safety assessments. While the
system is user-friendly and accessible, it lacks advanced real-time analysis and machine learning capabilities,
which limits its ability to predict and detect emerging threats effectively (URLCheck.io) [15].

2.2 URLVoid

URLVoid focuses on domain reputation analysis by utilizing public databases to classify URLs as safe or
harmful. Its minimalist interface and straightforward design make it accessible to users with minimal technical
knowledge. However, the reliance on static dataset limits its ability to address emerging threats, such as zero-
day attacks or newly registered malicious domains (URLVoid) [16].

2.3 ScanURL

ScanURL is designed for basic URL evaluation by checking links against public blocklists and user-reported
threats. Its simplicity makes it suitable for non-technical users who need a quick and easy solution. However, its
lack of dynamic analysis and heavy dependence on static reporting restricts its ability to identify advanced or
evolving cyber threats (ScanURL) [17].

2.4 Comparison with the CheckPhish

Table 1 compares four popular URL analysis tools based on their ability to perform real-time detection,
evaluate domain reputation, apply machine learning techniques, and offering user accessibility.

Table 1 Comparison of URL analysis tools

Feature URLCheck.io URLVoid ScanURL CheckPhish
Real-time Analysis Yes No No Yes
Domain Reputation Yes Yes Yes Yes
User Accessibility Easy Easy Moderate  Easy
Machine Learning Yes (Supervised ML, No No Yes (Supervised ML, likely
classification models) gradient boosting or
ensemble

e
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The "Yes" under Machine Learning indicates that both URLCheck.io and CheckPhish utilize supervised
machine learning techniques to improve detection accuracy. These systems are trained on large datasets of
phishing and benign URLs to identify malicious patterns. While the exact models used are not fully disclosed,
such systems typically rely on classification algorithms like decision trees, gradient boosting, or ensemble
learning models. These approaches enable real-time and adaptive threat detection that evolves alongside
emerging phishing tactics. In contrast, URLVoid and ScanURL do not incorporate machine learning, relying
instead on static reputation databases and user-reported lists.

Both URLCheck.io and CheckPhish apply link detection methods, but CheckPhish stands out by integrating
machine learning with real-time analysis capabilities [18]. Its API evaluates URLs by extracting features such as
domain age, token count, and use of special characters, enabling more accurate phishing and malware
classification. These techniques allow it to function as a dynamic link detector rather than relying solely on
predefined blocklists.

3. Methodology

The System Development Life Cycle (SDLC) methodology selected for the development of the Suspicious Link
Detection System is the Prototype Model. This approach involves creating simplified and preliminary versions of
the system (prototypes) to gather user feedback and iteratively refine the design and functionality. Fig. 1
illustrates the phases of the Prototype Model.

PROTOTYPE
PLANNING ANALYSIS DESIGN IMPLEMENTATION EVALUATION
I )

{ REFINEMENT

Fig.1 Prototype Model phases

3.1 Phase 1: Planning

This phase focused on defining the project scope, objectives, and timeline. The goals were established based
on initial research and feedback gathered through an interview with a representative from Telekom Malaysia
(TM), who reviewed and tested the prototype of the tool. Insights from the interview helped validate the
relevance of detecting suspicious URLs based on their structure and domain reputation. A Gantt chart was
developed to schedule tasks and milestones, while communication and coordination were managed using tools
such as WhatsApp and Google Meet. The outcome of this phase was a detailed project plan and proposal
outlining all development activities.

3.2 Phase 2: Analysis

In this phase, technical requirements and user needs were gathered through research, surveys, and
interviews. Existing tools like URLCheck.io and URLVoid were evaluated to identify their limitations, such as
reliance on static datasets and complex user interfaces. Key features needed were URL structure analysis,
domain reputation verification, and integration with machine learning APIs. These findings justified developing
a more user-friendly and effective phishing detection system.

3.3 Phase 3: Design

The design phase involved creating detailed system architecture and user interface mock-ups. Core
components included URL extraction and parsing modules, domain scoring mechanisms, and asynchronous API-
based phishing detection. The user interface was designed as a Firefox WebExtension popup, providing simple
alerts, status badges, and notifications accessible to both technical and general users.

3.4 Phase 4: Implementation

The implementation phase transformed the design into a functional prototype using JavaScript
technologies. The backend was built with Node.js and Express to serve as a proxy, managing requests to external
phishing detection APIs securely. The frontend was developed as a Firefox WebExtension, employing HTML, CSS,
and JavaScript to monitor active browser tabs, perform real-time URL scanning, and update Ul elements
dynamically.
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Asynchronous calls, polling mechanisms, and browser notifications were implemented using WebExtension
APIs to ensure timely and user-friendly alerts. The architecture avoided Python and traditional database
systems, instead utilizing event-driven JavaScript and API integrations for data handling and threat detection.

3.5 Phase 5: Prototype Evaluation

Prototype testing was conducted with a selected sample group consisting of professionals from various
organizations, including staff from Telekom Malaysia (TM), IT support personnel from SMK Temerloh Jaya, and
employees from Sapura. The goal was to evaluate the system’s detection accuracy, interface usability, and real-
time performance in realistic environments. The testing process included survey responses and informal
interviews, offering comprehensive insights into how well the system met user expectations. Feedback revealed
several strengths, such as accurate detection of phishing and malware sites, as well as areas for improvement,
particularly regarding response speed and user interface clarity. Users emphasized the importance of faster
processing times and a more streamlined, intuitive design. These insights guided further refinement of the
system to ensure it was not only technically sound but also user-friendly and practical for everyday use.

3.6 Phase 6: Refinement

Based on evaluation feedback, refinements were made to improve detection algorithms by optimizing API
request handling and result polling. The user interface was simplified for greater accessibility, and technical
bugs were resolved to ensure stable operation. The final product fulfilled all key functional and user experience
objectives, preparing it for deployment

4. Analysis and Design

4.1 System Development Workflow
Table 2 illustrates the workflow of the prototype methodology applied to this project.
Table 2 Prototype methodology

Phase Task Output
Planning 1. Define project scope and goals: - Gantt Chart
e Real-time URL analysis. - Project Proposal

2. Identify core system functionalities based on the
functional requirements.
3. Create project timeline

Analysis 1. Research existing solutions and identify gaps. - Literature Review
2. Document system requirements: - Detailed Requirements
e Functional (client-side URL validation, ML model Document
integration). - System Flowchart
e Non-functional (e.g, real-time performance,
scalability).
3. Specify tools and APIs:
e CheckPhish.
Design 1. Create system architecture based on requirements. - Architecture Diagram.
2. Develop Data Flow Diagrams (DFD) and Entity- - DFD and ERD.
Relationship Diagrams (ERD).
3. Design frontend:
e Input form for URL submission.
e Dynamic results display.
4. Plan backend:
e APlintegrations.
e Database schema for analyzed URLs.
Implementation 1. Develop the frontend using JavaScript & React.js - Executable Prototype.
2. Build backend with Node.js and Express.js: - Codebase (Frontend
e Implement URL analysis and feature extraction. and Backend).
o Integrate APIs for reputation checks. - Functional Prototype.

e
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Table 2 (Cont)

Phase Task Output

Prototype 1. Perform end-to-end testing of core features including - User Reports.

Evaluation URL input validation, API-based threat detection, and Ul - Identified
behavior. Improvements.

2. Evaluate CheckPhish API's response accuracy by
comparing flagged results against known test URLs.

3. Conduct User Acceptance Testing (UAT) with
professionals from TM, Sapura, and SK Tanjung to assess

usability and clarity.
Refinement 1. Optimize system performance - Finalized System
2. Enhance Ul/UX based on user feedback. - Benchmark Results

3. Fixbugs and finalize features:
e Riskscoring display.
e Actionable recommendations.

4.2 System Requirements

The system requirements are divided into two categories to provide a comprehensive overview. Functional
requirements (Table 3) ensure that the proposed modules effectively perform their intended tasks, while non-
functional requirements (Table 4) address security, usability, scalability, and compatibility to meet user
expectations.

Table 3 Functional Requirements for Suspicious Link Detection System

Module Functional Requirement

URL Analysis The system must extract key features such as URL length, special characters, and query
parameters.

Security The system must conduct reputation checks via APIs such as CheckPhish

Classification The system must classify URLs as "Safe" or "Suspicious” using a machine learning model.

Logging The system should log analyzed URLs and their results for future reference and system
improvement.

Table 4 Non-Functional Requirements for Suspicious Link Detection System

Non-Functional Description
Requirement
Usability The system should provide a simple interface with minimal technical knowledge

required for operation.

Scalability The system must handle multiple URL submissions simultaneously without
performance degradation.

Compatibility The system should operate seamlessly on major web browsers across both
desktop and mobile platforms.

4.3 System Analysis

The system analysis employed a structured approach using a Context Diagram, Data Flow Diagrams Level 1,
and a System Flowchart to ensure the software's design aligns with its objectives. The Context Diagram outlines
overall functionality, showing interactions between users, administrators, and the system. The Data Flow
Diagrams detail core processes like URL submission, analysis, and result reporting, while the System Flowchart
illustrates the sequential flow of operations, including user login, URL analysis, and result. These visual tools
provide a clear and concise blueprint for development, ensuring the system meets functional and user
requirements.
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Fig.2 Data Flow Diagram (DFD) Level 1

Fig. 2 illustrates the Level 1 Data Flow Diagram (DFD) for the Suspicious Link Detection System,
highlighting interactions among Users, Admin, External APIs, and the Database. Users submit URLs for
evaluation and receive results based on system analysis and supplementary data from external APIs, such as
domain reputations. The admin, in this case, is the system owner or developer, who manages the system's
operation. As the Admin, you are responsible for configuring and managing detection protocols, reviewing logs,
updating detection rules, and ensuring secure system configurations. You also oversee the integration with
external APIs, using your own API account credentials to access external data sources for accurate and up-to-
date threat analysis. The database securely stores analyzed URLs, user inputs, and outcomes, ensuring efficient
data flow and safeguarding system integrity while maintaining privacy and accuracy.

Fig. 3 illustrates the administrator workflow within the Suspicious Link Detection System. As the
authorized API account holder, the admin (API account holder) logs in to access the admin dashboard. Upon
successful login, you can perform key actions such as updating detection rules, monitoring flagged links, and
reviewing user activity logs. The system supports reviewing suspicious URLs, tracking user actions, and
generating comprehensive reports. If login credentials are invalid, the system displays an error message denying
access. Once administrative tasks are complete, the session concludes, and the admin logs off securely.

e
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Fig.3 FlowChart for Admin

Fig.4 illustrates the workflow of the Phishing Detector extension. The process begins when a user navigates
to a website. The system monitors the URL for any changes and extracts the domain. It then checks the domain
against a local blacklist. If the domain is not found in the blacklist, it sends the URL to a backend proxy for
further scanning. After receiving the scan results, the system evaluates whether the result is suspicious or clean.
Depending on the scan results, the system will display an appropriate warning: safe, suspicious, or phishing
warning. The flowchart visualizes the decision-making process that the extension follows to protect users from

phishing websites.

Penerbit
UTHM



Applied Information Technology and Computer Science Vol. 6 No. 2 (2025) p. 833-849 840

PR S

User apens or navigates to a website

I

Monitor active tab URL change

[

Extract domain from URL

Is domain in local
blacklist ?

Send URL To backend proxy to scan

‘Wit for scan result

Receive Scan Result?

L Retry polling or timeout Analyze scan disposition

Phish or Likely
Phish?

is result Suspicious?

YES

Yes —VES———
v A

Show phising wamning , update badge

Show unknown status message Shaw safe status and update badge Show suspicous wamning ! Show phising warninj
! o B P e phising o and notification .

)

Fig.4 FlowChart for User



841 Applied Information Technology and Computer Science Vol. 6 No. 2 (2025) p. 833-849

4.4 System Design

The system design focuses on the architecture and user interface (UI) of the Suspicious Link Detection
System, ensuring a simple and user-friendly experience for all users.

4.4.1 System Architecture

System Architecture of the Suspicious Link Detection System, designed for users and administrators. Users
can submit URLs for analysis and receive results indicating whether links are safe or suspicious. Administrators
manage detection rules, review logs, and generate reports to ensure system performance and security.The
system integrates external APIs for enhanced URL analysis, specifically the CheckPhish API [18], which provides
real-time phishing detection capabilities and securely stores all data, including URLs, results, and logs, in a
centralized database.

URL Analysis System with Browser Extension

Backend Server (Node.js)
External APls

Analysis Results | sendaPl Request ]
AP Integration (Axios)

w’ Retum Threat Data
T valdaefomat o
(- Yalate Format |

Express.js Server

User Device

CheckPhish ai APl

Submit URL

Browser Extension

Retum Results to User URL Validation Module

Lag Results

T

Database (MySQL)

Analysis Results

URL Records Flagged Domains

Fig.5 Suspicious Link Detection using Checkfish Architecture

Fig.5 depicts the system architecture for the Suspicious Link Detection System, which accommodates two
primary roles: users and administrators. Users may submit URLs for evaluation and obtain comprehensive
findings showing the safety or suspicion of the links, along with alerts for flagged URLs. Administrators oversee
the system by establishing detection protocols, scrutinizing logs, and producing reports to guarantee maximum
performance and security. The system engages with external APIs to retrieve supplementary reputation and
threat information to improve the accuracy of URL analysis. All data, encompassing provided URLs, analytical
results, and system logs, are safely housed in a centralized database, facilitating efficient operations and secure
access for users and administrators.

Fig.6 Firefox Extension Marketplace Listing

Fig.6 shows the Firefox Extension Marketplace listing for the Phishing Detector extension. This page
presents an overview of the extension, including the developer's name and a brief description of the tool. Users
can view ratings and download the extension from this page, which also provides links to other popular
extensions in the marketplace.
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Fig.7 Suspicious Link Page Interface Design

Fig.7 illustrates the interface design for displaying results when a submitted link is classified as suspicious.
The page features a warning message, such as “Shows signs of Suspicious Activity,” displayed with a highlighted
background for emphasis.

@ Mozilla Firefox X

1. Phishing Website Detected
(Blacklisted)!
This domain is blacklisted due to known
phishing activities. Please avoid entering
any personal information on
badphishingsite.com.

Fig.8 Blacklist Check Module

Fig.8 illustrates the "Blacklist Check" module, where a notification is displayed upon detecting a phishing
website. The message highlights that the domain is blacklisted due to known phishing activities, advising users
to avoid entering any personal information on the website.

)]t CHECKPHISH

IGMAL HAZEEQ ZULKARNAIF

Fig.9 CheckPhish Scan Real-time History Dashboard

Fig.9 illustrates the CheckPhish Scan History Dashboard interface. In the image, when a submitted link is
flagged as suspicious, it is displayed with a highlighted background to indicate that it shows signs of suspicious
activity. The system includes a warning message, such as "Shows signs of Suspicious Activity," to alert users to
the potential threat. The dashboard also features other details such as the source URL, IP address, hosting
provider, and more, allowing users to track the results of their scan for further review.
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ga Phishing Detector

2dd180830f14ee

Fig 10 Extension Settings Interface

Fig.10 illustrates the extension settings interface for the Phishing Detector. It showcases the details of the
extension's setup, such as its location, extension ID, UUID, and manifest URL. These settings allow for the
inspection and management of the extension's configuration, ensuring that it functions properly. The temporary
ID note indicates that the extension might not be fully integrated, highlighting that it is still in the testing phase.

Waiting for website activity...

Fig.11 Waiting for Website Activity

Fig.11 presents the Extension Settings Interface for the Phishing Detector while the extension is running on
a web page. The interface indicates a waiting status as the website activity is being monitored for potential
phishing risks. This screen suggests that the extension scans websites in real time to evaluate whether the
domain being accessed is blacklisted or flagged as suspicious.
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Fig 12 Phishing Detector on Firefox Add-Ons Page
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Fig.12 shows the Phishing Detector on the Firefox Add-Ons page. This figure demonstrates the process of
installing and adding the Phishing Detector extension to the Firefox browser. It highlights the page's layout,
including the rating system and details about the extension's functionality. Users can view its description and
decide whether to add it to their browser to help detect potential phishing websites.

if (statusData.status === "PENDING") {
console.log( Scan still in progress: jobID} );
retries++;
await Promise(resolve setTimeout(resolve, POLL_INTERVAL_MS));
continue;
1
if (statusData && statuspData.disposition) {
return statusData;

1
T

console.warn("Unexpected status response:", statusData);

catch (error
console.error("Polling error:", error.message);
retries++;

if (retries >= MAX_RETRIES
console.error( Max retries reached for jobID: ${jobID} );
break;

await Promise(resolve setTimeout(resolve, POLL_TMTERWAL MS));
1
¥

return statusbata;

Fig. 13 Polling for Scan Status

Fig.13 shows the process of Polling for Scan Status in a JavaScript application. This figure demonstrates
how the system repeatedly checks the scan status of a task identified by a specific jobID. It begins by verifying if
the status is still "PENDING" and, if so, waits for a specified interval (POLL_INTERVAL_MS) before checking
again. If the scan is completed (statusData.disposition exists), the process ends and returns the result. If an
unexpected status or an error occurs, it logs the issue and increments a retry counter. The loop stops if the
maximum number of retries (MAX_RETRIES) is reached. This mechanism ensures that the system efficiently
handles asynchronous scan status updates without overwhelming the server.

if (disposition === "phish” || disposition === "1ikely phish"

title = " & Phishing Website Detected!”;

details = "This website is unsafe for the following reasons:
1. Presence of fake login forms.
2. Malicious redirects detected.
3. suspicious IP addresses and hosting provider: ${statusData.hostingProvider}.
URL: ${url}’;

badgeText = B

badgeColor = "#d32f21";

else if (disposition === "suspicious"
title = " A suspicious Website Detected!™;
details = "This website shows suspicious characteristics:
1. Irregular domain name patterns.
2. Untrusted or mismatched sSL certificates
3. Hosting provider: ${statusData.hostingProvider} (${statusData.ipAddress}), which is unusual for this domain.
URL: ${url}’;
badgeText
badgecolor = "#f57cee”;

chrome. runtime. sendMessage({ action: "show-confirmation”, details: details });

else if (disposition === "clean"
title = "@ Website is safel”;
details = "Ho threats detected.
Hosting Provider: ${statusData.hostingProvider
IP Address: ${statusData.ipAddress}
URL: ${url} ;
badgeText
badgecolor =

Fig. 14 Classifying the Website’s Disposition (Phishing Detection)

Fig.14 shows the process of classifying a website’s disposition for phishing detection. Based on the scan
results, the code categorizes websites as phishing, suspicious, or clean. If marked as phishing, it displays a red
badge and lists risks like fake login forms or malicious redirects. Suspicious websites receive an orange badge
and are flagged for irregular patterns, such as mismatched SSL certificates or unusual hosting providers. If no
threats are found, the site is marked clean with a green badge. This classification helps alert users to potential
dangers and enhances online browsing safety.
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process.env, CHECKPHISH_AP.

app.post( ' /scan-url req, res)

Json. stringify({ ur

status). json({ error: re

oPopup(“ loading”, "¢

method: *

Fig .15 API Call Flow Diagram

Fig.15 shows the API Call Flow Diagram used for detecting phishing websites. The top section of the figure
demonstrates how an Express server receives a URL from the client and sends it to the CheckPhish API using a
POST request, including the required API key and request headers. The response is then parsed and returned to
the client. The bottom section of the figure shows additional checks for blacklisted domains and uses another
phishing detection API from Bolster. If the domain is blacklisted, a warning is displayed. Otherwise, the domain
is submitted to the Bolster API for scanning, and a status URL is prepared to check the scan result. This process
ensures multiple layers of phishing detection through both blacklist matching and external threat intelligence
APIs.

udes (dom:
domain is bla du i id enter ny personal information on ${domain}.;

"blacklisted domains": |

"badphishingsite.com”,
*malicious-example.net”,
“dangerous-site.org"

Fig. 16 Blacklist Detection Alert
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Fig.16 shows the Blacklist Detection Alert mechanism that automatically protects users from known
phishing websites. The top section contains JavaScript code that checks if the visited domain matches any entry
in a predefined blacklist. If a match is found, the system displays a phishing alert, updates the extension badge,
and shows a notification to the user. Additionally, the user is automatically kicked out or redirected away from
the malicious website to prevent interaction. The bottom section displays the blacklist.json file, which stores the
list of blacklisted domains such as badphishingsite.com, malicious-example.net, and dangerous-site.org. This
setup ensures real-time phishing protection by combining blacklist matching with automated user blocking.

5. Testing

System testing ensures that all components of the Suspicious Link Detection system work as intended and meet
the requirements specified in the design. This section covers functional testing and user acceptance testing
(UAT) for the system. The major deliverables of this phase are shown in Appendix D.

5.1 Functional Testing

Functional testing was performed to ensure that the individual components or modules of the Phishing
Detection System operated correctly in isolation. The test cases for the three main modules Phishing Detection
Module, Message Notification Module, and Badge Update Module were executed, and the results are summarized
in the following tables in Appendix B:

e Table B1: Test Case Results for Phishing Detection Module
e Table B2: Test Case Results for Message Notification Module
e Table B3: Test Case Results for Badge Update Module

5.2 User Acceptance Test

User Acceptance Testing (UAT) was conducted to validate that the Phishing Detection Extension meets the
expectations of its intended users and functions effectively in real-world conditions. The testing group consisted
of professionals from various organizations, including staff from Telekom Malaysia (TM), IT support personnel
from SMK Temerloh Jaya, and employees from Sapura. These participants provided practical insights based on
their technical roles and daily exposure to online security challenges. Their feedback focused on the extension’s
detection accuracy, user interface design, and the clarity of warning notifications. Overall, users reported that
the extension was easy to use and successfully identified phishing threats. The detailed UAT results, covering
usability, speed, and functionality, are presented in the following figures and tables. Additional feedback data
can be found in Appendix C.

6. Conclusion

This research presents the development of a Suspicious Link Detection Extension using the CheckPhish AP],
aimed at efficiently identifying and mitigating malicious URLs. The system applies real-time detection
techniques based on domain reputation and URL structure analysis to accurately flag phishing and suspicious
websites. Developed using JavaScript and WebExtension APIs, the extension successfully passed all functional
tests and was further validated through User Acceptance Testing (UAT) involving participants from Telekom
Malaysia (TM), SK Tanjung, and Sapura. Feedback from users confirmed the system’s ease of use and effective
detection capabilities, although some suggested improvements in response speed and user interface clarity.
These insights guided the refinement of the tool to enhance its performance. Despite its effectiveness, the system
currently depends on an external API, which may pose limitations if the service becomes unavailable. Future
improvements may include integrating local machine learning models and extending support to other browsers
such as Chrome. Overall, the extension provides a practical and accessible solution to improve online safety,
especially for non-technical users.
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No Test - Case Expected Outcome Actual Ouicome Pass/Fail
Description
Test  detection  of Phishing website detected, and P}_nshmg we_bstte detected
1 o : : ) with warning message Pass
phishing wehsite USEr TECEIVES A WRIMING message
displayed
. . . Suspicious website
3 Test. _detechgn_t of Susplmugs We‘nsﬂ;?i detected, and detecied  wilh  coution Pass
suspicious website  user receives a cautionary message message displayed
Test detection of Clean website detected with no Clean website detected
3 . . . . . Pass
clean wehsite warning message displayed with no warning message
Test UI update when Badge colour changes to red, and Badge colour changed to
4 phishing  site iz confirmationmessage shown tothered, and  confirmation Pass
detected user message displayed
Test UI update when Badge colour changes to orange, Badge colour changed to
5 suspicious  dte  isand confirmation message shown orange, and confirmation Pass
detected touser message displayed
Test UI update when Badge colpur changes to green, and Badge colour changed. to
fi L confirmation message shown to green, and confirmation Pass
clean site is detected :
user message displayed
7 Test  handling  of Error  message  displayed  for Error message displayed Pass
invalid URLs inwalid URL for insralid URL
Test integration with Background script  successfully Background script
& background  script checks the URL status and updates checked URL status and Pass
{check URL status) 1J1 updated Ul accordingly
Test popup .
g interaction when User can interact with the popup Us;lr Eas able to 11281301 Pass
phiching  site  isand decide to proceed or exit w E Dopup Eng &x

10 wehsite if the user

detected the ate safely

Test  blocking  the . Wehsite was blocked, and

Wehaite iz blocked and tab I8, 4 wms closed when user Pass

declines the rigg  C10ood when wser dedlines therisk o iy o gy

Table B1: Test Case Results for Phishing Detection Module
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Pass/

No Test Case Description Expected Outcome Actual Outcome Fail

User receives a notification Notification displayed

1 T]:e]is thinotlﬁc];i tl.:)n display for indicating phishing website correctly  indicating Pass
plusiiing webstle detected phishing website
Test notification display for US(EI“ receives a notlﬁ-:':a.twn Notification .dlS.plaj:fed
2 . . indicating suspicious correctly  indicating Pass
suspicious website . . .
website detected suspicious website
Test notification display for US(EI“ receives a notlﬁcatlfm Notification .dlS.plaj:fed
3 . indicating clean website correctly  indicating Pass
clean website .
detected clean website
Test notification content for ,I,th.lﬁ(Eahon . displays N.otlﬁcatlon displayed
4 cae Phishing website detected, with correct message Pass
phishing site . C Cye .
proceed with caution for phishing site
. . 'I:Tot:lﬁ.c:ft:lon dlspla_ys Notification displayed
Test notification content for "Suspicious website .
3 - . . with correct message Pass
suspicious site detected, verify  before .. .
S for suspicious site
proceeding
Test notification content for Notification displays N.otlﬁcatlon displayed
6 . N o " with correct message Pass
clean site Website is safe .
for clean site
Table B2: Test Case Results for Message Notification Module
. Pass/
No Test Case Description Expected Outcome Acitmal Outcome Fail
. Badge colour changed to
1 Test badge colour for phishing Badge colour changes to red when phishing site Pass

site red for phishing site detected

Badge colour changed to
orange when suspicious Pass
site detected

Test badge colour for suspicious Badge colour changes to
site orange for suspicious site

Badge colour changed to
creen when clean site Pass
detected

.. Bad | h t
3 Testbadge colour for clean site adge coolir changes 1o
green for clean site

Test badge colour reset after Badge colour resets after Badge  colour  reset
detection detection and confirmation correctly after detection

Table B3: Test Case Results for Badge Update Module
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