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Received: 21 July 2025 Phishing attacks remain a significant threat, emphasizing the need for
Accepted: 19 November 2025 effective detection systems. This study presents PhishBlocker, a URL-

Available online: 30 November 2025 based Phishing Detection System using an integrated approach
combining Support Vector Machine (SVM) with rule-based scoring to
distinguish phishing URLs from legitimate ones. The system uses a
balanced dataset of 60,000 URLs that consists of 30,000 phishing,
Phishing detection system, Support 30,000 legitimate URLs, cleaned and analyzed with 22 features like

Keywords

Vector Machine (SVM), Machine domain age, ssl validity, redirection depth and phishing-related
learning, URL detection, Phishing keywords. Implementing Object-Oriented Analysis and Design (OOAD),
URLs, Blacklists and Heuristics PhishBlocker uses a consensus scoring approach, integrating SVM and

rule-based scores. The dataset is split 80:20 for training and testing,
with n-fold cross-validation for model evaluation. The system is
developed in Python with Flask, Scikit-learn and Chart.js, the system
achieved 93% accuracy from training and testing with the balanced
dataset. Future work should integrate deep learning and real-time
adaptive training to enhance detection, benefiting organizations,
cybersecurity professionals, and end-users with improved phishing
defenses and reduced false positives.

1. Introduction

Phishing is a type of cyber-attack where attackers deceive individuals into providing sensitive information by
pretending to be trusted by organizations through fake Uniform Resource Locator (URLs) shared via emails, social
media or messages [1][2]. The Anti-Phishing Working Group (APWG) Phishing Activity Trends Report[3] for
quarter 3 of 2024 reported over 932,923 phishing attacks in three months, an increase from the 877,536 attacks
recorded in the previous quarter. This highlights the urgent need for effective systems to detect and prevent
phishing attempts [3].

As phishing techniques become more advanced, traditional methods such as manual checks and blacklisting
struggle to keep up, leaving users vulnerable to cyber threats [4]. Blacklists and rule-based tools fail to detect new
phishing links, as attackers frequently modify URL structures to bypass detection [5][6]. As a result, phishing
detection systems may miss new phishing URLs, leaving users vulnerable to attacks. This leads to missed threats,
data breaches, financial loss, and reduced trust especially when false positives flag legitimate URLs as phishing
[7]- This not only frustrates users but also disrupts workflows, reduces trust in the detection system and limits
the effectiveness of legitimate websites, creating a usability challenge. Moreover, current tools achieved high false-
positive rates [8]. Also, existing systems overlook critical URL features, making them ineffective against evolving
phishing tactics [5]. While machine learning can adapt to evolving phishing techniques, it relies heavily on large,
well-labeled datasets and still faces issues like false positives, especially with unfamiliar threats. Its performance
depends on data quality and requires regular retraining to stay effective. On the other hand, rule-based systems
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are good at spotting known threats but struggle to keep up with new phishing patterns. As attackers change URL
structures, these systems become less accurate and often need manual rule updates. This can lead to many false
alarms, wrongly flagging safe URLs as malicious.

To address these challenges, the objectives of this project are to design PhishBlocker: Phishing Detection
System based on URL which integrates Machine Learning algorithm and rule-based method and to evaluate the
proposed system in terms of user acceptance and system functionality. We specify using Support Vector Machine
(SVM) algorithm [1] that combines with heuristics rule-based scoring. The process involves gathering data,
extracting features, training the model and deploying the system to analyze URL characteristics like length,
subdomains and symbols for accurate classification [5]. We implemented the proposed system using Python with
libraries like Scikit-learn and Flask for the web interface. The system utilize public datasets, including PhiUSIIL
Phishing URL [9]. The PhishBlocker system ensures comprehensive feature analysis and improves phishing
detection effectiveness. There are additional features included result visualization, archive history, admin control
panel and user authentication.

The remainder of this paper is structured as follows: Section 2 covers related work, Section 3 outlines the
methodology, Section 4 details the design and analysis, and Section 5 presents the results and implementation.
The conclusion highlights key findings and future directions.

2. Related Work

This section covers types of phishing attacks, components of a URL, phishing detection techniques, machine
learning algorithms, existing phishing detection system and the proposed SVM-based system.

2.1 Phishing Attack

Phishing attacks deceive people into sharing sensitive information by pretending to be trusted sources. These
attacks have evolved from simple email scams to complex methods using psychological tactics and exploiting
technology weaknesses, causing major cybersecurity risks, financial losses and data breaches [10]. According to
the Anti-Phishing Working Group (APWG), phishing attacks reached a record high of over 1.5 million detected
incidents in quarter 3 of 2024, highlighting the growing sophistication of these threats and their impact on
individuals and organizations worldwide [3]. This alarming increases the urgent need to improve detection and
prevention measures in this area.

Phishing works by exploiting human trust and technological vulnerabilities. Attackers, also known as
phishers, pose as legitimate entities, such as banks, government agencies or well-known companies, to manipulate
victims into taking specific actions [11]. They often send messages with urgent instructions, such as resetting a
password or confirming account details. These messages may contain links leading to fake websites that look
authentic or include malware-laden attachments. Once users provide private information, such as login
credentials or financial details, phishers use it for unauthorized access, identity theft or financial fraud [10].

2.2 Types of Phishing Attacks

Phishers are cybercriminals who deceive individuals into sharing sensitive information, such as passwords,
financial details or personal data. They impersonate trusted organizations or individuals, creating messages or
websites that appear legitimate to trick their victims. These attackers rely on both technical skills and
psychological manipulation to achieve their goals [12].

To steal personal information, phishers employ social engineering and technical techniques [13]. These
techniques fall into two types, such as malware-based phishing, which installs malicious software for
unauthorized access, and social engineering, which uses fear to coerce victims into disclosing personal
information [14]. Phishing techniques have developed throughout time into a variety of forms, including spear
phishing, whaling, clone phishing, and pharming, each specifically created to trick victims. Table 1 show types of
phishing attacks.

Table 1 Types of Phishing Attacks

Types of Phishing Description
Attacks
Spear Phishing Targets specific individuals or organizations using personal information to appear

credible. Attackers collect details from public sources, such as social media, to create
personalized messages, for example mentioning a project or mutual connection,
increasing the likelihood that victims will unknowingly share sensitive information
[11]]12].
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Table 1 (cont)

Types of Phishing Description
Attacks
Whaling Focuses on high-level executives, like CEOs, to access valuable information. Attackers

conduct detailed research and craft convincing messages using social engineering.
These high-risk attacks often result in financial losses and reputational damage.
Common channels include eFax and email [11].

Clone Phishing Involves creating near-identical copies of legitimate messages or websites but
includes harmful links or attachments. This tactic deceives users into thinking they are
interacting with trusted sources, leading them to unknowingly share sensitive data or
login details [10].

Pharming Also known as DNS-based phishing, this method manipulates DNS settings to redirect
users to fake websites without their knowledge. It impacts many users
simultaneously, leading to large-scale data theft and financial losses as users
unknowingly provide sensitive information [10].

2.3 Uniform Resource Locator (URL)

Uniform Resource Locator (URL) is a reference to a web resource that specifies its location on a computer
network and the mechanism for retrieving it. URL consists of several components, each serving a specific purpose
in accessing web resources as shown in Fig. 1. The scheme defines the protocol http or https for a secure
connection. The subdomain organizes site sections such as www while the domain is the main name, and the top-
level domain (TLD) indicates category or country code for example.com, .co.uk. The port number, such as 443 for
HTTPS, supports server communication. The path identifies the page location, and the query string such as
?docid=720&hl=en provides additional parameters for dynamic content. Lastly, the fragment # points to specific
page sections for navigation [5], [13][14].

For detecting malicious activity, key URL parts include the domain name and subdomain, as attackers often
use lookalike or multiple subdomains to mimic legitimate sites. Suspicious paths with encoded characters or
phishing keywords are also indicators. Query strings may be manipulated to hide intent, and the absence of HTTPS
is a common red flag. Additionally, suspicious or uncommon top-level domains (TLDs) like .xyz or .info are often
linked to phishing [15][16][17].

subdomain top level domain pafn r‘;‘;;;;g{;?
https:fl wwwl exampl&"co.uk )/blogfarticle!searclﬂ docid:?ZU&hl:e%dayonel
scheme ‘I' port query string fragment
domain number separator

Fig. 1 Components of a URL[14], [18]

2.4 Phishing Detection Techniques

There are various phishing detection techniques that are used to detect phishing attacks, from basic rule-
based systems to more advanced machine learning techniques [19]. These approaches help identify and prevent
phishing attempts, with traditional methods relying on set rules, while machine learning algorithms adapt to
recognize new phishing patterns more effectively [20].

2.4.1 URL-Based

URL-based detection focuses on analyzing various components and features of URL to identify phishing
attempts. Features such as URL length, domain information and subdomains are commonly used. This approach
offers a scalable solution since it does not rely on content analysis or heavy computational resources, making it
efficient for batch processing and periodic detection [21].
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2.4.2 Blacklist-Based

Blacklist-based detection blocks phishing sites by comparing URLs to a database of known malicious
websites. However, it cannot detect new phishing URLs which are not yet listed. All the matching backlist URLs
are denied, which prevents users from visiting them. Some methods also use Google’s PageRank to evaluate
website reliability [22]. Blacklist-based detection compares URLs against databases of known malicious sites. It
uses features like URL similarity analysis and integration with tools such as Google Safe Browsing. While it is
simple and effective for blocking known phishing URLs, it cannot detect new or zero-day attacks and requires
frequent updates [4].

2.4.3 Heuristic-Based

Heuristic-based detection uses predefined rules to classify URLs based on phishing indicators like IP
addresses, "@" symbols, disabled right-clicks and pop-ups requesting passwords [22]. Some rules also flag emails
with specific keywords or domains. While effective for known threats, it may fail against evolving phishing tactics
that do not match these patterns [23]. Heuristic-based detection relies on predefined rules to identify phishing
URLs. Key features include detecting IP addresses in domains, analyzing URL length, special characters and
anomalies in SSL certificates or favicons. It can spot new phishing patterns but has high false-positive rates and
limited scalability for advanced attacks [7].

2.4.4 Machine Learning-Based

Machine learning-based detection uses algorithms like Support Vector Machine (SVM) to classify URLs by
analyzing specific features. SVM is effective in finding boundaries between classes, distinguishing phishing from
legitimate URLs. The accuracy depends on the algorithm used, making SVM suitable for improving phishing
detection in this project [22]. Machine learning-based detection analyzes features like URL length, domain metrics,
HTTPS usage and query string parameters. It adapts to new phishing patterns with higher accuracy and fewer
false positives. However, it requires large datasets for training and is computationally intensive [24]. URL-based
detection is lightweight and scalable, avoiding deep content analysis. Machine learning enhances adaptability to
new phishing tactics, reduces false positives, and improves scalability by analyzing features like URL length,
subdomains, and HTTPS usage.

2.5 URL Features

We use the PhiUSIIL Phishing URL dataset, which is categorized into five feature groups such as URL
Structure, Domain Features, Character Analysis, Security Indicators and Content Analysis[9]. The PhiUSIIL dataset
includes 235,795 URLs, with 134,850 legitimate and 100,945 phishing. A balanced subset of 60,000 URLs. Total
of 30,000 URL for each class was selected from the UCI Repository for training and testing PhishBlocker
[91[17][25]. This subset, drawn from the larger PhiUSIIL dataset, ensures consistency and reliability without
mixing multiple datasets. The extracted features are listed in Table 2.

Table 2 Features extraction in the dataset [9]

No Category Features

1 URL Structure url_length, tld_length, domain_length

2 Domain Features no_of_subdomain, subdomain_length, has_ip

3 Character Analysis  digit_ratio, special_char_ratio, uppercase_ratio
4 Security Indicators  has_https, is_shortened, contains_at

5 Content Analysis keywords_in_domain, suspicious_patterns

2.6 Machine Learning Algorithms

Phishing detection increasingly relies on machine learning algorithms due to their ability to analyze and
classify URL features with high accuracy. This section explores three algorithms used in phishing detection such
as Support Vector Machine (SVM), Decision Trees (DT) and Random Forest (RF) [26]. SVM is a supervised learning
algorithm that classifies URLs by finding the optimal hyperplane to separate phishing and legitimate links. It uses
features like URL length, subdomains, and special characters, and is effective for both linear and non-linear data,
helping reduce false positives and improve accuracy [26]. DT classifies URLs using a tree structure with feature-
based splits, offering simple and interpretable results but is prone to overfitting. RF improves this by combining
multiple trees from random data subsets and uses majority voting for more reliable predictions [6]. While RF
handles high-dimensional data well, its computational requirements make it less practical for this project
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compared to the efficiency and adaptability of SVM [26]. SVM outperformed DT and RF by offering better accuracy,
efficiency, and handling of complex phishing patterns, with studies supporting its effectiveness in this domain.

2.7 Existing Phishing Detection Systems

This section discusses current phishing detection systems such as VirusTotal [27], CheckPhish [28] and
IsItHacked [27][28][29].

2.7.1 VirusTotal

VirusTotal is an online tool that scans files, URLs and IP addresses for threats using multiple antivirus
engines and data sources [27]VirusTotal detects malware, phishing, and suspicious URLs by comparing them
against known threat databases. Users can submit files, URLs, or IPs for analysis, with results aggregated from
multiple antivirus engines. It relies on signature-based detection, making it effective for known threats butless so
for zero-day attacks. VirusTotal does not use machine learning for phishing detection [27].

2.7.2 CheckPhish

CheckPhish isan Al-based tool designed to detect phishing URLs in real time [28]. CheckPhish analyzes URLs,
detects phishing sites, and builds a phishing database using Al and machine learning. It assigns risk scores based
on factors like domain age and SSL status, working without manual input. Its adaptive system effectively detects
evolving threats through automated analysis and database updates [28].

2.7.3 IsItHacked

Is It Hacked checks websites for signs of hacking, such as spam links, unauthorized redirects and malware
infections [29]. Is It Hacked assesses website security using rule-based detection to identify compromises like
content changes or unauthorized access. It doesn’t use machine learning but focuses on reporting breaches and
warning users about unsafe sites by scanning for modifications and redirect patterns [29].

2.8 Comparison Between Existing Systems and Proposed System

Table 3 shows a comparison between the existing systems such as VirusTotal [27], CheckPhish [28] and
IsItHacked [29] with the proposed system.

Table 3 Comparison Table Between Existing Systems with the Proposed System

Tools  VirusTotal CheckPhish IsItHacked Proposed System
Features
Dataset Multiple antivirus Automated Automated scans  PhiUSIIL Phishing
and cybersecurity phishing URL and user URL dataset from
sources detection, Bolster's  submissions (Not  UCI Machine
(Not defined) internal data (Not defined) Learning
defined) Repository [9]
Scan Files Yes No No No
Scan URL Yes Yes Yes Yes
Scan IP address Yes No No Yes
Technique Used Primarily Machine learning- Website scanning  Pattern analysis
blacklist-based based detection,no  and analysis and feature
manual input extraction
Machine Learning Yes (Not Defined) Yes (Not Defined) Yes (Not Defined) Support Vector
Algorithm Machine (SVM)
Heuristic rule-based No No Yes Yes
method
Archive URLs Yes No No Yes
Downloadable CSV No No No Yes
dataset

All systems share the capability to scan URLs, however, only the proposed system and VirusTotal provide an
archive feature for historical data. Unlike the others, the proposed system exclusively uses the PhiUSIIL dataset
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for training, ensuring higher adaptability to phishing patterns, while VirusTotal and CheckPhish rely on general
databases or internal data. The proposed system uses Support Vector Machine (SVM) for pattern analysis and
feature extraction, whereas VirusTotal primarily employs blacklist-based detection and CheckPhish uses machine
learning without defining specific algorithms. The proposed system is designed for high adaptability to new
phishing threats, unlike IsItHacked, which is limited in its ability to detect evolving threats. Additionally, only the
proposed system provides a comprehensive feature set, including classification results, historical data storage,
and report generation tailored to user needs.

3. Methodology

This section discusses the Object-Oriented analysis and Design (OOAD) model with five phases which are the
requirement phase, design phase, implementation phase, verification phase and maintenance phase.

3.1 Object-Oriented Analysis and Design Model

The object-oriented model was chosen for its structured, modular, and scalable design. It organizes
components like input handling, feature extraction, SVM classification, and output display into separate,
integrated modules. This approach simplifies updates, supports iterative development, and ensures adaptability
to evolving phishing threats. Fig. 2 and Table 4 illustrate the OOAD model and its phases [21].

| Implementation }/]

Maintenance

Fig. 2 Object-Oriented Analysis and Design (OOAD) model [18]

Table 4 Methodology Phases with Description

Phase Description Output

Requirement Establishing project goals, defining Defined functional and non-functional
system scope, reviewing phishing requirements, including URL validation,
patterns, and selecting tools (VirusTotal feature extraction, and accuracy goal (93%).
[27], CheckPhish [28], IsItHacked [29]). Chose PhiUSIIL dataset[9] with 60,000

balanced URLs.

Design Creating a modular system plan, Ul Modular system design, class diagrams,
mockups, and class diagrams for use planned components for input handling,
cases, class structures, and workflows. feature extraction, classification, and output

visualization.

Implementation Coding modules in Python using Flask, Developed system modules
implementing feature extraction, (data_preprocessing.py, scan_url.py,
classification, and a hybrid scoring phishing model_training.py), hybrid scoring
system. system, session management, and database

migrations.

Verification Performing unit and integration testing, Accuracy of 93%, precision, recall, F1-score,
followed by performance analysis using and Ul feedback incorporated from early
the 60k cleaned URL dataset. testers.

Maintenance Managing version-controlled updates, Ongoing updates, retraining capabilities,

retraining  support, and feature feature optimization, improved admin controls
optimization. Admin features for model for model tracking and log management.
tracking, user supervision, and log

management improved.
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3.2 Hardware and Software Requirements

The software and hardware requirements outline the tools and setup needed to run the phishing detection
system efficiently. It uses Python with Scikit-learn and Flask, and MySQL for data storage. The system runs
smoothly on at least an Intel i5 processor, 8 GB RAM, and 512 GB storage. Table 5 details the full specifications to
support development and operation.

Table 5 Software and Hardware Requirements for the Phishing Detection System

Software
Categories Requirement
Operating System Windows 11
Programming Language Python
Libraries Scikit-learn, Flask, Pandas, NumPy
Database MySQL
Development Environment Visual Studio Code
Web Browser Microsoft Edge
Web Development Framework Flask
Hardware
Categories Requirement
Laptop Model Dell Inspiron 15 5510
Processor Intel Core i5-11300H or higher
RAM 8 GB DDR4
Storage 512 GB SSD
Network Connectivity Wi-Fi 6
System Type 64-bit Operating System

4. System Analysis and Design

This section explains the analysis and design of the PhishBlocker Phishing Detection System, covering the system's
architecture, requirements, structure, database design, user interface and testing plans. It uses Use Case, UML
Class and Flowcharts to show how the system works, focusing on making a simple, reliable and easy to use system
that classifies phishing URLS.

4.1.1 System Architecture

Fig. 3 illustrates PhishBlocker's architecture, where submitted URLs are validated and analyzed for features
like length, subdomains, HTTPS, IP address, and special characters. The Classification module uses SVM and rule-
based checks to label URLs as phishing, legitimate, or suspicious. Results with confidence scores appear in the
Report Module, while the Performance Evaluation component tracks accuracy and stores data for future
retraining.

4.1.2 System Requirement

The system requirements cover the features, qualities, and technical specifications needed to develop and
run the phishing detection system effectively. These include functional and non-functional aspects, such as
performance, scalability and reliability.
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Fig. 3 System Architecture of PhishBlocker

4.1.2.1 Functional Requirement

The functional requirements cover key system tasks such as analyzing user-submitted URLs, validating
input, extracting features for example length, subdomains, HTTPS, and classifying them using SVM and rule-based
analysis. Results include confidence scores and are saved for future retraining. As outlined in Table 6, the system
also supports report generation, admin dataset updates, and archive management to enhance functionality and

user experience.

Table 6 Functional Requirement for the Phishing Detection System

No Functional
Requirement

Description

1  Input URL Validation
2 Feature Extraction

3 URL Classification

4  Display Results

5  Report Generation

6  Admin Access for

Dataset Updates

7  Archive Management

The system must allow users to input a URL and validate its format before
processing.

The system extracts key features from the input URL, such as URL length,
subdomains, special characters, and HTTPS usage.

The system must analyze the extracted features using the Support Vector
Machine (SVM) model to classify URLs.

The system must display the classification result (phishing, legitimate,
suspicious) along with a confidence score.

Automatically generates detailed reports containing scanned URL results,
confidence scores, and feature based analysis.

Admins must have access to update or upload new datasets to retrain the SVM
model and improve accuracy.

Enables users to view and manage archived scan results through the system
interface from previously scanned URLs.
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4.1.2.2 Non-Functional Requirement

Non-functional requirements ensure the system is accurate, fast, secure, scalable, and user-friendly. As
shown in Table 7, they cover performance, security, usability, reliability, and maintainability to support efficient
operation and future enhancements.

Table 7 Non-Functional Requirement for the Phishing Detection System

No Non-Functional
Requirement

Description

1 Performance The system must classify URLs and display results with minimal latency to

provide quick feedback

2 Scalability The system must be able to handle large datasets and increasing numbers of

URL submissions without performance degradation.

3 Security Utilizes encryption to securely store and transmit sensitive data, including user

credentials.

4  Usability Provides an intuitive interface, enabling both technical and non-technical users

to easily navigate and use the system.

5  Reliability Ensure consistent operation, handling unexpected errors gracefully and

providing accurate results.

6 Maintainability Uses modular components for easy debugging, updating and integration of

additional features.

4.2 System Analysis

The system analysis section explains the phishing detection system for users and admin like account
management and system monitoring. The system analysis is shown using case diagram, class diagram and
flowchart diagram.

4.2.1 Use Case Diagram

The Use Case Diagram shows system functions and interactions for general users and admins. Fig. 4(a) shows
admins can log in, manage users, delete user, manage profile, delete account, manage system logs and dashboard,
manage archive URL and log out while the general users in Fig. 4(b) can register and log in, forgot password,
manage profile, delete account, input URLs, view scan results, view scan history, view archive URL, view report
and log out. It highlights key functionalities for both user types.

Login

Manage Users

Delete User

Manage Profile

Admin

Delete Account

Forgot Password

HU00e

Manage System
Logs and
Dashboard

Manage Archive
URL

Register and Login
Forgot Password
Manage Profile

\. Delete Account
User

View Scan Results
View Scan History

View Archive URL

Fig. 4(a) Use Case Diagram for Admin

Fig. 4(b) Use Case Diagram for User
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4.2.2 Class Diagram

Fig. 5 shows the PhishBlocker class diagram, highlighting its main components. The user class handles
registration, login, and profile updates, while the scan class manages URL input, feature extraction, and
classification. The archive class stores results with metadata, and the report class generates scan summaries. The
admin class controls user management and dashboard access. The machineLearning class oversees model training
and updates, and the dataAccessLayer handles database operations. This modular design supports scalability,

organized development, and efficient data handling.

user
- usemame e
- password ¢
-email
archive
- pheneNo
- profile_picture - archiveResult
-role scan - confidence_score
- created_at AL —save result———» - limestamp
s URL- 3 - remark
+login() nputs - result - model_prediction
+ register() - Tule_score
+ updateProfie) +scanURL) ~model_confidence
+ resetPassword() + storeResult()
rd\smay +validateURL() + viewArchive()
+ detectURL() + deleteArchive()
report + classifyURL +exportCSV()
mansge - reportData it It
it process data
+ generateReport()
+ exportReport()
manag
dataAccessLayer
admin
profile machineLeaming - connection
-adminiD - queryResults
- userlD ‘manage- - usemame - model
- email - trainingData stores data—w conneciDB()
- phoneNo -performanceMetrics
+manageUsers() M exte_;:m_eoueDryg)
+ getTrainingDat
+ updateProfile() * viewDashboard() +trainModel() + storeScanResult()
+ changePassword() + retrainMOdel() + getArchiveURL()
+ evaluateModel()
+ loadTrainingModel()

Fig. 5 Class Diagram for PhishBlocker

4.2.3 Flowchart Diagram

Fig. 6 shows the PhishBlocker system flowchart, detailing the process from user registration to URL
classification. Users can register, log in, or reset passwords via a secure email link. Once logged in, the dashboard
provides access to features like URL scanning, scan history, archive management, and profile updates. Submitted
URLs are validated and analyzed using a hybrid model combining SVM and rule-based scoring. Results are
categorized as phishing, legitimate, or suspicious and displayed with a confidence score and detailed report. All
scan data is securely stored in the database. The system also supports continuous SVM retraining using stored

datasets to improve accuracy and adapt to evolving phishing threats.

Forgot
Password

Yes
nsert ana submit
users email

sends tokan via user
|email and raquire user to
change their password

T

No
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umu:_soJ

l i l l

Archive URL

Input and
scan URL

Support Vector
Machine Algorithm

Detect and
c witn

‘ Scan History ‘

| l l

lew sean histary View all user Update profile
‘with report scanned URL information and
changs password
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result (phishing,
lagitimate or
suspicious

Fig. 6 Flowchart Diagram for PhishBlocker
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The PhishBlocker database efficiently manages user authentication, URL scanning, and classification results
using multiple linked tables. The users table stores login credentials, while the archive_urls table holds scan
results, confidence scores, and extracted features for future analysis and model improvement. Key constraints like
primary or foreign keys, unique fields, and default values ensure data consistency. Unique identifiers for example
usernames, emails to prevent duplication, and timestamps log activities. This structured design supports smooth
data retrieval and reliable tracking of user actions and scans. Tables 8 and 9 detail the fields, data types, and

constraints for both tables, aiding development and testing.

Table 8 User Table for the PhishBlocker System

Field Name Data Type Description Constraints
user_id INTEGER Unique identifier for each user Primary Key, Auto-Increment
user
username VARCHAR(50) User’s login name Unique, Not Null
email VARCHAR(155) User’s email address Unique, Not Null
password VARCHAR(255) Encrypted password for user Not Null
authentication
phone_number VARCHAR(15) User’s contact number Unique, Not Null
profile_picture VARCHAR(255) File path of user’s profile image  Unique, Not Null
role ENUM(‘user’,’admin’) Role of the user in the system Default: ‘user’
created_at TIMESTAMP Account creation time Default: Default:
CURRENT_TIMESTAMP
Table 9 Archive URLs Table for the PhishBlocker System
Field Name Data Type Description Constraints
archive_id INTEGER Unique identifier for each user archived = Primary Key, Auto-
result Increment
user_id INTEGER Foreign key linking to the Users Table Not Null
url TEXT Submitted URL Not Null
classification VARCHAR(50)  Final Classification result of the URL Not Null
confidence_score FLOAT Final confidence score from model and Not Null
rule scoring
timestamp TIMESTAMP Time when the scan was submitted Default: Default:
CURRENT_TIMESTAMP
remark TEXT Explanation or safety message Not Null
url_length INTEGER Total length of the URL Not Null
no_of_digits_in_url INTEGER Count the digits present in the URL Not Null
location VARCHAR(255) Geolocation of the domain Not Null
ipaddress VARCHAR(255) IP address of the URL Not Null
model_prediction VARCHAR(255) Prediction label given the machine Not Null
learning model
rule_score VARCHAR(255) Score calculated using heuristic rules Not Null
model_confidence VARCHAR(255) Confidence of the model’s classification =~ Not Null
has_ip TINYINT(1) 1 if URL contains IP address, else 0 Not Null
url_entropy FLOAT Shannon entropy of the URL Not Null
domain_length INTEGER Length of the domain Not Null
no_of_subdomain INTEGER Number of subdomains Not Null
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Table 9 (cont.)

Field Name Data Type Description Constraints
contains_at TINYINT(1) 1if'@' symbol is found in the URL Not Null
contains_percent TINYINT(1) 1if'%' symbol is found Not Null
has_https TINYINT(1) 1 if URL uses HTTPS Default: 0
is_shortened TINYINT(1) 1if URL is shortened Default: 0
domain_exists TINYINT(1) 1 if domain exists Default: 0
domain_age_score TINYINT(1) Estimated domain age in days Not Null
has_valid_ssl TINYINT(1) 1 if SSL certificate is valid Not Null
redirect_count INTEGER Number of times the page redirects Default: 0
suspicious_redirect TINYINT(1) 1 if redirection behavior is suspicious Not Null
domain_changed TINYINT(1) 1 if domain in redirection differs Not Null
phishing keyword INTEGER Count of phishing-related keywords in Not Null
count URL
has_suspicious_tld TINYINT(1) 1 if Top-Level Domain is suspicious Not Null
resolved_url_length INTEGER Final resolved URL length Not Null

4.4 User Interface Design

The user interface of the PhishBlocker system is designed to be clean, user-friendly, and easy to navigate. As
shown in Fig. 7(a), the layout includes a sidebar menu for quick access to key sections such as the dashboard,
scanner, history, archive and profile. After logging in, users are welcomed with a dashboard that displays the
number of total scans and a summary of URL classifications. Fig. 7(b) shows the scanner page that allows users to
enter a URL for checking and presents the result with a clear label and confidence score as in Fig. 7(c). The scan
history section lists past scans with filtering options and export features as in Fig. 7(d). A public archive page as
in Fig. 7(e) shows scan results from all users, offering transparency and the ability to search and download data.
Users can also manage their profile by updating their email or password as in Fig. 7(f). Overall, the interface is
structured to support smooth interaction, whether viewing past scans, submitting new URLs, or managing

personal account details.

° Dashboard

Welcome back, llyas!

Monitor your security activity and manage your phishing protection

0 6 0 . Ca

Quick Actions

’ Profile Settings

a Scan URL View History n Archive URLs.

. URL Security Scanner . (.,

URL Security Scanner

® Howto Use

Ready to Scan

Fig. 7(a) User Dashboard for PhishBlocker

Fig. 7(b) URL Scanner for PhishBlocker
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¥ Filter & Search
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© EommaTe

o
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Fig. 7(c) Detail Analysis for PhishBlocker

Fig. 7(d) User Scan History for PhishBlocker

= = Public Archive . iiyes

Public Archive

9 all syshein scen esults fion el wsars

¥ Filter & Search

Search URL

@ Public Scan Resulls 03 resutts m
" - o > s ———.
N == e
— - yas . I 2025-08 [r—
0 s ® msams SN

. User Profile ‘ ryas

User Profile

8.

u May 16, 2025

Fig. 7(e) Public Archive URLs for PhishBlocker, where
it contains all the scan in the database

4.5 Test Plan

Fig. 7(f) User Profile page for PhishBlocker

This section outlines the test plan to evaluate the system's functionality, including homepage, login, URL
scanning, archive, and report generation. Usability and performance tests ensure responsiveness, navigation and

efficiency as shown in Table 10.

Table 10 Test Plan for the Phishing Detection System

No TestList Description

Actual Result

1 Homepage

Verify that the home page features, such as navigation to other

Pass/ Fail

Functionality sections and instructional content, function correctly.
2 Login & Assess the system's login and registration features for secure and Pass/ Fail
Registration seamless user authentication.
3 Scanning Process  Evaluate the initiation, validation, and completion of the URL Pass/ Fail
scanning process on the scanning page.
4  Archive Test the storage and retrieval of archived scan results for user Pass/ Fail
Functionality reference and system maintenance.
5 Report Generation Validate the system's ability to generate detailed reports Pass/ Fail
summarizing phishing statistics and user activity.
6  Usability Test Assess the overall user experience, including navigation, Pass/ Fail
responsiveness, and interface clarity.
7 Performance Test  Test the system's response time and efficiency under different Pass/ Fail
scenarios and workloads.
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5. Result and Discussion

This section presents the results and discussion of the PhishBlocker system, covering the implementation of
security, machine learning and scoring features, followed by the test outcomes from security verification, user
acceptance and API testing. The system was developed to enhance phishing detection accuracy while maintaining
a user-friendly interface and secure backend infrastructure.

5.1 Implementation of Security Properties

The PhishBlocker system integrates essential security features to ensure safe access and secure data
handling for all users. Passwords submitted during registration are not stored in plaintext; instead, they are
hashed using a custom hash_password() function that applies the SHA-256 algorithm, ensuring a consistent and
irreversible transformation. During login, the check_password() function compares the stored hash with the hash
of the input password, effectively validating credentials without revealing actual passwords, as illustrated in Fig.
8(a). This method prevents sensitive data exposure, even in the event of database breach. In addition, the system
enforces session management using Flask's built-in session functionality to securely maintain user login states.
To restrict unauthorized access, critical views such as the dashboard, profile, and scanning features are protected
using the @login_required decorator. For enhanced protection against cross-site request forgery (CSRF) attacks,
the system includes custom CSRF token generation through generate_csrf token(), validation via
validate_csrf_token(), and automatic injection into templates using @app.context_processor as shown in Fig. 8(b).
These mechanisms collectively uphold authentication integrity, user privacy, and overall system security
throughout the application lifecycle.

Expla
hash_password(password)
return hashlib.sha256(password.encode()).hexdigest()

tored_hash, input_password): Y oo

sred_hash == hash_password(input_password)
@app.context_pro

-_csrf_token():
csrf_token=generate_csrf_token)

Fig 8(a) Code Snippet of hash passwords Fig 8(b) Code Snippet of CSRF Tokens

5.2 Implementation of Machine Learning Properties

The PhishBlocker system uses a machine learning model to classify URLs as either phishing or legitimate
based on structured feature extraction. The Support Vector Machine (SVM) classifier implemented using the
Scikit-learn library. [t was chosen for its robustness and efficiency in handling binary classification problems. The
dataset, composed of both phishing and legitimate URLs, is preprocessed by the getInputArray(url) function,
which extracts over 22 features such as URL length, usage of HTTPS, subdomain presence, domain entropy, and
inclusion of suspicious or temporary keywords, as illustrated in Fig. 9(b). The features extracted are derived from
previous work which are then reused in PhishBlocker system [18]. The features are listed in Table 11 with each
description. These features are then separated from the target labels using Pandas and split into training and
testing sets with an 80:20 ratio to evaluate model generalization as shown in Fig. 9(a). The SVM is initialized with
a linear kernel and probability=True to enable confidence scoring. It is then trained using the fit() method and
tested on both datasets. Predictions are generated and converted to NumPy arrays to support further metric
evaluation. The resulting model achieved an accuracy of 93%, F1-score of 93%, recall of 90%, and a precision of
97%, on the test set. This training and prediction process is shown in Fig. 9(c). The finalized model is saved for
reuse, ensuring rapid and consistent classification during live URL scans.

X = data.drop{["url”, 1t"], axis=1)
y = data["result”

from sklear n train_test split

X train, X test, y train, y test = train_test split(X, y, test size = 8.2, random state = 42)
X_train.she y_train.shape, X test.shape, y test.shape

Fig 9(a) Code Snippet of splitting the dataset to training and testing
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svm = SVC{probability= , kernel="linear’, random_state=42)

result {Invalidu

result.append(UsingIp
result. append(

svm.fit(X train, y train)

result.
y_train_pre .predict(X_train)
y_test pred = predict(X test)

result.append(Extension(url))

result.appe ymbol(url))

result. e etDepth(url))
result. {queryParameters(url))
result.append(domainEntropy(url))
result.append({redirectin

p.array(y_train_pred)

result.: refixSu
result.append(SubDomains
result. end(Https(url))
result.append(tld{url))
result.:

training Da
test Data:

1 n training D
result. test Data:
result.:

result.append(suspiciousDomain

: Recall on training Data:
: Recall on test Data: 9.90

result.appe emporaryDomain( )
result.appe nglishLetters(url))
result. z ashUrl(url))
result.append(digitUrl{url))

Fig. 9(b) Code Snippet of feature extraction

Table 11 URL Features used in PhishBlocker

No Feature Shortened Description

1  Invalid URL Validates whether the URL format is correct.

2 UsingIP Checks if the URL uses an IP address instead of a domain.
3 Long URL Flags URLs that are unusually long.

4  Shortening Services Detect links from URL shorteners like bit.ly.

5 Extension Identify suspicious file extensions in the URL.

6  Symbol Checks for odd or uncommon symbols in the URL.

7  Depth Counts how many directory levels the URL contains.

8  Query Parameters Looks for strange or excessive query strings.

9  Domain Entropy Measures domain complexity or randomness.

10 Redirection Detects multiple slashes or redirect patterns.

11  Prefix Suffix Flags domain using extra separators like dashes.

12 SubDomains Checks for too many subdomains in the URL.

13 HTTPS Confirms if the URL begins with “https.”

14 TLD Detects use uncommon or suspicious domain endings.
15 Non-standard Port Flags URLs that use ports other than 80 or 443.

16 HTTPS Domain URL Finds fake “https” text placed inside domain names.
17  Suspicious Domain Identifies domains linked to phishing or scams.

18 Temporary Domain Detects use of disposable or short-term domains.

19 English Letters Flags use of non-English characters in the URL.

20 Dash URL Detect URLs with too many hyphens.

21 Digit URL Flags URLs that contain excessive numeric characters.

5.3 Implementation of Scoring Mechanism Properties

PhishBlocker uses a hybrid scoring system that combines machine learning with rule-based logic to detect
phishing URLs. When a user submits a URL, it is first analyzed by a trained Support Vector Machine (SVM) model,
which generates a probability score using the predict_proba() method, indicating the likelihood of the URL being
phishing or legitimate. This score is then complemented by a rule-based system that starts at 100 and deducts
points based on over 30 risk-related features, such as IP address usage, suspicious characters, subdomains, recent
domain age, and SSL validity, as shown in Fig. 10(a). Traits like missing domain info, unusual top-level domains,
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and phishing-related keywords are heavily penalized. The final score is a weighted combination of 60% from the
SVM model and 40% from the rule-based logic with additional penalties for high-risk indicators. Based on the final
score, URLs are classified as legitimate if score more than equal to 70, suspicious if score less than 70 and more
than equal to 50, or phishing if score is less than 50, as outlined in Table 12. The classification process is illustrated
in Fig. 10(b), and the system stores the result with a brief remark and displays it to the user to support informed
decision-making.

Table 12 Scoring Mechanism

Statement score > =70 score<70 and score >=50  score<50

Result Legitimate Suspicious Phishing

= float(calculate_url_s: @ , prediction))

108, "deduct”: 3},

click

Fig. 10(a) Snippet code for the rule-based scoring Fig. 10(b) Snippet code for the hybrid consensus
logic combining SVM and rule score

5.4 Application Programming Interface (API) Testing for Domain Validation

The PhishBlocker system includes several RESTful API endpoints to support real-time phishing detection. A
key endpoint is /api/validate_domain, which handles POST requests with a URL payload. This endpoint validates
the URL’s format and structure, including its length and use of HTTP or HTTPS protocols, as shown in Fig. 11(a).
After validation, the domain is evaluated using a hybrid approach that combines machine learning predictions
with a rule-based scoring system. Starting from a base score of 100, the system deducts points for over 30
phishing-related features such as newly registered domains, expired SSL certificates, blacklisted subdomains,
suspicious keywords, and excessive redirects. The final classification legitimate, suspicious, or phishing is based
on the adjusted score and confidence level. The frontend then uses JavaScript to fetch the risk score and validation
results, updating the interface in real time with custom messages, as illustrated in Fig. 11(b). This visual feedback
helps users make informed decisions by displaying outcomes like “Domain appears legitimate” or “High risk,”
depending on domain age and SSL status. Examples of these classification results are shown in Fig. 11(c) to 11(f),
covering trusted domains like Google and Bing, as well as suspicious and high-risk cases.
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data = request.

data

url.strip()}

, url, re.IGNORECASE):

N

in{url

&8 data.risk

data.risk_sc

Fig. 11(a) Code Snippet performing server-side URL
and format validation

Fig. 11(b) Code Snippet fetch function for
calling the validation API

@ Enter URL to Scan

[hltp5:/‘]0aixagera\netsacuraptcomfptfjf j

High risk - Multiple suspicious indicators detected (Risk Score:
85%) - Domain exists but website is unreachable, Very new
demain (10 days old), Invalid or expired SSL certificate

@ Enter URL to Scan

[ https://www.bing.com/search?q=what+is+aj ] m

‘ ° Domain appears legitimate (E2 Established: 29 years old) ‘

Fig. 11(c) Output for high-risk domain with multiple
indicators detected

Fig. 11(d) Output for legitimate domains

@ Enter URL to Scan

http://34.142.170.50/09

Suspicious - Some risk factors identified (Risk Score: 40%) -
Domain exists but website is unreachable

@ Enter URL to Scan

B

‘ ° Domain appears legitimate ([ Established: 28 years old) ‘

[ https://www.google.com/

Fig. 11(e) Output for suspicious domain that is
unreachable

5.5 Security Checklist Result

Fig. 11(f) Output for legitimate domains

Table 13 presents the results of a security checklist used to assess the security properties implemented in
the PhishBlocker system. The system meets all the listed criteria, demonstrating its commitment to ensuring
secure access, protecting sensitive user data, and enforcing proper access control. The checklist reflects practical
implementations such as hashed password storage, session control, form validation, and role-based restrictions.

Table 13 Security Checklist result for PhishBlocker

No Checklist Actual Result
1  Passwords are securely hashed using generate_password_hash() before storage Pass
2 Access to protected pages is restricted by using proper access control for authentication Pass
3 Limit role-based access ensures administrative features are only accessible to admins Pass
4  Sensitive user information is handled securely, with no plain-text data stored at rest Pass
5  Alluser inputs are validated and protected with CSRF tokens to prevent attacks Pass
6 User sessions are properly terminated to prevent misuse Pass




Applied Information Technology and Computer Science Vol. 6 No. 2 (2025) p. 772-792

789

5.6 User Acceptance Testing (UAT) Result

A User Acceptance Testing (UAT) form was used to evaluate PhishBlocker’s functionality from both the
admin and user perspectives. As shown in Table 14, responses were collected from 15 participants through a
structured Google Form consisting of yes-or-no questions. The respondents came from diverse backgrounds,
including Computer Science students, FSKTM students, Information Technology students, Engineering
Technology students, general students, as well as a professional and a domestic manager. All UAT criteria were

successfully met by the system. Appendix A provides details of the data collection method.

Table 14 User Acceptance Testing (UAT) result for PhishBlocker

Description Expected Result Actual
Result

Admin login with valid credentials Admin access the dashboard without = Pass
errors

Admin manages users on Manage Users page Admin manages users accounts Pass
without errors

Admin can access the archive URLs in the Archive URL Admin manages archive URLs Pass

page without errors

Admin can download full CSV from the Archive URL page Admin able to download full CSV file =~ Pass
without errors

Admin updates profile on Profile page Profile updates successfully Pass

Admin change password on Profile page Admin changes password Pass
successfully

Admin logs out from the system Admin terminates session without Pass
errors

User registers and logs in with valid information User registers and logs in successfully Pass

User password reset via Forgot Password page User resets password successfully Pass

Users submit URL in the Scan URL page User scanned URL successfully Pass

User views the report on the Scan URL page The detailed report shown Pass
successfully

User updates profile information on Profile page Profile updates successfully Pass

User change their password on Profile page Passwords change successfully Pass

User views their scan history and archive URLs both on The archive URLs shown all the URL Pass

Scan History and Archive URL page scanned successfully

User logs out from the system User terminates session without Pass

errors

6. Conclusion

This project developed a phishing detection system called PhishBlocker, which uses a combination of Support
Vector Machine (SVM) and rule-based scoring to identify whether a URL is legitimate or a phishing attempt. By
looking at important URL features such as length, subdomains, special characters, and domain age, the system can
catch patterns commonly used in phishing. Built using an object-oriented approach, the system was designed in
clear phases, starting from planning and design to implementation and testing, making it easy to maintain and
improve. A cleaned and balanced dataset from Kaggle and GitHub was used to train the SVM model, helping the
system achieve 93% accuracy while reducing false alarms compared to traditional blacklist or basic rule-based
tools. The platform includes useful features like URL validation, detailed result reports, archived history, and
admin controls, all within a clean and user-friendly interface. Based on the testing and feedback, PhishBlocker
proved to be reliable, effective, and ready to support safer online browsing.
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Appendix A: User Acceptance Testing (UAT) Result for Admin and User Side Modules

Fig. A.1 shows the result of user acceptance testing for admin side modules.

ADMIN SIDE MODULES TESTING

Can you log out from the system I
Can you update profile and..

Can you download the full CSV..
Can you view the archived URLs..
Can you navigate to the Archive.. - es
Can you view user details and.
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Can you see the statistic for..

Does the admin dashboard shows..

Can you log in to the system.
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Fig A.1 The UAT Result of Admin Side

Fig. A.2 shows the result of user acceptance testing for user side modules.

USER SIDE MODULES TESTING
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Fig A.2 The UAT Result of User Side

Penerbit
UTHM



