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Available online: 30 June 2026 travel at anytime and anywhere. However, traditional centralized

vehicle rental platforms possess several problems including high
intermediary fees and risk of disputation over rental agreements. The

Keywords project aims to develop a partially decentralized blockchain-based
Vehicle Rental System, Blockchain vehicle rental system using Ethereum to provide a transparent,
Technology, Smart Contract immutable rental service with minimal third-party involvement. Agile

methodology is used to develop this system. Blockchain is implemented
in the system to store smart contracts and transaction information to
ensure immutability and tamper-proof agreements. The system
successfully developed modules including registration, login,
dashboard, chat, search, vehicle details, rent, review and rate, post
module, rental record, damage report, damage report management, and
admin management modules. The system successfully passed the
designed test plan and security checklist to ensure both functionality
and security of the system. The developed system will foster trust
among users by ensuring tamper-proof agreements, efficient payments,
and reduced costs. Future work can be done to integrate advanced
features such as integrating common payment methods and launch on
Mininet to further enhance the system's utility.

1. Introduction

Nowadays, vehicles such as cars and motorbikes have become one of the most important modes of travelling in
people's daily lives, especially in Malaysia due to lack of accessible public transport in most areas. Hence, vehicle
rental companies emerge by offering short-term rental services to people, providing a more convenient and
comfortable way of travelling for short periods of time. However, the existing vehicle rental systems possesses
weaknesses which lower the trust from stakeholders. New technologies such as blockchain and smart contracts
therefore need to be applied in current vehicle rental system to address the weaknesses and brings better
experience to stakeholders.

The existing vehicle rental system has shortcomings that cannot be ignored. Current vehicle rental system
consists of several weaknesses in both operational of the business and system structure. Firstly, traditional
vehicle rental services are provided through manual management which could lead to human errors such as
incorrect or missing record, causing challenges in tracking agreements. Moreover, digitalized vehicle rental
services typically require a centralized platform to manage and assist in transactions between renters and
owners. For example, Easybook.com which is owned by a company acts as an intermediary between renter and
owners [1]. This can lead to high intermediary fees, lack of trust between parties, delayed transactions, and
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possibilities to fraud. In addition, renters and owners often face disputes over rental agreements due to the
absence of transparent, tamper-proof contracts. These problems result in low trust from the stakeholders
including both renters and owners. Owners will hesitate whether to rent out their vehicles due to fear of not
getting paid or only paid in small amount whereas renters are concerned about hidden fees that could result in
loss of money. Furthermore, existing blockchain-based vehicle rental system utilize owns or less popular
cryptocurrency for payment, causing inconvenience and extra cost for users.

This project aims to develop a user-friendly vehicle rental system integrated with blockchain technology
and smart contracts. The proposed system aims to provide peer-to-peer vehicle rental service in which guest or
renters can rent a vehicle, and hosts or owners can rent out vehicles through the system. Hence, the system
allows vehicle registration, vehicle rental, payment and other modules required to ensure the functionalities of
the proposed system. Integration of smart contracts automates the rental processes, and blockchain ensures the
immutability of the transaction data and smart contracts, and transparency of the rental processes.

2. Related Work

This section will discuss and explain the literature review done on related topics including vehicle rental system,
blockchain technology, smart contract, existing systems and comparison between the existing systems and
proposed system.

2.1 Vehicle Rental System

A rental service is one where customers come to seek the rental of a rental unit whereas vehicle rental
service is a service that provided the customers with an option to temporarily rent a vehicle for short term use
at an agreed amount of fee [2]. Traditional vehicle rental services lack systematic management, and the rental
processes are done manually which in turn lead to high risks for both owners and renters due to lack of proper
handling of rental records. Vehicle rental system without implementation of blockchain usually relies on
centralized platform which means a third party takes control of the platform and acts as intermediary between
owners and renters. This results in high intermediary fees and hidden fees collected from both owners and
renters. For example, Hertz which is an American car rental company charges $118 for fuel, which was more
than the actual cost to fill the tank [3]. These centralized systems or platforms usually store users’ sensitive
information such as credit card numbers and personal details. This brings the risk of security issues such as data
breach which would cause loss for both users and service providers.

2.2 Blockchain Technology

Blockchain technology gained popularity after Satoshi Nakamoto published a paper which explained the
concept of Bitcoin and the underlying technology, blockchain. Blockchain is a distributed, decentralized, public
ledger for securely exchanging digital currency and transaction information [4]. Blockchain is supported by
main technologies including distributed database, consensus algorithm and secure cryptographic protocol [5].
These technologies allow blockchain to have key characteristics such as decentralization, transparency, tamper
proof and security.

The distributed structure of blockchain enables the blockchain to run on itself without the management by
third-party. All nodes across the blockchain have equal rights and power to monitor, validate and verify the
transactions and added it into blockchain. The transparency of the blockchain is also assured due to the
decentralization characteristic. Consensus mechanism ensures the validity of every block and reject the
tampered blockchain, resulting in the tamper proof characteristic of blockchain. This enables the development of
decentralized vehicle rental system that offers transparent rental service in this project.

Ethereum is a decentralized blockchain platform that allows developers to create, test and deploy
blockchain and smart contracts integrated with decentralized Application (dApp). In the development of project,
Ethereum usually works together with Truffle Suite including Ganache and Truffle to aid in rapid development
and testing of the dApps. Truffle Suite simplifies the complex processes associated with Blockchain development,
offering features like automated contract testing, network management for deploying to any number of public
and private networks, and an interactive console for direct contract communication [6]. Hence, Ethereum and
Truffle Suite is utilized in this project to aid in the development of vehicle rental system integrated with
blockchain technology and deployment of smart contracts. Truffle is used to create, test and manage the smart
contract of the system proposed and the smart contract is then deployed to the Ethereum for execution. Ganache
provides a personal Ethereum blockchain for testing the proposed system without requiring real costs or using
live networks.
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2.3 Smart contract

Smart contract is digital contract written in programming language which will execute automatically when
the pre-defined conditions and agreements are met [7]. A smart contract is usually stored in blockchain and
inherits the immutable characteristic of blockchain. This ensures that nobody can change the agreements to gain
personal interest after a smart contract is deployed and in turn, protecting the interest of the individuals who
are involved in the smart contract. Unlike traditional contracts which need a trustable intermediary is needed to
facilitate and verify the agreements and monitor the process, smart contract is decentralized and executed
automatically without the involvement of third-party. This increases the transparency of the transactions and
increases trust among those who are involved in smart contracts.

By deploying a smart contract instead of using traditional contract in the proposed system, several
advantages can be achieved. Firstly, smart contract is store in blockchain and immutable, it reduces the risk of
contents of the contract such as agreements being tampered. In addition, all transactions are traceable because
the records are stored and copied to all nodes on the blockchain. Secondly, the costs decrease as there is no
intermediary fees and services fees for third-party such as agent or bank and increases the efficiency of business
process. The automation of smart contracts allows the agreements to execute automatically reduces the delays
which often occurs in traditional way.

2.4 Easybook.com

Easybook.com is a one stop-platform founded in 2006 which sells bus tickets in Malaysia and Singapore [1].
Besides providing bus ticket booking services, Easybook.com now has added more features including car rental
service, ferry ticket and train ticket booking service and parcel delivery service. The goal of Easybook.com is to
constantly provide the best service for all of their customers.

Users can register and login in the Easybook.com website. For car rental service, Easybook.com providing
search function for user to search for desired car based on location, date, and time. The details of car including
image, car information, rate, company, location, and price will be displayed. User can proceed to fill up the rental
reservation form to rent a car. The payment methods include online banking, credit or debit card and e-wallet.

2.5 Moovby

Moovby is the largest peer-to-peer car-sharing service in Malaysia founded in 2018. Moovby allows
customers to rent vehicles from a network of local hosts within the community and aims to provide convenient
24 /7 access to shared cars nearby in big cities in Malaysia [8]. The webpage of Moovby provides register and
login functions, search function based on location, date and time, results page listing available vehicles and car
details page. However, users will need to download Moovby app for making payment using credit or debit card.
In addition, as a peer-to-peer car-sharing platform, users can sign up as a host to rent their car on the website.

2.6 Car Rental Blockchain System

This is a car rental blockchain system published on GitHub which smart contracts to create decentralized
car rental company. [9] User can rent a car after depositing small amount of eth (GeroliETH) on contract address.
A timer is used in the system which will start counting how long does the user rent the car before dropping off.
User is only allowed to rent one vehicle at a time. The system will calculate the total cost after the car is dropped
off. User can pay for the rental whenever they want, and user is not allowed to rent another car before the
payment is made. The currency used in this system is GeorliETH.

2.7 Comparison with Existing Systems

Table 1 shows the comparison between the existing systems including Easybooking.com, Moovby, Car
Rental Blockchain System and the proposed system. All existing system and proposed system provided a login
page for users to login into the system. The currency accepted by Easybook.com and Moovby is Ringgit Malaysia
(RM) and for Car Rental Blockchain System on GitHub is GeorliETH which is a type of cryptocurrency whereas in
the proposed system, world second largest cryptocurrency Ether is accepted for payment. Cryptocurrency
eliminates the troublesome of exchanging between different types of payment methods and is more secure as
the transaction data is stored in the blockchain as compared to using Ringgit Malaysia. Besides, GeorliETH used
by Car Rental Blockchain System on GitHub is less popular and mainly use as testnet instead of having real-
money value. For Business model, Car Rental Blockchain System on GitHub and Easybooking.com provide peer-
to-business model whereas Moovby and the proposed system provide peer-to-peer which fulfil the
requirements for vehicle owners to rent their car through the system. In addition, both Car Rental Blockchain
System on GitHub and the proposed system applied blockchain technology and smart contracts to ensure
immutability and transparency of the transaction as compared to Easybooking.com and Moovby which do not
apply blockchain and smart contract. Both Car Rental Blockchain System on GitHub and the proposed system are
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decentralized platform which reduce hidden costs and risk of fraud by eliminating third party involvement as
compared to Easybooking.com and Moovby which are centralized platform controlled by third party. Lastly, for
Easybooking.com, Moovby and the proposed system require payments before the rental of the vehicle whereas
the Car Rental Blockchain System on GitHub require payment after the rental and user is allowed to choose
when the payment is made. This increases the risks of no payment made after rental process. Overall, the
proposed system shows improvement by implementing blockchain technology and smart contracts, and
accepting popular cryptocurrency, Ether for payment.

Table 1 Comparison with Existing Systems

Features Easybooking.com [1]  Moovby [9] Car Rental Blockchain Proposed System
System [10]

Login Page Provided Provided Provided Provided
GeorliETH

Accepted Ringgit Malaysia Ringgit Malaysia Ether

Currency (Cryptocurrency) (Cryptocurrency)

Business Model Peer-to-Business Peer-to-Peer Peer-to-Business Peer-to-Peer

Blockchain . . . .

Technology Not applied Not applied Applied Applied

Smart Contract  Not applied Not applied Applied Applied

Database Centralized Centralized Decentralized Decentralized

Payment Payment made Payment made Payment made after Payment made

before rental before rental rental before rental

3. Methodology

This section will discuss the methodology implemented which is Agile methodology in the development of the
proposed system. Agile Methodology consists of requirement, design, development, testing, deployment and
review.

3.1 Agile Methodology

Agile Methodology, which is founded by Ken Schwaber and Jeff Sutherland in 2001 is used in the
development of the proposed system. The purposes of the Agile methodology are to guide developers in
software development, streamlining the process of software development and allowing the development team to
manage their project in a more flexible way [12]. Fig. 1 shows the phases involved in Agile Methodology. There
are 6 phases including requirements, design, development, testing, deployment, and review. Agile methodology
can be iterative, which means a developer can revisit and refine the phases when the requirements of the project
changed and some changes need to be made in the particular phase.

Fig. 1 Agile Software Development Diagram [13]

The first phase is requirement phase where all requirements needed for the project is collected and
documented. In this phase, the stakeholders of the system are identified as the vehicle owners who want to rent
their vehicle and the renters who want to rent a vehicle for own usage. Next, the requirements are collected
through observing and examining existing system, identifying the problems and possible improvements which
can be made in this project. Based on the analysis of the existing system and the requirements collected, the
objectives and the scopes of the system are defined.

In the Design Phase, an Object-Oriented approach is used for the development of the proposed system.
System requirements are documented and system is designed using Unified Modelling Language (UML)
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diagrams such as use-case diagram, sequence diagram, activity diagram, class diagram, and system flow charts.
The system architecture is designed, and database design is planned by developing data dictionary. Wireframes
are illustrated to design the system's interfaces. Test plan and User Acceptance Testing form are developed for
future use.

The development phase includes the implementation of the system proposed based on the design created in
the previous design phase. During this phase, several important steps are involved. Firstly, a database is created
by using phpMyAdmin through SQL statements based on the data dictionary developed. The system interfaces
are developed using HTML and CSS, while JavaScript makes the interfaces interactive and responsive. PHP and
Node.js ensures the interfaces relate to and can access the database for inserting and retrieving data. Blockchain
technology and smart contracts are integrated using tools like Ganache and Solidity, and security features are
applied to enhance system security.

The testing phase involves the evaluation of the functionality of the developed system to ensure the system
developed meets the requirements defined. During this phase, system testing, security testing, and User
Acceptance Testing are carried out to ensure system'’s functionality and users’ satisfaction. This helps in discover
the weaknesses of the system in usability, functionality and security. Based on the results of this phase, the
requirements of this project may change and revisit previous phase for adjustment due to the iterative
characteristic of Agile methodology.

In deploying phase, the system developed will be deployed and published. Users are allowed to use the
system developed in this phase. Hence, several steps must be done to ensure smooth user experience for the
system developed. Firstly, the system and necessary applications should be installed and configure. In addition,
user manual or user guide is developed to guide user through the system and the functions of the system.
Moreover, any enhancement and adjustment on identified problems and issues can be made to improve the
system’s functionality and usability.

In the reviewing phase, the feedback is collected from the stakeholders including the clients and the users.
Furthermore, the performance of the system is evaluated to check if it meets the requirements and objectives
defined for the project and fulfils users’ expectations. This is to ensure the system developed meets the
stakeholders’ needs and further improvement can be made based on the problems identified.

4. Analysis and Design

This section will present and explain the processes and works developed for analysis and design of the proposed
system. Object-Oriented approach is used in the development of the proposed system. System requirements,
Unified Modelling Language (UML) diagrams, system architecture, database design, interface design are defined
and illustrated in this section.

4.1 System Development Workflow

Table 2 shows the tasks completed in each phase and the outcome produces. This outlines the flow of
developing the proposed system.

Table 2 System Development Workflow

Phase Task Output
Requirement e [nvestigate existing system to identify requirements e Requirement document
Phase ¢ Define objectives and scopes based on the
requirement gathered
Designing Phase ¢ Design a system architecture e System architecture
o Draw wireframe for all interfaces of the system o System design
proposed o User interface design
e Draw user case diagram e Database design
e Draw sequence diagram e Test plan
e Draw activity diagram e User Acceptance Testing
e Draw class diagram form

e Draw system flow chart

¢ Develop data dictionary

e Prepare test plan and User Acceptance Testing
(UAT) form
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Table 2 (cont)
Phase Task Output
Developing e Write code for user interfaces using HTML e User Interface
Phase and CSS. ¢ Database
e Write code for accessing data using php. ¢ Blockchain and Smart Contract
e Write code for making interfaces interactive e Full system
and responsive using JavaScript.
¢ Create database
e Write code for integrating blockchain and
smart contract to the system
Testing Phase e Test system usability e Test plan
e Test system security e User Acceptance Testing form
Deploying e Install system and necessary applications o Installed system
Phase e Configure. setting ¢ Usable system

Review Phase

o Write user guide
e Collect feedback from stakeholders
e Identify problems for improvement

e User guide
e Possible improvement based on
identified problems

4.2 System Requirements

Analyzing system requirements is an important step in the development of a system which can determines

the success or failure of the developed system. This is because this step involves identifying and defining the
requirements to be met by the system to ensure the developed system can fulfil user’s expectation. Table 3
shows the functional requirements and Table 4 shows the non-functional requirements of the proposed system.

Table 3 Functional Requirements

No. User Modules Description
1.  Login / Register o The system should allow users to register by filling in the registration form.
Modules o The system should allow users to login using email and password.
1.  Login / Register o The system should alert users to invalid input.
Modules e The system should alert users to wrong credentials.
o The system should redirect users to login page after successful registration.
o The system should redirect users to home page after successful login.
2. Search Module o The system should allow users to search vehicles based on location, start date and
end date.
o The system should list the vehicles that fulfill searching conditions selected by
users.
3. Vehicle Details o The system should show users the images, model, rates, and price of a vehicle to
Module the users.
4.  Review and Rate o The system should allow user to rate and write review about the rental
Module experience after the rental period ended.
Chat Module o The system should allow users to communicate with each other.
Rent Module o The system should allow user to rent a vehicle by providing personal information.
Post Module e The system should allow users to post the vehicles details including model,
images, description, and prices.
8.  Rental Record e The system should allow users to view and manage rental record.

Module
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Table 4 Non-functional Requirements

1214

No. Requirements

Description

Operational
2. Performance

3. Security

e The system should be able for use at any time.

o The system should be user friendly

¢ The user can only access their own accounts with correct email and password.

¢ Blockchain technology should ensure the transaction data and smart contract’s

integrity.

4.3 System Analysis

System analysis is a method of determining system performance under the assumption that the system
structure is known [13]. During system analysis, the system is examined, and the requirements and
functionalities of the system us identified and documented by using Unified Modelling Language (UML).

Fig. 2 shows the use-case diagram of the proposed system. A guest can perform tasks such as register, login,
chat with hosts, update user profile, search vehicle, rent vehicle, rate, and write review. A host can register, login,
chat with guests, update user profile, post vehicles, and view rental records. An admin can login, resolve damage
report, add new admin and remove admin. Fig. 3 shows the class diagram for the proposed system. Fig. 3 shows
the class diagram. There are nine classes in the class diagram including Guest, Host, Vehicle, Rent, Payment,
Review, Auth, ChatRoom and Message classes. Each class contains attributes and methods required.

Renters

Chat with rentersiowners
Update user profile
Rent Vehicle
Rate and Review

Post vehicle

View rental records

Admins

Guest

Resolve
Damage Repo

Add new admin

Remove admin

Db

(a)

(b)

Fig. 2 Use Case Diagram(a) Use Case Diagram for Guest and Host; (b) Use Case Diagram for Admin
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Chat
+chatID: int
+ sender_id: int
1.* X o 1.%
+ receiver_id: int
+ role: enum sends
sends R
+ message : String _
Guest Host Vehicle
K + timestamp : datetime ) - -
+ GuestID: int 1 + HostlD: int + VehiclelD: int
+ FirstName: varchar(255) 3 + FirstName: varchar(255) + HostlD: int
+ LastName: varchar(255) Admin + LastName: varchar(255) + Model: varchar(255)
+ Email: varchar(255) + AdminlD: int + Email: varchar(255) + Brand: varchar(255)
+ PhoneNumber: varchar(15) + FirstName: varchar(50) + PhoneNumber: varchar(15) + Price: decimal(10,2)
+ LicenseNum: varchar(50) + LastName: varchar(50) + PasswordHash: + State: varchar(255)
varchar(255) .
+ LicenselmagePath: + Email: varchar(100) + CreatedAt: timestamp + District: varchar(255)
varchar(255) .
+ PasswordHash: + LicensePlate: varchar(50)
+ LicenselmageEncryptionKey: varchar(255) + ethereum_address:
varchar(255) varchar(42) + Transmission: enum
+ CreatedAt: timestamp + Profilelmage: varchar(255) .
+ PasswordHash: + Description: text
varchar(255) handles | ! + VehicleOwnershipPath: posts
) . varchar(255) 1 1+ ImageURL: varchar(2083)
+ CreatedAt: timestamp 1. 7
DamageReports + VehicleOwnershipKey + AvailabilityStatus: enum
+ ethereum_address: varchar(255) .
varchar(42) + ReportlD: int + CreatedAt: timestamp
i . + RoadTaxPath: varchar(255
+ Profilelmage: varchar(255) + RecordID: int (255) + UpdatedAt: timestamp
1 + RoadTaxKey: varchar(255) .
+ HostlD: int + AvailabilityStart: date
+ InsurancePath: varchar(255)
+ GuestlD: int + AvailabilityEnd: date
+ InsuranceKey: varchar(255) 1
+ AdminID: int
1
+ Description: text makes
-
+ ImagePaths: longtext
makes + Status: enum
+ AdminNotes: text involves
+ CreatedAt: timestamp
+ ResolvedAt: timestamp RentalRecord
0.1 + RecordID: int
0.+
+ GuestID: int
+ VehiclelD: int Review
associates
1 | + StartDate: date + ReviewlID: int
+ EndDate: date writes + RecordID: int
= | + TotalPrice: decimal(10,2) 4 0..1| + Rating: int
+guest_address: + ReviewText: text
varchar(255)
+ CreatedAt: timestamp
+ host_address: varchar(255)
+ BlockchainHash:
varchar(255)
+ Status: enum
+ CreatedAt: timestamp

Fig 3. Class Diagram

4.4 System Design

Fig. 4(a) shows the system’s architecture. First, the users can register and log in as guests, hosts or admins.
For guest, the user can search and browse for suitable vehicles, chat with the host for more details of the vehicle
or rental process. The guests can then proceed to make payment with cryptocurrency e-wallet to rent a vehicle.
Once the transaction is complete, a smart contract is created which will hold the payment until the rental period
end. Both transaction data and smart contract will be stored in the blockchain. The guests will be reminded to
reach out to the owner through chatting module to confirm details such as location to collect and return the
vehicle. When the rental period end, the guest can complete the rental manually or the system will autocomplete
the rental after waiting for 30 seconds in case the guest forgot to complete rental. Now, the system will wait for
another 60 seconds for host to check on the vehicles’ conditions and decide whether to make a damage report.
Both durations should be 24 hours in production, however for demonstration purposes, the durations are set to
a shorter time. If no damage report is made, the smart contract will proceed to fund releasing stage. If a damage
report is made, the fund will continue to be held by the smart contract until admin makes decision on approving
or rejecting the damage report. Based on the admin's decision, the fund will be released by smart contract.
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Fig. 4(b) shows the fund release mechanism, if no damage report is made, a deposit equal to 20% of the
guest's payment amount will be released to the guest and 80% of the payment amount will be released to the
host. If the damage report is approved, all funds which is 100% of payment amount will be released to the host.
If damage report is rejected, 20% of the payment amount will be released to the guest whereas the remaining
80% will be refunded to the host.

Proposed Architecture

Guests Hosts Admin
Blockchain
D
/@ ) @
o2
Register / Login o Register / Login Login
Search and view Vehicle lists \
Chat to Host for more details Storesin Posts vehicle with details Approve Reject
~> Damage Damage
View vehicle details Stores in Report Report
Smart Contracts View rental record
Rent Vehicle l
2
l 2p Update Rental
Rental process end
Payment w Status
with e-wallet L \iioldjpayment l
‘Check vehicle
Rental created condition i
System autocomplete Wait for 60
rental after waiting for 30 seconds for | Nodamage Make damage :
seconds or user complete host to make report report
manually damage report |
Rate and Review
l Release fund
Receive fund based on Rental———— Receive fund
status
(a)

Fund Release Mechanism

Smart Contracts
E Holding fund
I,:’.%\\

No damage Damage Report Damage Report
report made Approved Rejected
Deposit(20%) . Deposit(20%)

release to Guest, All fund(100%) release to Guest,
Fees(80%) release release to Host Fees(80%) release
to Host to Host
(b)

Fig. 4 System Architecture(a) System Architecture; (b) Fund Release Mechanism

Fig. 5(a) shows the interface design of guest dashboard. Guest will be directed to this page after login
successfully and can proceed to perform search vehicle function or other tasks. Fig. 5(b) shows the search
results page which displays lists of vehicles matched with the searching criteria. Host will be directed to this
page after login successfully and can proceed to perform post new vehicle function or other tasks. Fig. 6(a)
shows the interface design of host dashboard. Fig. 6(b) shows the vehicle lists page which shows the lists of
posted vehicles by a host.
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HomePage OO0 HomePage QOO
hitps:/fwww.rentcar.com https://www.rantcar.com
; . Website [ switch to host | welcome, Usert
. Website Switch to host | Welcome, User! L | Name
R Name :
User Profile Where: From: To:
Rent History
RENT A CAR
Inbox
Location : | Ciy / Destination / Addres:
From: 4117202 LDQ out
) Phato Fhaia
To:
Search
- Model Model
‘ Rate-stars. ‘3,5 ‘ Ratestas | 3,5
M XX.00 /ey R 0,00 day
a
Fig. 5 Interface Design(a) Guest Dashboard; (b) Search Result Page
HomePage Q00
hittps:iiwww.rentcar.com
1 website [éwnchmguesf Welcome, Userl ——
| Name
User Profile
/ SHARE A CAR \ Car Liste
f . " N
Where is your car?: |States | Bookings
District [Districts J InBox
Car Brand: [Brands | Log out HomePage
Price: https:/hwww.rentcar.com
Plato Number - S
Website Switch to guest  Welcome, User! ——
Transmission [Automatic | Leee | Name . /
Avallabillty Starts:  [s215004 ] User Profile
Availability Ends:  [sa17004 | Car List
Description CarModel | License Plate "";‘:::‘;"7 ““Ei::;‘“" Staws | EdivRemove Bookings
Describe your car.
" Mgt spcizsa | wzarzzs | wowizso | awiee | [7] X
Inbox
Log out
Upload Photos
‘

(a)

Fig. 6 Interface Design(a) Host Dashboard; (b) Vehicle List Page

4.5 Database Design

Database design defines how the data should be stored and the interrelation between the data. It helps in
eliminating redundancy of data and maintaining consistency of data throughout the database.

4.5.1 Data Dictionary

Table 5 shows one of the data dictionaries of the proposed system which is the data dictionary for vehicle
table. The data dictionary contains

Table 5 Data Dictionary for Vehicle Table

Key Attribute Name Data Type Description
PK ReviewID int Auto-generated unique ID for every review.
FK RecordID int ID of the associated rental record.

Rating int Rating given by the guest.

ReviewText text Review written by the guest.

CreatedAt timestamp Date and time of the review creation.
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5. Implementation

This section will discuss the implementation of security modules, blockchain, user modules and admin modules.
These modules ensure the security, functionality and usability of the system proposed.

5.1 Implementation of Security Modules

This section will explain the key security modules implemented in the proposed system, including strong
password policy, two-factor authentication and file encryption and decryption. Strong password policy helps in
enhancing system security by preventing brute-force attacks and reducing the risk of unauthorized access. Two-
factor authentication requires user to provide both credentials and One-Time Password (OTP), enhances
account security by adding an extra layer of protection against unauthorized access. Moreover, files uploaded by
users are encrypted before storing and decrypted when needed helps to ensure the confidentiality of the files
containing sensitive data.

During registration, users are required to set password which contains at least 12 characters, one uppercase
and lowercase, one digit and one special character. Fig. 7(a) shows the code for implementing strong password
policy during registration of users and Fig. 7(b) shows the error message when users try to set password which
do not fulfil the requirements.

Password:

(strlen $password) < 12 ||

!preg match
!preg match
Ipreg_match

Password should contain:

- atleast 12 characters

- at least one Uppercase and Lowercase
- at least one number

- at least one special character

(a) (b)

Fig. 7 Strong Password Policy (a) Code for implementing Strong Password Policy (b) Error Message for weak
password

Two-factor authentication requires user to enter correct email, password and select respective role. After
verifying the account credentials, an OTP will be sent to user’s email and user is required to input the OTP in the
OTP verification page. If the OTP code provided by the user match with the OTP sent in the email, the user login
successfully and is then redirected to the user’s dashboard. Fig. 8(a) shows the OTP sent through email and Fig.
8(b) shows the OTP verification page.

RentCar - Login Verification Verify Your Email
Hi Goh Xin Yen,
© OTP Sent!
Your One-Time Password (OTP) for logging into RentCar is: We've sent a -digit verification code fo your email
address. Please check your inbox and enter the code
below.
5 8 4 9 6 8 Enter 6-Digit OTP Code:
[ 000poO ]
Time remaining: 4:59
Important:
» This OTP will expire in 5 minutes

i i ' i ?
= Da not share this code with anyone Didn't receive the code’

» If you didn't request this OTP, please ignore this email

(a) (b)
Fig. 8 Two-factor Authentication (a) OTP sent to user’s email (b) OTP verification page

File containing sensitive information such as user’s driving license image, vehicle ownership certificate,
insurance cover note and road tax documentation are encrypted using AES-256-CBC algorithm. AES-256-CBC
algorithm is a symmetric encryption algorithm which uses a 256-bit key and Cipher Block Chaining mode to
encrypt data in 128-bit blocks. The first block is combined with an initialization vector (IV) using XOR, and the
rest of the blocks are combined with the previous ciphertext block using XOR according to the CBC mode. Fig.
9(a) shows the code for encryption and Fig. 9(b) shows the code for decryption.
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nkey

encrypt($imageData, $encryptionKey): string

yptionKey);

ss1_random_pseudo_byte: th: openssl cipher iv_length(ci

$inageData, cipher_algo

() (b)
Fig. 9 File Encryption and Decryption (a) Code for encryption (b) code for decryption

5.2 Implementation of Blockchain

This section will explain about the implementation of blockchain, including MetaMask and Ganache setup,
smart contract deployment and Node.js implementation. For setting up blockchain, the user is required to install
Ganache for creating local blockchain and obtaining testnet ETH for development purpose, MetaMask e-wallet
chrome extension for making transaction and connecting the blockchain to the system, Truffle for compiling and
deploying smart contract to blockchain and Node.js for backend processing. A local blockchain needs to be
created through Ganache GUI, and with the information provided with the local blockchain, a custom network
should be conFig.d in MetaMask for connection between MetaMask and local blockchain. Fig. 10(a) shows the
local blockchain created and Fig. 10(b) shows the custom network conFig.d in MetaMask.

SERVER < ‘Ganache Local
Network name
HOSTHAME
127.0.0 1 - Loopback Pseudo-Interface 1 v Ganache Local

According to our records, the network name may
not correctly match this chain

PORT NUMBER Suggested name: Lc

7545 Default RPC URL
127.0.01:7545
NETWORK ID
5777

AUTOMINE

Currency symbol

ERROR ON TRANSACTION FATLURE

(a) (b)
Fig. 10 Ganache and MetaMask Setup (a) Local Block Chain Created (b) Custom Network ConFig.d

On the network, account credentials provided in Ganache are used to import the account to MetaMask. Fig.
11(a) shows an example of account credentials provided by Ganache. By using the private key, an e-wallet
account is successfully imported into MetaMask in Fig. 11(b). The account will be used for transaction purpose,
connecting the system with local blockchain.
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J Account 28 v
ACCOUNT INFORMATION v n .
0 1_AdcEO @

ACCOUNT ADDRESS $249’890.00 USD o
0xE33C19fDd2e82EATdAR3d0635169d104adeAdcED

+$0 (+0.00%) Portfolio (5
PRIVATE KEY

0xb8bb89c866734291508224ffd8b4aB40b03020d00858cdBchLfLlcafeb77f0 =
ba

Do not use this private key on a public blockchain; use it for development purposes only!

DONE Q Solana is now supported

Swap Receive

Activity

(a) (b)
Fig. 11 MetaMask Account (a) Credentials Provided by Ganache (b) MetaMask Account Imported

Furthermore, Solidity extension is required to be installed in Visual Studio Code (VS Code) for writing smart
contract whereas Truffle which is a development framework that helps in compiling, testing, and deploying
smart contracts to the blockchain needed to be installed using npm command. Smart contract is a self-executing
contract stored on a blockchain that automatically enforces the terms of an agreement when predefined
conditions are met.

In this system, smart contract automates the rental process through several key functions written.
createRental() function allows a guest to initiate a rental by specifying the host’s address and sending Ether
through MetaMask and the payment is automatically split into a 20% deposit and 80% trip fee. completeRental()
function allows guest to complete rental manually while autoCompleteRental() function will automatically
complete the rental if the guest does not complete the rental within 1 minute. After completion, reportDamage()
function allows the host to report any damage within 3 minutes. If no damage is reported after this period,
autoFinalizeRental() function will be triggered to release the trip fee to the host and return the deposit to the
guest. If a damage is reported by the host, resolveDispute() function allows admin to determine whether the
host or guest should receive the deposit. The standardized agreement is stored in smart contract through IPFS
link to prevent tampering with the rental agreement. Fig. 12 shows the smart contract written using VS Code.

cor sol > ntCar _OF_SER\ RL

1 manuallyCompleted;

{uint =» Rental rentals;
rentalCounter;

TERMS_OF SERVICE URL =

rentalld
t rentalld,

Fig. 12 Smart Contract
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A Nodejs file called truffle-config.js is created and imported into Ganache to connect smart contract to local
blockchain. The smart contract is then compiled and deployed using Truffle commands. Fig.13 shows truffle-
config.js file. Fig. 14(a) shows the smart contract is compiled and Fig. 14(b) shows the smart contract is
deployed using Truffle commands. Fig. 15 shows the deployed smart contract on Ganache.

rk {
development:
host: ~

port: 7545,
network_id:

3
I

compilers: {

PS C:\xampp\htdocs\RentCar> truffle compile

ar.sol
ampp\htdocs\RentCar\build\contracts
d successfully using:
c: 0.8.1%+commit.7dd6d4e4. Emscripten. clang

(a) (b)
Fig. 14 Truffle Commands (a) Commands for Compile Smart Contract (b) Commands for Deploy Smart Contract

— BACK RentCar

ADDRESS BALANCE
©x1A0C04c24af635B0ED00DD223aBE469A3dDI3591 9.00 ETH

CREATION TX
0x3A21fAG5d1F5261A0e0199A5C7C7C3Ce5bEDBLCO8BDFd62CFE92b572d5912Ea4

STORAGE

Fig 15. Deployed Smart Contract in Ganache

Ganache is a local blockchain for development purpose and thus, unlike the production blockchain, Ganache
only advances time when transactions occur. Hence, Node.js file is created with advanceBlockTime() function to
ensure the time dependent functions in smart contract can work correctly. This function sends small dummy
transactions every five seconds to simulate continuous block creation, causing time in Ganache to move forward,
allowing the time-dependent functions to work effectively. Fig. 16 shows the advanceBlockTime() function.
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advanceBlockTime

tx = await .wallet.sendTransaction(
to: .wallet.address,
value: ethers.utils.parseEther("o

)

t tx.wait();
error

Fig. 16 advanceBlockTime() function

5.3 Implementation of Module

In this section, the modules implemented in the proposed system will be discussed. These modules allow
user to perform actions and interact with the system, ensuring the usability and functionality of the system. Fig.
17 shows the Login page of the system.

5.3.1 Login Module

The Login Module allows user to login using different roles such as admin, guest, and host using correct
credentials and selected role. Each role is directed to their respective dashboard upon successful authentication,
ensuring role-based access control throughout the system.

Login
Email:

Password:

Role:

Select your role v

ccount? Register as Guest or Register as Host

Fig. 17 Login Page

5.3.2 Dashboard Module

Dashboard module provides role-based centralized interface, in which user can access other modules related to
their respective role. The Guest Dashboard allows guest to perform vehicle searching function and navigates to
other modules including user profile, rental history, and chat modules. The Host Dashboard allows host to
perform vehicle registration function and navigates to other modules including user profile, vehicle
management, booking management and chat modules. The Admin Dashboard allows admins to manage reports
and manage admin users. Fig. 18(a) shows the Guest Dashboard and Fig. 18(b) shows the Host Dashboard
whereas Fig. 18(c) shows the Admin Dashboard.
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L s

Rent a Car

Entar Place (State o Disrcty

(b)

MZ, RentCar Admin Welcome, System Admin

Damage Reports
Manage Admins
Log out

Damage Reports
Pending Approved Rejected

Report #10

Vehicle: Porodua Myvi (AFG4468)
Host: Host Lam

Guest: Guest Test 02

Reported: Jun 08, 2025 1140

Description:
hifhRHFHR}ig JthGLW.G

Evidence Images:

(@
Fig. 18 Dashboard (a)Guest Dashboard (b)Host Dashboard (c)Admin Dashboard

5.3.3 Guest-Related Modules

Guest-related modules include search module, vehicle details module, rent module, review and rate module.
The Search Module enables users to search vehicles based on location and availability and the matching results
will be displayed. The Vehicle Details Module displays information such as images, pricing, host details, and user
reviews. The Rent Module manages the entire booking process, including date selection, price calculation, and
confirming booking. After completing a rental, users can share their experiences through the Review and Rate
Module, which allows rating from 1 to 5 and submitting written reviews that are later displayed on the vehicle
details page for future users. Fig. 19 shows the guest-related modules

EL. menccar B

Rent a €ar
Enter Place (State or District):

e.g., Johor or Batu Pahat

From:
dd/mm/ yyyy
Myvi
To: Rateg 5 4 rovowy
RM50.00 per day
dd/mm/ yyyy

(a) (b)
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From:

Rent Now!

dd/mm/ yyyy

To:

dd/mm/ yyyy

Payment Wallet:

@x789b,

Select account:

0x739b...8d20

Calculate Price

By making a rental, you automatically

. ..8d28

|

~ |

accept the TERMS OF SERVICE

(c)

1224
Rate and Review - Toyota Axia
Rate stars
Write your review...
Send

(d)

Fig. 19 Guest-Related Module (a)Search Module (b)Vehicle Details Module (c)Rent Module (d)Rate and Review

5.3.4 Host-Related Modules

Host-related modules include post module, rental record module and damage report module. The Post
Module allows users to register and post new vehicles by providing required information. O After submitting the
form, the vehicle can be rented by other users. The Rental Record Module enables hosts to view and manage
their rental history, including in-progress rentals, completed rentals, and submitted damage reports. The
Damage Report Module allows hosts to submit reports with descriptions and images, which will then be
reviewed by the admin for approval or rejection. Fig. 20 shows the host-relaged modules.

Wnere is your car?

Select a state

District

Select a district

Car Brand:

Froton

Car Model:

Price:

Module

Share a €Car

Guest Test 02 Myvi
Guest Test 02 Myvi
Guest Test 02 Myvi
Guest Test 02 Myvi
Guest Test 02 Myvi
Guest Test 02 Myvi
Guest Test 02 Myvi
Guest Test 02 Myvi
Guest Test 02 Myvi
Guest Test 02 Myvi
Guest Test 02 Myvi

2025-06-24

2025-06-20

2025-06-18

2025-06-16

2025-06-13

2025-06-11

2025-08-11

2025-08-11

2025-06-10

2025-06-10

2025-06-10

20250625
20250621
20250620
20250618
2025-06-20
2025-06-12
20250613
2025-06-14
2025-06-13
20250612

2025-06-11

(b)

Rent History

s Danape Feprs
T T

RM 50.00

RM 50.00

RM 100.00

RM 100.00

RM 350.00

RM 50.00

RM 100.00

RM 150.00

RM 150.00

RM 100.00

RM 50.00

Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed

Completed

Already Reporied

Already Reporied

I

(@

Report Vehicle Damage

Rental Details.

Vehicle: Perodua Myvi (AF G4468)

Guest: Guest Test 02

Rental Perfod: Jun 13, 2025 - Jun 20, 2025

Total Price: RM 350 00

Damaga Description:

Important Notice

Submit Damage Report

()

Fig. 20 Host-Related Modules (a) Post Module (b) Rental Record Module (c) Damage Report Module
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5.3.5 Admin-Related Modules

Admin-related modules include damage report management module and admin management module.
Damage report management module allow admin to view and approve or reject the report submitted by the
users. After viewing the details of the report, the admin can decide to approve the report and release the deposit
to the host or reject the report which means the deposit will be returned to the guest. Admin management
module provides secure control over administrative accounts within the system. Access to this module is strictly
limited to existing admins, ensuring that only authorized personnel can create or remove admin accounts. Fig.
21 shows the admin-related modules.

Damage Reporits

= | —
Pending  Approved Rejected
Manage Admins

Report #10 m

Vehicle: Perodua Myvi (AFG4468)

Host: Host Lam

Reported: Jun 08, 2025 11:40 | 3 Admin 2 admin2@gmail.com May 29,2025 =
Description: l 2 System Admin admin@gmail.com May 29, 2025 =
hIhRHFHRilgh jihGLW.G

Evidence Images

(a) (b)
Fig. 21 Admin-Related Modules (a)Damage Report Module (b)Admin Management Module

6. Testing

This section will discuss the testing result of the proposed system. The system will be tested in two approaches,
which are through test plan and User Acceptance Test (UAT).

6.1 Test Plan Result

In this section, the result of test plan will be displayed. The test plan consists of two parts, including system

testing plan and security checklist.

Table 6 Test Plan Result

No. Description Expected Result Actual
Result

1.  Register (all required field fulfill User can fill up registration form and is redirected Pass/Eail
requirements) to Login Page after success registration.

2. Login (Input correct email, password, User can fill up login form and is redirected to  Pass/Eail
role and matched OTP) respective dashboard after successful login
Chat (Send and receive messages) User can send and receive message. Pass/Eail
View User Profile (View and update User profile is displayed and User can view and Pass/Eail
user profile) user profile.

5. Search Vehicle (Input location and User can fill in search form and search result is  Pass/Eail
desired date) displayed.

6.  View Vehicle Details (Select desired Vehicle details including image, host, rate and Pass/Eail
vehicle) review are displayed.

7. Rent Vehicle (Input start date, end User can fill up rental form and rent successful Pass/Eail
date and confirm rental) message is displayed.
Rental History (View rentals history)  Current and complete rentals are displayed. Pass/Eail
Post New Vehicle (Input all required User can fill up post vehicle form Pass/Eail

information)
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Table 6 (cont)
No. Description Expected Result Actual
Result

10. Posted Vehicle (View and manage posted List of posted vehicles is displayed. Pass/Eail
vehicles)

11. Rental Record (View and manage rental In-progress and completed rentals are  Pass/Eail
records) displayed.

12. Report Damage (Input all required User can fill up report damage form. Pass/Eail
information)

13. Resolve Damage Report (View and approve User can view damage report and approve  Pass/Eail
or reject report) or reject the report.

14. Manage Admin (Add new admin and User can fill up add admin form and remove  Pass/Eail
remove existing admin) existing admin.

Table 7 Security Checklist
No. Expected Result Actual
Result

1. Ensure the error message does not directly indicate which part of the authentication datais  Pass/EFail
incorrect

2. Enforce the complexity of the password such as a combination of alphabetic and numeric  Pass/Eail
when creating a password.

3.  Enforce the password length which is a minimum of twelve characters. Pass/Fail
Enforce password salting and hashing

5.  Two-factor authentication is implemented using a combination of email and password Pass/Eail
along with a one-time password (OTP).

6. Ensure files uploaded are encrypted using AES-256-CBC algorithm and decrypt when  Pass/Eail
needed.
Prevent SQL injection Pass/Eail
Session checks are implemented to ensure that only authenticated users can access Pass/Fail
protected pages, and sessions are destroyed upon logout to prevent unauthorized access.

9. Smart contract passes security scan using Slither with no critical vulnerabilities Pass/Eail

6.2 User Acceptance Form Results for User Module

This section presents the results of the User Acceptance Testing (UAT) for both the guest and host modules.

Respondent for guest role are selected among individuals who are experienced in ride-sharing or car rental
services whereas respondents for host role are selected among individuals who own a vehicle and experienced
in ridesharing or car rental services. Furthermore, admins are selected from staffs who work in car rental
services. Table 8 shows the UAT results for Demographic. Table 9 shows the UAT results for guest and host

whereas Table 10 shows the UAT results for admin.

Table 8 UAT Results for Demographic

No Questions Role Respondents
You have experience using ridesharing or car rental services as a customer. Guest 10

2. You currently own a vehicle and have experience or interested in offering it for Host 10
ride-sharing or rental purposes.

3. Areyou currently working or have previously worked as a staff member ina car Admin 5

rental service company?
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Table 9 UAT Results for Guest and Host

No. Question Result

Disagree 1 - 5 Agree

Register Module

1.  User able to register an account as a guest or host 5
Login Module

1.  User able to login as a guest or host

2. User can receive a One-Time-Password (OTP) through email during login process

General Modules

1. User able to view and edit user profile

2. User able to chat with guest/host 5

Guest-related Module

1 User able to search vehicles 5

2 User able to view vehicle details 5

3. User able to make payment via cryptocurrency e-wallet (MetaMask) 5

4 User able to view rental history 5

5 User able to rate and write review after completing rental 5

Host--related Modules

1. User able to post a new vehicle 5

2. User able to view posted vehicles 5

3. User able to view rental records 5

4.  User able to submit a damage report- 5

System Usability

1.  The system is user-friendly and not confusing 49

2. The system can function properly 49
Table 10 UAT Results for Admin

No. Question Result

Disagree 1 - 5 Agree

Login Module

1.  User able to login as an admin

2. User can receive a One-Time-Password (OTP) through email during login process 5

Admin-related Module

1.  Admin able to view Damage Reports 5

2. Admin able to approve or reject Damage Reports 5

3. Admin able to add new admins 5

4.  Admin able to remove existing admins 5

System Usability

1.  The system is user-friendly and not confusing 4.8

2. The system can function properly 5
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7. Conclusion

In conclusion, a blockchain-based vehicle rental system is developed based on the requirements defined and
design illustrated. The system achieves the objectives and scopes defined.

This system provides several advantages including, implementation of strong security features and
blockchain technology with smart contracts which ensures transparent, immutable, and tamper-proof rental
agreements and provides automated contract execution The system provides a partially decentralized peer-to-
peer vehicle rental platform that connects vehicle owners directly with renters, eliminating intermediary fees to
reduce costs.

However, the system possesses several disadvantages which are the system can only pay by using
cryptocurrency e-wallet, which is less popular in Malaysia, and it is built and launched on the Ethereum Testnet
instead of the Mainnet. Moreover, the system operates without intermediary fees which leads to challenges
ongoing maintenance.

Based on the advantages and disadvantages outlined, there are several improvements that can be made,
including integrating common payment methods such as online banking, credit and debit cards, launching the
system on Ethereum Mainnet and introducing ads and sponsored vehicle listings to cover maintenance cost.
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