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Abstract

Zura Razak’s Enterprise faced issues with its manual order system, such
as order delays, inaccurate data handling, and potential threats to
customer information security. These problems revealed the need for a
more secure and efficient digital solution. In response, a secure web-
based system was proposed to replace the manual process. The system
incorporates password and image-based authentication, along with
encryption, to safeguard sensitive data. With this system, the business
aims to process orders more efficiently and accurately while improving
data protection. The admin will manage products, sales, categories,
orders, customer feedback, and send emails. Customers will log in

securely, browse and purchase products, make payments, access order
history, submit feedback, and update profiles. The system is designed to
enhance efficiency, reduce human error, and strengthen security. Future
enhancements may include real-time live chat, shipping integration, and
online banking to further improve functionality and user experience.

1. Introduction

The Zura Razak Management System aims to address the challenges faced by Zura Razak Enterprise, a business
specializing in Malaysian traditional delicacies, cakes, and pastries, which has been relying on a manual order
management system. This system has led to inefficiencies, errors, and security risks. To meet the increasing
demand for a secure and efficient online experience, the project focuses on developing a secure web application
that automates order management, enhances operational efficiency, and ensures data protection.

The problem statement highlights the challenges of the current manual system, which leads to order
oversight, delayed processing, and security vulnerabilities, resulting in customer dissatisfaction. The project’s
objectives are to design a secure web application with image-based authentication, streamline order
management, enhance customers’ experience, and improve business operations. The scope of the project
includes the development of a web application for order, customer, and product management, as well as secure
payment processing, with a focus on security, efficiency, and scalability.

The system will incorporate security features such as image-based authentication, encryption, and
graphical passwords to protect sensitive customer data. Additionally, it will provide a user-friendly interface
that enhances the customer experience and streamlines order processing. The research questions guiding this
study include how image-based authentication can improve security and usability, what key features are
necessary for improving order management in small businesses, and how encryption and secure login systems
can protect customer data.

The outcomes of the project include a more efficient order management system, improved security through
the implementation of image-based authentication, and a user-friendly interface that enhances customer
satisfaction.

This is an open access article under the CC BY-NC-SA 4.0 license.
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2. Related Work

This section will explain the literature review on the related topics of authentication, order management system,
Open Web Application Security Protocol (OWASP), and comparing similar existing systems.

2.1 Authentication

Authentication verifies a person's claimed identity to ensure secure access to systems and information.
Traditional methods like passwords and tokens are being replaced or supplemented by biometric techniques
such as fingerprint scanning, facial recognition, and Electrocardiogram (ECG) signals to improve security and
convenience [1],[2],[3]. Authentication and authorization work together to keep the website secure. If one is
missing, security is weakened. Authentication checks who the user is, but without authorization, the user won’t
have permission to access certain tasks or pages. Similarly, if only authorization is present without
authentication, the user cannot prove their identity to access the site [4].

2.1.1 Password-Based Authentication

Password-based authentication has advanced but continues to face challenges, as users often struggle to
remember complex passwords, resorting to weak passwords or memory aids, compromising the security [5].
Traditional text-based passwords are susceptible to attacks such as shoulder surfing, dictionary attacks, and
phishing [6].

2.1.2 Image-Based Authentication

Image-based authentication is an advanced and user-friendly approach to securing access to web
applications, where users identify themselves by selecting a sequence of images, graphics, or specific points on a
grid that serve as their password [7]. One common approach is grid-based authentication, where users create
personalized patterns using images. Image-based CAPTCHA plays a crucial role in ensuring that only genuine
users interact with a system. It presents users with simple visual challenges, such as selecting specific images or
identifying objects, which humans can solve easily but are difficult for bots. This technology effectively
distinguishes humans from automated systems, safeguarding against counterattacks like User Datagram
Protocol (UDP) floods, which can disrupt networks by overloading traffic or bandwidth [8]. A related system,
Cued Click Points, is a cued-recall graphical password method where users click on one point per image in a
sequence, with each image depending on the previous click [9]. The click-based scheme faces a common issue
called the 'hot-spot' problem, where many users tend to choose the same or similar click points or areas when
multiple images are provided [10]. Graphical Image Authentication (GIA) enhances security by requiring users
to authenticate themselves through a specific pattern of grid images [11]. Grid-based authentication can enhance
the proposed project by providing an intuitive and secure way for users to verify their identity. Instead of
entering a traditional password, users click on specific points within a grid of images, which they set up during
registration. This method is easier to remember because it uses pictures instead of words or numbers, helping
people recall visual patterns more naturally [12]. Overall, grid-based authentication ensures user data and
actions stay protected while simplifying the login process by allowing users to select meaningful points on an
image, while maintaining enough randomness to prevent attacks [7].

2.1.3 Multi-Factor Authentication

Multi-Factor Authentication (MFA) is a security approach that strengthens the authentication process by
requiring users to provide multiple forms of verification before gaining access to a web application. Unlike
single-factor authentication, which relies only on something the user knows, like a password, MFA incorporates
additional factors to confirm identity. MFA relies on three main principles: (1) knowledge, something that the
user knows, like a PIN or password, (2) possession, which is something that the user has, like a mobile phone or
token, and (3) inherence where it refers to unique personal traits, such as fingerprints or facial recognition [13].
Multi-factor authentication strengthens security by combining different verification methods [3].

2.2 Open Web Application Security Protocol (OWASP)

The Open Web Application Security Project, or OWASP, is a global non-profit organization that focuses on
improving the security of web applications [14]. The OWASP Top 10 is a well-known framework that highlights
the most critical security risks to web applications, including vulnerabilities like injection, broken
authentication, and sensitive data exposure. It acts as a checklist to ensure website safety and assess the security
of web applications [15]. Broken access control is the most exploited vulnerability, as attackers can bypass
controls and gain admin rights, allowing them to take over the application. It is crucial to protect login
credentials and sessions by using strong passwords, multi-factor authentication (MFA), and automatic logout for
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inactive users to prevent unauthorized access [16]. Injection attacks occur when malicious data is sent to a
system, often through forms or databases, to execute harmful commands. To protect against these attacks, input
validation and sanitization should be used, along with parameterized queries and prepared statements, which
treat user inputs as data, not executable code, reducing the risk of SQL injection [17], [18], [19], [20]. Sensitive
data, like personal identifiable information (PII), must be protected with encryption to prevent unauthorized
access. Strong encryption algorithms like AES should be used to store data securely, and HTTPS should be used
for online data transfers to prevent exposure during transmission [21]. A password management policy governs
the creation, storage, handling, and transfer of passwords. It sets rules for strong passwords, such as using a mix
of letters, numbers, and symbols, and storing passwords securely, such as in a password manager. Encryption
should be used when transferring passwords, and regular updates are recommended to maintain security [7].

2.3 Zura Razak Current Management System

Fig. 1 shows Zura Razak Ent's product catalogue. The product catalogue is only accessible through
WhatsApp, which means customers need to have Zura Razak's contact to access products and place orders. This
can be an inconvenient, lengthy, and tiresome experience, especially for customers who prefer a faster and more
convenient way of shopping. Additionally, using WhatsApp alone has some drawbacks, as it is difficult to present
the whole range of products in an organized and visually pleasing manner.

From a security perspective, this method is also concerning. Customer orders and personal data shared via
WhatsApp are not stored in a centralized, secure system, so they are more exposed to data breaches,
miscommunication, or unauthorized access. There is also no official authentication process, so it is harder to
verify user identity or protect sensitive transactional data.

Developing a customized online system would address these issues by giving us a more secure, structured,
and user-friendly website for browsing and purchasing products. It would also provide us with better data
privacy and transaction integrity, significantly improving the customer shopping experience overall.
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Fig.1 Zura Razak’s Products Catalogue

2.4 Local Pasar

Local Pasar [2] is a website to buy fresh food like fruits, vegetables, and fish directly from local farmers and
fishermen. Therefore, it has similar features to the proposed system, which involves an online food ordering
system. However, it has several drawbacks compared to the proposed system in terms of security features. For
example, Local Pasar does not implement strong password policy. It only asks customers to input the passwords
without any validation. Fig. 2 shows the Local Pasar website interfaces.
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Fig.2 Local Pasar Interfaces (a) Login; (b) Register; (c) Account Verification; (d) Shopping page

2.5 Comparison with Existing System

Table 1 shows the comparison between the existing system; current Zura Razak Management System,
Local Pasar [22], and proposed System.

Table 1 Comparison Between Systems

Characteristics of the Zura Razak Current Management Local Pasar [22] Proposed System
System System

Website x v v
Login page x v v
Strong Password Policy x x v
Forgot and Reset x v v
Password

Order Tracking x 4 v
Product Catalogue v v v
Data Encryption x NA v
Email and Password x x v
Login

Image-Based x x v
Authentication

Zura Razak’s management system only provides a product catalogue and takes orders manually through
WhatsApp. In contrast, Local Pasar uses a website for online orders, offers order tracking, displays a product
catalogue, collects customer emails, and uses One-Time Password for account activation. However, Local Pasar
lacks strong password enforcement policy, and email verification. The proposed system will include all these
features, except for the location radius setting.
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3. Methodology

This section explains the methodology used to develop the Zura Razak Management System, based on the
prototype model. The prototype model emphasizes user-centered development. It involves creating an initial
version of the system for testing and feedback, helping to clarify requirements and reduce errors. This flexible
approach ensures the system aligns with user needs and is easy to use. Fig. 3 shows the prototype model to be
used in this proposed system.

Requirement — —

Final Refined

Customer

Product Prototype Evaluation

Fig. 3 Prototype Model [23]

Requirements are gathered to identify Zura Razak Ent. issues, project goals, and security needs. Interviews
with the business owner helped establish a plan for creating a secure and efficient system focused on customer
order management. Next, system designs, including sketches and diagrams, are created using tools like Canva.
Key pages such as login, product catalog, and order placement are outlined. Database diagrams are also
developed to ensure smooth data flow and secure storage. It then proceeds with building the prototype. A
working prototype is built using PHP, MySQL, HTML, and CSS, incorporating features like secure login and order
management. Mock data is used to test functionality and ensure the prototype meets requirements. The
prototype undergoes User Acceptance Testing (UAT), where feedback on usability and functionality is collected.
Issues or improvements are identified to refine the system further. Improvements are made based on feedback
addressing usability and security issues. Enhanced features like encryption and navigation are added. The
process repeats until the prototype meets expectations. The final system includes all required features, such as
image-based authentication, secure order tracking, and safe transactions. Rigorous testing ensures functionality
and security before deployment.

4. System Analysis and Design

This section outlines the analysis and design process for developing the Zura Razak Management System. It
provides an overview of the system development workflow, details the functional and non-functional
requirements, and elaborates on the system analysis and system design.

4.1 System Requirements

The purpose of conducting a system requirement analysis is to clearly define and understand the needs and
expectations for the system to be developed. This analysis helps ensure that the system meets both the
functional and non-functional requirements of the stakeholders, such as Zura Razak Ent., and customers. Table 2
and Table 3 shows the functional requirements and non-functional requirements.

Table 2 Functional Requirement Analysis

Module User Description

Login Admin Logs in using a username and password to management features.

Customer Logs in using a username and password, followed by image-based authentication
to access basic features like browsing products, viewing orders, and placed an
order.

Register Customer Filled in personal details and registered the username, password, confirmed
password and selected one of the images and click on any one grid within the
chosen image.

Product Admin Manages the product list by adding, updating and removing the product.

Catalogue Customer Browse through the product catalogue, view product details (e.g., description,
and price), and place orders for available items.
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Table 2 (cont.,)

Module User Description

Order Admin Captures new orders from customers, updates order status (e.g., pending,

Management dispatch, completed) and processes payments and ensures order fulfillment.

Customer Place new orders, select products, and specify quantities, track the status of their
orders (e.g., pending, dispatch, or, completed).

Notification Admin Upon a customer's order placement, receive email order notification. This email
contains the order details, enabling the admin to efficiently manage and process
the order. It also allows admin to response to customer feedback and make it
public.

Customer Receive email notification with the order details informing the customer’s order
has been received and is being processed.

Sales Report Admin Views detailed sales reports, tracking which products are selling the most and
identifying peak sales periods.

Table 3 Non-Functional Requirements

Non- Functional Description

Requirement

Performance The system should load quickly.

Security The system must protect sensitive data, like passwords and ensure confidentiality of user
and the orders information.

Usability The system should be easy to use, with a simple design and clear options for both admins
and customers.

Operational The system should be accessible when an internet connection is available.

4.2 System Analysis

Fig. 4(a) shows the use case diagram for admin. It shows that the admin is able to interact with the system
by logging in to system, then can view the dashboard, manage product, receive incoming order notification,
manage order, monitor transaction, and view report analytic. Meanwhile Fig. 4(b) shows the use case diagram
from customer. It enables the customer to use the system by registering their account, and logging to the system
with their login credential. Hence, they can view the product page, placed an order, make payment, receive order
notification, view their order details, and manage their profile.
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Fig. 5 illustrates the admin’s process flow within the Zura Razak Management System, beginning with
account registration and login, where their role is identified as "admin" under the User class. After
authentication, the admin accesses the dashboard to perform key tasks such as managing product items by
adding, editing, disabling active status, or checking availability. The admin also handles order processing
through the Order class by updating order status and viewing customer activity. Additionally, the admin
generates and views sales reports through the Sales Report class, which summarizes total quantity sold,
revenue, and category breakdowns. These interactions emphasize the admin’s essential role in managing and
maintaining the system.

Manage Sales

Login Dashboard Manage Products || Manage Orders | [Monitor Payment Report
| i | | |
I ' I ' I
' ' I ' '
' ' ' I V
Admin H 1 H : )
' ' ' ' ' '
' ' ' I
' ' I I '
uth ' ' ' ' I
[Enter adminiD and M&e:?;zt;:nd ‘ | H H H
password ) . 1 1 H 1
R ™ : : : :
Successful login Vi ot g Add new product, edit o ! ' !
number of visitors. product detais, database H H H
total orders and YEImOVe procuce irom H H H
pending orders the list and view ' ' '
product H ) 1
Store in ' '
¥ Receive incoming order rotification, view orders, database ' 3
1 3nd order details, and update the order siatus ) 4
) (pending or gompleted) ' !
' ' '
H Monitor payment transaction = E
! -
H | | 1
I ' \ I
I ' '
\ 1 | View sales report 1 Al
| | 1 1 i
' ' ' '
I ' I '
' ' I '
' ' ' '
I ' I '
' L ' ' ' I
I v ' I ' I
I . ' ' ' '
L] V ' \ ' V

Fig. 5 Sequence diagram for admin.

Fig. 6 outlines the customer’s journey within the Zura Razak Management System, starting with login and
authentication. After logging in, customers can browse and view product details managed under the Product
class, including product description and product reviews. Selected items are added to the cart and can proceed
to checkout, where the total amount is calculated, and payment is completed via a payment gateway, supporting
method like credit card or debit card. Upon successful payment, the system sends a notification confirming the
order. Customers can also view order status and update their profile, ensuring a smooth and secure shopping
experience.
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Fig. 6 Sequence diagram for customer.
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Fig. 7 shows the class diagram for Zura Razak’s management system, illustrating how key components like
users, orders, products, and payments are connected. It defines the database structure, showing how customers
place orders, make payments, leave reviews, and receive notifications, while the system also handles login

attempts and admin messages for better security.

customers
+id: int(11)
+ user_id: int (11)

customer_notifications
+id: Int(11)
+ userid: Int (11)
+image_grids: longtext
+type: enum('order, review’,
‘email')

orders +image_grids: longtext
+id: int +created_at: timestamp +message: text
1 +user_id: int(11) +blocked_until: datetime +metadata: longtext
+orderDate: timestamp il +is_read: finyint(1)
Payment = mio:?er_l&ms, +total_amount: decimal (10,2) ,I,:ggli:((]em +created_at: timestamp
*+paymentiD: int U A +pickup_date: date R0 z
+orderlD: int oxder.jd: (), 1 | +payment_method: varchar (50) i X Hoom)
+paymentDate: timestamp fpsaveL Kt +payment_status: varchar (20) Hrogisier)
+paymentMethod: enum (Credit Card, Cash, quacaty: ot (11) +customer_name: varchar (100) 1 +forgotimage()
Online Transfer) +price: decimal (10,2) +customer. phone: vaichar (12) +resetimage|
+paymentStatus: enum (Pending, Completed, Failed) +caicTotal() “canoabad. St datolkrie o
+total_amount: decimal (10,2) +view_details() +placeOrder) 1
+makePayment() +updateOrderStatus() 1 users
+getPaymentDetails() +viewOrderDetails() — *id: int(11) u login_attempts.
+updatePaymentStatus() LrgetOrderTotal) | Sutername: yarchar(o0)  [ia: int(11)
+name: varchar(100) * |+ useria: int (11)
+emal: varchar(50) +attempt_time: datetime
+contact: varchar(20) +attempt_type: enum(‘password’,
+password: varchar (255) 'image’)
products. product_reviews +role: enum(‘admin’, ‘customer’) +iogin()
+id: int(11) +id: int(11) +id:int(11) +created_at: timestamp +blockedUnti()
+name: varchar (255) 0.+ |#+name: varchar (255) +user_id: int(11) +otp: int (6) +resetOTPY)
+category: varchar (100) +price: decimal (10,2) +product_id: int(11) +otp_created_at: datetime
+is_active: tinyint(1) +category: varchar (100) +order_id: int(11) +otp_expiry:datetime
+created_at: timestamp +description: text +rating: tinyint(4) activation_token: varchar(255) admin_emails
+addCategory() +image: blob 1 0." | +review:text 1 1 | +is_active: tinyint(1) +id; int(11)
+editCategory() +date_added: timestamp | +image_path: varchar(255) |~ +profile_picture: varchar(255) +user_id: int (11)
+featured: tinyint (1) +crealed_at: datetime +reset_token: varchar(255) +to_emall: varchar (255)
+is_active: tinyint(1) +admin_response: text +reset_token_expires: datetime +subject: varchar (255)
+category_id: int (11) +response_is_public: tinyint(1 +verification_token: varchar(64) +body: text
i _order_notifications +addProduct() | #responded_at: datetime +token_expiry: datetime +sent_at: datetime
+id: int +editProduct() +reviewProduct() +login() +sendEmail()
+user_ld: int(11) +viewProduct() +editProduct() +forgotPass() i )
+order_id: int(11) +emallResponse() +resetPass()

+customer_name: varchar (255)

+generateProductResponses(
+payment_method: varchar (50) _

+forgotimage()
+resetimage()

+total_amount: decimal (10,2) 0. +updateProfile()
+created_at: datetime +product()
+viewed: tinyint(1) +placeOrder()

+viewOrderDetail()
+makePayment()
+viewOrderStatus()
+receiveOrderNotification()

+total_amount: decimal (10,2)
+sendProductReviewResponses()
+sendl )

Fig. 7 Class Diagram

4.3 System Design

Fig. 8 shows the system architecture for Zura Razak Management System. It shows how Zura Razak
Management System is set up and how its components work together. Customers must register and verify their
accounts using image-based authentication before logging in, ensuring only authorized users can access the
system. Once logged in, customers can browse products, place orders, make payments, and receive order
confirmation emails. On the admin side, authorized users can log in, view the dashboard, manage products,
monitor orders and transactions, and get notified of new orders. All activities are connected to the database for
data storage and updates, ensuring smooth and secure system operations.
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Fig. 8 System Architecture
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Fig. 9 Flowchart for Zura Razak Management System

Fig. 9 illustrates the flowchart of Zura Razak Management System, showing the steps taken by both
customers and admins from start to end. The process begins with user registration (Sign Up) followed by Login.
If login is successful, the system checks whether the user is an authorized admin. Admins are directed to the
admin panel where they can view the dashboard, monitor transactions, manage products, orders, and
notifications, and generate sales reports before logging out. For regular customers, login is followed by image-
grid authentication to ensure secure access. If the image-grid verification fails, users are temporarily blocked for
3 minutes after three failed attempts. If successful, customers can then browse products, place orders, make
payments, and receive an email confirmation. Afterward, they can view order details and log out, completing the
process. This flowchart emphasizes both security image-based authentication and role-based access, ensuring
smooth and secure navigation for both customers and admins.

5. Implementation

This section provides a detailed discussion on the implementation of the security modules, user modules, and
admin modules, as well as the overall functionality of the Zura Razak management system. It highlights how
each module contributes to the system’s performance, usability, and security.

5.1 Secure Module Implementations

This section will further discuss the implementation of security module in the system. There are several
techniques implemented including data sanitization, data validation, strong password policy, Cross-Site Request
Forgery (CSRF), and email verification. The system keeps user data safe by checking and cleaning all inputs. For
example, emails, passwords, and contact numbers are checked to make sure they are in the correct format. It
also removes any harmful content using built-in PHP filters. Passwords must be strong at least 12 characters
long and include upper and lowercase letters, numbers, and symbols. This is shown in Fig. 10 When uploading
files like profile pictures, only certain file types are allowed (like JPEG or PNG), and large files are blocked. The
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system also checks emails before sending, using secure methods. To protect from fake requests Cross-Site
Request Forgery(CSRF), special tokens are used and refreshed often. User sessions are handled safely by
clearing data on logout and timing out if inactive for 30 minutes. Any information shown on the website is
escaped to stop script attacks. Passwords are never stored as plain text as it is are safely hashed. These steps
help keep the system secure from common attacks and protect user information.

$user = new User($pdo);

. if ($_SERVER[' T_METHOD'] === '

N $name = filter input(INPUT_POST, 'name’, FILTER_SANITIZE STRING);
$email = filter_input(INPUT_POST, il', FILTER SANITIZE EMATL);
f$username = filter_input(INPUT_POST, ‘use ne', FILTER_SANITIZE_STRING);
$contact = filter_input(INPUT_POST ct', FILTER_SANITIZE_STRING);
$password = $_POST['
$confirmPassword = $_POST[ 'confi d'] "5

$passwordRegex
if (lpreg_match($pa d ¢password)) {

ialchars', $_POST);
validateEmail ($email) {
i LTER_VALIDATE_EMAIL)) {
nvalid email fo r: :validatePassword($password, $confirmPassword);
:validateEmail($email);
alidateContact($contact);
ic validateContact($contact) { catch on $e)
(1preg_match(" d *, $contact) 8&& lpreg match d de->getMessage();
tl w E sal act number t

(a) (b)
Fig. 10 Secured the input through (a) Input validation; and (b) Input Sanitization

Fig. 10 Securing Input by (a) Input Validation and (b) Input Sanitization shows how the system protects
itself from hostile data inputs. Input validation is used to check that all inputs from users are in the correct
format, e.g., email addresses are valid or compulsory fields aren't empty. Input sanitization is used for cleaning
the data by removing or escaping any undesirable characters, thus inhibiting attacks like SQL injection or cross-
site scripting (XSS). Both techniques in conjunction with one another ensure that only safe and suitable data is
accepted by the system.

~ " . date('H:i’, strtotime($blockeduUntil)); e i while eping trac

es = $userImages;
shuffle($shuffledImages);
$originalPositions = array flip(array column($userImages, 'image name'));

Fig. 11 Image Authentication Implementation (a) Retrieve Image Grid; (b) Authentication Success of Not; (c) Limit
Attempt; (d) Shuffle Image Positions

Fig. 11 shows the Image Authentication Implementation on how the system uses image-based login for
added security. When a customer logs in, the system retrieves the images they selected during registration, each
divided into a 4x4 grid. The customer must click on the same grid areas they previously chose. After the
selections are made, the system checks whether they match the data saved. If the selections are correct, the login
is successful; otherwise, a failure message is shown. To protect against repeated guessing, the system limits the
number of login attempts up to 3 three times only. If the customer fails all attempts, further access is blocked for
3 minutes for safety. Additionally, the system shuffles the positions of the images and grid tiles during each login
attempt to prevent patterns from being memorized or guessed easily by others.
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Join Us Today Join Us Today

& Full Name
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athiraforhanasa@gmail com
athirafarhanaaa@gmail.com
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e Username 0 Phone Mumber
Haz02 15223123

Aina01 0102129090

& Password & Confirm Password

Already have an account? Sign In

(a) (b) (©)

Fig 12. Customer Register Interfaces with (a) Input Validation; (b) Email Validation; (c) Image Authentication
Setup

Fig. 12 shows three key steps in the customer registration process where (a) shows the error message that
required the users to input other email during the registration as confirmation email will be sent to the
customers for activation and verification.

‘ ZR Homemade 12:10 AM @ & e
e
Sk ZuraRazak Image

Password Reset Request

Authentication Reset

We received a request to reset your password.
Welcome to ZuraRazak! Here's your One-Time Password (OTP):

Hello puteeri,

We received a request to reset your 269509

image authentication credentials.

Hi Puteri Balgis binti Kamaruzaman,

Thanks for registering! To complete your
registration, please activate your account: To proceed with resetting your image

authentication, please click the button This OTP is valid for 10 minutes.
below:

Activate My Account
Go to Reset Password Page

This link vy||| expire in 24 hou\r& If you didn't if'you didn't request/this reset, please ; Lk . ” s
request this, please ignore this email. ignore this email or contact support if you you didnt request this password reset, please
have concerns. contact our support team immediately.

This link will expire in 1 hour.
Best regards,

The ZuraRazak Team Best regards,
The ZuraRazak Team

The ZuraRazak Team

() (b) ()
Fig.13 Email Notifications (a) Account Activation; (b) Reset Image Authentication; (c) Password Reet Request

Fig. 13 shows emails sent to customers for account security where After signing up, they get an account
activation email to confirm their email address. If they forget their image-based login pattern, they receive an
email to reset their image authentication. If they forget their password, a password reset email is sent with a link
to create a new one. These emails help keep the account safe and easy to access.

5.2 Implementation of Customer Module

The customer module contains all the important steps that allow users to register, login, browse products
available to them, place orders, and manage their accounts. During the registration process, the users fill out
their personal details, confirm their email and finally establish image-based authentication for a more secure
way of logging in. Once the user logs in to the system successfully, they can view the products available to
browse through, add selected items to their cart, use the Stripe payment gateway for checkout, and monitor the
orders they place. Customers can update parts of their profiles, reset their passwords, or even reset their image-
based authentication option. The module is designed with ease of use and protection in mind. The end goal is to
provide users with an easy yet secure shopping experience.
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(©) (d)
Fig. 14 Customer Interfaces for (a) Shopping; (b) Payment Gateway; (c) Cart Interface; (d) Checkout Interface

The customer shopping and payment screens are displayed on Fig. 14. The shopping screen provides
customers with options to go through items, place items in their cart, and change their selections. The payment

screen shows them the total price and the payment gateway. Both screens allow users to buy and checkout with
ease in a simple and smooth way.

5.3 Implementation of Admin Module

The Admin Module supports admins in managing and administering the system in an easy-to-use
environment. The module includes a dashboard that provides sales and users statistics, navigate to manage
Order and Products, and notification functionality with important updates to the admin. In addition, the module
generates reports for sales. The Admin module ultimately simplifies running and managing your business.

ZR Homemade
ZR Homemade Orders Managemnes .

® ustioms

o Prousts

ET i
1 -
) I

(d)
Fig. 15 Admin Interfaces for (a) Dashboard; (b) Orders Management
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Fig. 15 illustrates the admin interfaces for (a) Dashboard, which provides general information on total
products and sales performance, and (b) Orders Management page where administrators can effectively track,
process, and update their customer orders., (c) Sales Reports page which allows admin to generate reports
based on yearly, monthly, weekly, daily, sales performance, or product performance, (d) Notification page is to
allow admin to see any new orders, review the feedback from the customers and send emails to the customers .
The admin interfaces will facilitate back-end functions and assist with administrative management.

6. Results and Discussion

The evaluation results of the proposed system are summarized in this section. There are two types of evaluation
results provided, the test plan result and the user acceptance result. The evaluation phase involved the complete
system and interest in evaluating security and confirming that the project specifications for the system had been
delivered.

6.1 Test Plan Result

The successful implementation of our test plan has produced complete results, summarized in two areas.
As seen in Table 4, the outcomes of our extensive functionality testing established that all features of the system
worked as intended, while achieving the required user expectations. While the results are summary, Table 5
gives explicit reference to the security test plan, in which a primary purpose was to carefully ascertain the level
of effectiveness for every security method built into the system. This portion of the testing plan was paramount
in understanding how strong the protections we had put in place and each of the contributions made toward
security.

Table 4 Testing Results Table

Checklist Expected result Actual
Result
Register- All required fields are in the correct Registration is successful and redirects to image Pass
format. authentication page.
Login - Correct username and password Login successfully and redirect it to admin Pass
(admin). dashboard.
Login- Correct username, password image-grid Login successfully and redirect to customer Pass
(customers). homepage.
Forgot Password or Image - Enter email and Displays message: “Password reset link sent.”  Pass
username and click submit
Reset Image - Enter OTP sent, new selected Displays message: “Image successfully reset! Pass
image-grid.
Profile - Update information and save. Displays message: “Profile updated Pass
successfully.”
Place Order - Add products to cart and confirm Displays message: “Order placed successfully.” Pass
order.
Payment - Complete payment Displays message: “Payment successful.” Pass
Product - Add new product/ update product Displays message: “Product added/updated Pass
onto the product list. successfully.
Order - View lists of orders and order details Displays the lists of all orders and the order Pass
details
Table 5 Security Test Plan Results Table
Checklist Expected result Actual
Result
Admin and customer roles are directed Proper implementation of user authentications. Pass
correctly during login.
Login requires valid credentials. Only valid users can access the system. Pass
Passwords are obscured during input. Passwords are hidden in the text field. Pass
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Table 5 (Cont.)

Checklist Expected result Actual
Result

Forgot Password or Image - Enter email Displays message: “Password reset link sent.” Pass

and username and click submit

Image-based authentication is required for = Customer selects the image-grid during login, Pass

customer login. matching the image-grid selected during register.

Sessions are terminated after logout. User sessions are destroyed preventing the user from Pass

going back to the previous page.

Input fields enforce specific format for Field validation prevents invalid inputs. Pass

email, phone number, and password.

System encrypts sensitive data like Password is securely stored in hashed and salted. Pass

passwords

Session’s timeout implemented after 30 Redirect the user to the login page after 30 minutes of Pass

minutes of inactivity

inactivity.

6.2 User Acceptance Test (Customers Module)

Fig.16 (a)-(j) are the findings of the user acceptance test for the customers module. The purpose of
conducting this test was to determine the experience of customers interacting with the system. The testing
involved evaluating each of the features identified in the customers module. The testing involved 10 customers

of Zura Razak.

Was it easy to sign up (register) for an account?
10 responses

10.0

10responses

Were the image for authentication easy to see and understand during registration?

9 (90%)

0(0%) 0(0%) 0(0%) 0 (0%) 0(0%) 0 (0%) 1 (10%)
0.0 0.0 i)
1 2 3 4 5 1 2 3 4
(a) (b)
Was logging in easy for you? Was it easy to find the products you were locking for, and was the product information easy to
10 responses understand and helpful?
10respanses
100
100
s 75
50 50
25 25
010%) 00%) 0(0%) o) 010%) o10%)
0
0.0 ’ . 3 " . 1 2 a 4 5
5
(c)
Was it easy to place your order? Was it easy to view your past orders and check the status?
10responses. 10responses
100 100
9 (80%)
75 75
5.0 50
25 25
A 0(0%) 0 (0% 0 (0%)
0(0%) 0 (0%) 0 (0%) i (0%) {
00 - - oo
1 2 3 4 1 2 3 4 5
(e) ®
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Did everything work well on your phone or computer? Avre you satisfied with the user interface design and overall user-friendliness of the system?

10 responses
10 responses i

@ Yes 9 (80%)
@ No ]

o D\‘?’lcl 0(0%) 0 (0%) 1(10%)

1 2 3 4 5

(g) (h)

s there anything we can improve 1o make your xperience on this website better?
How satisfied are you with how easy it was to use the system without facing any issues? e —
10 respanses

Gambar profie tak muncul cskat atas tu bils login ballk

()

Fig. 16 Results of User Acceptance Test for Customers (a); (b); (c); (d); (e); (f); (g); (h); (1); (j)

The User Acceptance Test (UAT) for the Customers Module evaluated key aspects such as usability,
functionality, and overall user satisfaction. Feedback was gathered on a 5-point scale for major features where 5
is Very Satisfied and 1 is Very Not Satisfied, while device compatibility was assessed through a yes/no response.
Results indicated overwhelmingly positive responses across most areas.

In the registration process in Fig. 16(a), 90% of users rated their experience as "Very Satisfied" (5/5), and
the remaining 10% selected "Satisfied" (4/5), suggesting that the process is highly effective with room for minor
improvements. Similarly, the image authentication feature based on Fig. 16(b) received no negative feedback,
and users reported smooth and secure functionality, indicating the system’s security features are working as
intended. The Fig. 16(c) which is login process mirrored the registration feedback, with 90% "Very Satisfied"
and 10% "Satisfied", pointing to a seamless experience overall with slight potential for refinement.

When it came to Fig. 16(d) product search and information clarity, 90% expressed top satisfaction, while
the remaining 10% gave slightly lower ratings, highlighting opportunities to improve filters or enhance product
descriptions. The Fig. 16(e)order placement process also received high praise, with 90% very satisfied and 10%
satisfied, though further streamlining the checkout process could improve usability for all users. For order
history and tracking based on Fig. 16(f), most users were very satisfied with visibility and tracking capabilities,
though feedback suggests enhancing status notifications for even greater clarity.

Notably, mobile and desktop compatibility earned a perfect score, with 100% of users based on the Fig.
16(g) confirming flawless functionality across devices, demonstrating strong responsiveness and adaptability.
However, based on Fig. 16 (h), the Ul satisfaction received varied ratings, with 90% of users indicating they
were "Very Satisfied" and 10% "Satisfied". While the majority found the design effective, this variation still
points to differing preferences and highlights the importance of refining the Ul to better meet all user
expectations. Regarding the overall experience, 90% of users rated it as "Very Satisfied", while 10% selected
"Satisfied", suggesting the system is highly user-friendly and effective, with only minor issues reported and no
critical flaws identified.

Based on the suggestion on Fig 10 (j), user suggestions for improvement centered on introducing live chat
support, enhancing Ul/UX design, and providing training materials. Positive feedback emphasized the platform’s
user-friendliness and innovative approach. Based on these findings, it is recommended to prioritize the
implementation of real-time support, targeted design enhancements, and workflow refinements. Meanwhile,
existing strengths such as cross-device compatibility and seamless login and registration should be maintained.
In conclusion, the Customers Module has exceeded expectations in its core functions, and addressing a few
specific areas will help deliver an even more exceptional user experience.

In summary, the Customers Module performs well, with strengths in login, order placement, and cross-
device functionality. However, Ul enhancements, better search filters, and added support features like live chat
could further elevate the user experience. The next steps should focus on addressing these areas to ensure
continued satisfaction and usability.
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6.3 User Acceptance Test (Admin Module)

Fig. 17 are the findings of the user acceptance test for the admin module. The purpose of conducting this
test was to determine the experience of the admin interacting with the system. The testing involved evaluating
each of the features identified in the admin module.

No. Questions Result
Very Dissatisfied (1) - Very
Satisfied (5)
Login Module
1. Admin can login without issues. /
2. Readable text field and masked password. /
Product Module
3. Admin can view product inventory. /
4. Admin can add new products, update products and /
set the availability of the product into inventory.
Order Module
5. Admin can receive customers’ orders. /
6. Admin can view customers’ orders. /
Payment Module
7. Admin can monitor payment transactions. I I | | / I
Notification Module
8. Admin can receive incoming email order /
notification.
9. Admin can respond to the reviews and choose to /
make it public or not.
Sales Analytic Module
10. Admin can generate sales reports easily through /
PDF or Excel.
Overall System
11. Navigation buttons function properly. /
12. The system is easy to use. /
Recommendations:
- Tukar the colour of website to make it more interesting
- Buatboleh link ke whatsapp
- Nakada boleh block tarikh
- Kalau nak send email tu, ada senarai email customer senang nak pilih2
- Rating star tu bagi nampak cantik sikit

Fig. 17 User Acceptance Test Results for Admin

7. Conclusion

Zura Razak Management System is a web-based platform that is user-friendly, secure, and designed to replace
manual processes to improve day-to-day operations. It allows customers to browse products, place orders, make
payments using credit card, debit card, or cash, receive email notifications, view order history, and update their
profile anytime. The system features image-based authentication for customers, offering an easy-to-remember
and more secure alternative to passwords. Passwords are encrypted and salted for enhanced data protection.
Admins can respond to customer reviews and choose which to publish. They also have access to a mobile-
responsive admin dashboard with sales report generation by day, week, month, and year, as well as sales
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analytics. The admin panel allows for easy management of orders, products, and categories. The system is fully
responsive, giving users convenient access anytime, anywhere.

However, there are some limitations in the current system. The payment methods are limited to credit
card or debit card, or cash only, with no support for e-wallets or online bank transfers. Additionally, the Zura
Razak Management System does not include integrated delivery or shipping functionality. All orders must be
collected manually by the customer or arranged externally. The system does not capture delivery addresses,
offer courier options, or provide order tracking. This limits the end-to-end convenience for customers who
prefer doorstep delivery.

To further enhance the system in the future, features such as CAPTCHA to prevent brute-force attacks,
admin change and action logs to track system updates, live chat support for instant help, a wishlist feature for
saving favorite items, additional payment methods like e-wallets and bank transfers, and automatic invoice
generation and download after payment can be introduced. These improvements would enhance system
security, improve customer experience, and streamline business operations.
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