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1. Introduction

In the modern digital age, effective and safe document management is essential to the expansion and productivity
of an organization. To manage a number of important documents, including official letters, meeting minutes, and
company records. MZR Global Sdn Bhd still uses manual filing system. Although this conventional approach works,
it has significant problems with operational efficiency security, and accessibility. Employees usually must wait a
long time to retrieve documents, which makes it difficult to make decisions quickly and lowers productivity. The
more documents there are, the more likely it is that important documents will be misfiled or lost, which causes
inefficiencies.

Furthermore, the manual system’s lack of appropriate access control mechanisms presents serious security
issues. Unauthorized people could have access to private data, which could result in data breaches and violations
of data protection laws. Accountability is restricted and compliance audits become more difficult when user
activity and document modifications cannot be tracked. These flaws jeopardize MZR Global’s ability to maintain
operational integrity and compete in a business environment that is changing quickly.

MZR Global has given the creation of an automated document management system top priority after realizing
the need for improvement the need for improvement. Role - based access control, improved data security, and
streamlined documentation processes are the goals of the suggested solution, DocuEase. A centralized, safe, and
intuitive platform for storing, retrieving, and organizing documents across departments will be made available by
DocuEase.

The aim of this project is to develop DocuEase: Document Management System. The objectives of this project
are:
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¢ To design the DocuEase Document Management System that enables structured storage, fast retrieval, and
systematic organization of departmental documents using a centralized digital platform.

» To develop a secure role-based access control module within the DocuEase system that limits document
access to authorized personnel and enhance data protection and manage activity tracking.

e To test the functionality, performance, and usability of the DocuEase system through user acceptance
testing (UAT) and system testing to ensure it meets operational requirements and provides a reliable user
experience.

By implementing DocuEase, MZR Global is expected to significantly reduce administrative workload, increase

operational efficiency, and create a secure and accountable environment and positioning the company for long-
term success and scalability.

2. Related Work

This section examines the current document management systems, including Zoho WorkDrive, Dropbox, and
DocuWare to evaluate their benefits and drawbacks. While both platforms facilitate cloud storage and
collaboration, they differ in features such as audit logs, workflow automation and security.

2.1Zoho WorkDrive

Zoho WorkDrive, a cloud-based document management and collaboration tool, facilitates file sharing, storage,
and teamwork. Because it provides businesses with centralized storage, robust security features, and an easy-to -
use interface, it is an excellent tool for efficiently managing documents [1].

Strengths: Collaborative team folder structure enabling real-time file collaboration, version control
documenting all modifications with retrieval capabilities, integrated task management allowing direct work
assignment and tracking, and document tagging with activity tracking features.

Limitations: Limited advanced workflow automation capabilities, insufficient compliance-focused features
like comprehensive audit trails, and may not meet strict regulatory requirements for certain organizations [1].

2.2Dropbox

A well-liked cloud-based file sharing and storage tool, Dropbox is renowned for being straightforward and
user-friendly. Small and medium-sized business that require an effective method of file sharing and storage choose
it. Dropbox is so user-friendly that even non-technical users can use it [2].

Strengths: Intuitive interface accessible to non-technical users, excellent third-party integration with
Microsoft Office, Zoom, and Slack, seamless file sharing and document co-editing capabilities, and streamlined
workflow optimization.

Limitations: Lacks advanced features like task reminders and workflow automation, limited document
approval system capabilities, insufficient audit trail functionality for compliance requirements, and may not meet
larger organization regulatory standards [2].

2.3DocuWare

Enterprise-class document management software DocuWare is excellent at automating processes and
adhering to regulations. Medium-sized to large businesses that handle a lot of private documents are the target
audience. Businesses that need to streamline their documentation procedures and adhere to stringent regulatory
standards will find DocuWare particularly useful [3].

Strengths: Strong security and compliance features including audit trails and encryption, advanced user
authentication mechanisms, sophisticated search capabilities supported by metadata indexing, and
comprehensive workflow automation for document processes.

Limitations: High implementation cost and complexity, requires extensive user training and specialized IT
resources, complex implementation process, and pricing structure may be prohibitive for smaller organizations

3].

2.4 System Comparison

To evaluate DocuEase’s capabilities, it is compared with other documents management systems like
Dropbox, DocuWare, and Zoho WorkDrive as shown in Table 1. While these systems offer features like cloud
storage and communication tools, they often lack key functionalities such as document approval workflows,
detailed auditlogs, and role-based access tailored to MZR Global Sdn Bhd’s needs. The tale highlights the strengths
and weaknesses of each system compares to DocuEase.
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Table 1 Comparison Between Existing Systems and Proposed System

Features Zoho Dropbox DocuWare Proposed
WorkDrive System

Cloud Storage Yes Yes Yes Yes

Document

Approval No No Yes Yes

Audit Logs No No Yes Yes

Keyword-Based v

Search Yes es Yes Yes

User Monitoring Yes No Yes Yes

Cost-

Effectiveness Yes Yes No Yes

3. Methodology

The Agile methodology was used was used in the development of the DocuEase system because of its
adaptability, iterative structure, and emphasis on stakeholder involvement [4][5]. This approach ensures the
system closely matches user needs by enabling frequent modifications based on evolving requirements and
continuous feedback from MZR Global Sdn Bhd stakeholders.

Agile Selection Rationale:

e Iterative Development: Allows incremental feature delivery and continuous improvement.

o Stakeholder Engagement: Regular feedback sessions ensure alignment with business requirements.

e Risk Mitigation: Early identification and resolution of potential issues through short development
cycles.

e  Flexibility: Accommodates changing requirements during development.

e Quality Assurance: Continuous testing throughout development phases.

Agile methodologies have proven effective in project management due to their comprehensive approach to
handling complex software development projects, particularly in dynamic business environments [5].

3.1System Development Workflow

The following workflow highlights detailed tasks, outputs, and tools used in each development phase with
expanded methodology explanations:

Table 2 Systems Development Workflow

Phases Task Output Tool

Planning Define comprehensive project Requirements specification Google Meet,

(Weeks 1-2) scope, gather detailed document, stakeholder needs Stakeholders
requirements, and establish documentation, risk assessment interviews

Analysis and
Design

(Weeks 3-6)

Development
(Weeks 7-14)

Testing

(Weeks 15-17)

Deployment
(Week 18)

communication protocols

Develop system architecture, create
database schema, implement
security and framework design

Implement backend functionality
using MVS, pattern and create
responsive Ul

Perform comprehensive testing
including functional, security and
user acceptance

System migration, database setup,
server configuration

matrix

System architecture documentation,
database schema with ERD, Ul
wireframes, security specs

Working system with integrated
database responsive Ul, security
modules

Test reports, bug documentation,
user feedback

Live operational system, configured
servers

Laravel MVC
framework
[6], MySQL

design

Laravel
[6][7], PHP,

MySQL,

PHPUnit,
UAT tools,
manual
testing

Production
server
environment
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Review and System evaluation, user training, Evaluation reports and training Training
Launch performance assessment materials materials

(Week 19-20)

3.2 Technology Stack Justification

Backend Framework: Laravel was selected for its robust MVC architecture, built-in security features, and
comprehensive ORM capabilities, providing rapid development while ensuring code maintainability and security
[61[7].

Database: MySQL chosen for its reliability, performance, and compatibility with Laravel's Eloquent ORM,
supporting complex relational data structures required for document management.

Frontend: Bootstrap framework selected for responsive design capabilities and rapid Ul development,
ensuring cross-platform compatibility and user-friendly interfaces.

Security Implementation: Laravel's built-in security features including CSRF protection, authentication, and
authorization mechanisms provide comprehensive security coverage.

3.3System Requirement Analysis

The DocuEase system requirements are divided into functional and non-functional categories as shown in
Table 3 and Table 4, based on discussion with MZR Global Sdn Bhd stakeholders. The system incorporates role-
based access control mechanisms to ensure secure document management [9].

Table 3 Functional Requirements

Module Description

User Registration and
Login

User Management
Document Upload and
Storage

Document Approval

Email Notification

Document Search

Activity Logs

File Preview/Download

Enables users (Admin, Manager, File Admin, Staff) to securely register
and log in using role-based access with multi-factor authentication
support [9]

Allows system admins to manage user roles, departments, account
details, and access permissions with comprehensive audit trails

Allows users to upload, organize, and store documents in assigned
folders with proper version control and metadata management [8]

Supports role-based document approval flow by Manager and File
Admin with configurable approval hierarchies and automated
notifications.

Sends automated emails to approvers or uploaders for document status
updates.

Enables users to search, filter, and retrieve documents efficiently.

Tracks and displays user activity such as uploads, views, updates, and
deletions with secure audit management [10]

Provides access to view or download files linked to a log or archive.

Table 4 Non-Functional Requirements

Category Requirements
Performance Fast system response and document access.
Security Data protection and enhanced authentication.
Usability User-friendly interface and navigation.
Reliability System backup and error management.
Scalability Expandable storage and consistent performance.
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3.4 System Analysis

The DocuEase Document Management System for MZR Global Sdn Bhd is designed as a secure, web-based
platform to streamline the management of organizational documents and workflows. The system follows a
modular approach, integrating various components such as document storage, approval processes, access control,
and audit tracking. This design ensures that each module is independent yet works cohesively to enhance system
security, efficiency and user experience.

3.4.1 Flowchart

The System Administration manages the overall system operations through a secure login process. Figure 1
shows how after successful authentication, the administrator can choose to add new user accounts or proceed to
manage existing user account information. Their main task includes creating new user accounts, managing user
permissions and department, and configuring system settings before logging out. This role ensures proper access
control and system security for MZR Global Sdn Bhd.

System Administrator

Mo

Login Succesfully?

/Login Successfully/

eed to add ne
user?
ro
Manage Users
Account Info
-
Configure System
Settings

v

e Add new users
account

jout

m.

End

Fig. 1 System Administrator Workflow Flowchart

The DocuEase workflow integrates three essential user roles in the document management process. Staff
members handle document uploads, tracking, and revisions through their dedicated workflow, while File
Administrators review these documents and route them to Managers for final decisions. Figure 2 shows how the
Manager workflow depicts the final approval process where managers can either approve or reject documents,
completing the workflow chain. This structured process ensures secure and efficient document handling through
proper authentication and approval steps, meeting MZR Global Sdn Bhd’s requirements for comprehensive
document management.
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Fig. 2 Document Management Workflow Flowchart

3.4.2 Context Diagram

Figure 3 shows DocuEase’s Context Diagram, which displays how the system interacts with its four main
users: System Admin, File Admin, Manager and Staff. This diagram illustrates how information and document flow
between these users and the system.

Login C: Login Credentials
System i i P D t Upload:
System User Account Information. Document ACCess request Staff
Admin Roles and persmission setting File Information Update
Document Revisions
I}
tivity L t
Syst activi Q
¥ B —Document Status Updates.
User List
Audit Trails
Login Ci DocuEase Filing and |« Login C
Document categorization data -] Doc;mr:mallon <D t Approval D
Initial Approval D ystem DD Access Permissi
(—File Organization Parameters——m\__ | «Review Comments and Feedback—.
Status Updat
File Admin Access Request Manager
- Document Indexing Information pending revi

Fig. 3 Context Diagram of DocuEase: Document Management System
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3.4.3 Data Flow Diagram (DFD)

Figure 4 shows DocuEase's Level 0 Data Flow Diagram (DFD), showing four main processes (User
Management, Document Processing, Approval Workflow, and System Monitoring) working with four data stores
(User Data Store, Document Store, Document Logs, and File Sharing). This structure enables smooth interaction
between system users (System Admin, File Admin, Manager, Staff) and document management functions through

secure role-based access control and comprehensive audit tracking.

D1 Users.
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Document Approval Decisions.
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| S

| sharing Information
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Manager

Document Pending Review:

verification

Fig. 4 DFD Level 0 of DocuEase: Document Management System
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3.4.4 Entity-Relationship Diagram (ERD)

DEPARTMENT
PK tiD "
Categori
Department_Name
DOCUMENT_FOLDER
Created_at
PK | DocuFolderiD
Update_at
Folder_name
Belongs to FK | Created_by Conteins
— 04
Creates Created_at
—o0q
Undates FK | Updated_by
Updated_at
S + R
USER DOCUMENT
PK | Userld H Croates % PK | DocumentiD
Name Document_Title
DOCUMENT_LOGS : .
Email Document_File
PK | LoglD m
LaglD Password T Updates’ O FK Manager_approval_id
Action Creates
m Role Manager_approval_datetime
Filepath SYSTEM_LOGS 1 <]
P — FK | DepartmentlD Manager Approves Manager_reminder_sent_at
FK | OwnerlD PK | LoglD .
Address FK | File_admin_approval_id
FK | Created_by Log MH——File Admin Approvesiroves——————0<|
- Email_verified_at File_admin_approval _datetime
Created_at FK | UserlD
- Remember_token File_admin_reminder_sent_at
Reference Created_at H
Created_at Status
Updated_at Updated at
Updated_at Rejection_reason
FK | Document_folder
Manager Approves Sharing )
File Admin Approves Sharing FK | Department_id
FK | Created by
FILESHARING
Created_at
PK | FileSharinglD
FK | Updated_b
Request FK | DocumentlD P il
>0
Updated_at
FK | Requested_by
N FK | DocuFolderlD
FK | Manager_approval_id
L od
Manager_approval_datetime T
P 4% -Shared througkr
Manager_reminder_sent_at
FK | File_admin_approval_id
File_admin_approval datetime
File_admin_reminder_sent_at
Status
Filesharing_expiry_date
FK | Created by
Created_at
FK | Updated by
Updated_at

Fig. 5 Entity Relationship Diagram of DocuEase: Document Management System

Figure 5 illustrates the DocuEase ERD, showing eight tables: USERS, DEPARTMENTS, DOCUMENTS,
DOCUMENT _FOLDER, FILESHARING, DOCUMENT_LOGS, SYSTEM_LOGS, and ACCESS_REQUEST. The diagram
highlights their relationships for managing document flow, access control, and organizational structure through
primary and foreign key connections that ensure data integrity and support role-based document management
operations.

4. Result and Discussion

This section focuses on the implementation and testing of the DocuEase document management system for MZR
Global Sdn Bhd. It covers the development and functionality of key modules such as secure login, user registration,
role-based access control, document uploading, document approval, and activity tracking. The results are



Applied Information Technology and Computer Science Vol. 6 No. 2 (2025) p. 72-91 80

discussed based on system performance, user interaction and how effectively the system addresses the challenges
of the previous manual filing process.

4.1Implementation and Interface Design

This subsection describes the core functional modules in the DocuEase system and the design of its user
interface. The implementation focused on creating a secure, efficient, and role-based document management
experience tailored to the operational needs of MZR Global Sdn Bhd. The system was developed using the Laravel
framework, which provides robust web application development capabilities [6][7].

DocuEase’s interface design was created with usability and clarity in mind, guaranteeing that users can easily
navigate the system. To create a simple and responsive layout, it combines concepts from information architecture
and current Ul styling. The system implements an interactive documentation approach that enhances user
experience [8]. To complete tasks like login, registration and role-based document access, users engage with user-
friendly elements like dropdown menus, input fields, and modals.

4.1.1 Registration, Login and Role-Based Access Interface

The DocuEase system provides a secure login and registration process with integrated role selection. As
shown in Figure 6 and Figure 7, user must login by selecting their designated role (System Admin, File Admin,
Manager, or Staff), followed by entering their email and password. This role-based login ensures that each user is
granted access only to features relevant to their responsibilities.

) DocuEase

Login

Login Now to Access your Drive

-
1 Select Role
8

) DocuEase

Login

Login Now to Access your Drive

Fig. 7 Role-Based Login Interface
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Create User X

Name
Email
Password
Role

Department

Fig. 8 User Registration Interface

After login, user creation or registration is managed through a form interface, as shown in Figure 8. The
administrator can register a new user by entering essential details such as name, email, password, role and
department. This interface simplifies onboarding while maintaining strict control over user roles and
departmental assignment.

These features contribute to DocuEase’s goals of offering a secure, efficient, and organized document
management experience tailored to each user’s access level

4.1.2 Document Upload Function

The Document upload function is a core feature of the DocuEase system, allowing users to upload files
securely while capturing relevant metadata such as document title and file type. This functionality ensures that
important records are organized and ready for approval workflows by authorized roles such as Managers and File
Admins.

class="modal fade" id-"uploadModal™
class="modal-dialog"
class-"modal-content"
class-"modal-header™
class-"modal-title">Upload File
n class="close" data-dismiss-"modal">&times;</bt

class="modal-body"
form id="uploadForm"
@csrf

type-"text" class="form-control mb-2" name="document_title" placeholder-"Document Title" required
type-"file" class="form-control"” name-="document file" required

class="modal-footer"
n class="btn btn-secondary"” data-dismiss-"modal">Cancel
class="btn btn-primary” id-"submitUpload">Upload</but

Fig. 9 HTML structure for the Document Upload Modal

The frontend implementation, shown in Figure 9, uses Bootstrap modal components to create a user-friendly
interface. Users are prompted to enter the document title and upload file through a form #uploadForm. The @csrf
directive ensures that the submission is protected from cross-site request forgery. Two input fields are present:
one for the document title type="text” and one for the actual file type="file”. The “Upload” button triggers the form
submission, while the “Cancel” button closes the modal without saving.

Penerbit
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protected $filla
"document_title’
‘document file'

‘manager_approval id’
‘manager_approval datetime’
‘file admin_approval id’

‘file admin_approval datetime’
‘status’

‘document folder'

‘dept_id'

‘created by’

‘updated by’

Fig. 10 Laravel Fillable Fields in Document Model

The backend logic for handling document data is defined in the Laravel modal class using the $fillable
property, as shown in Figure 10. This array specifies which fields can be mass-assigned when a document is
uploaded. Fields like document_title, document_file, document_folder, dept_id, and timestamps for manager and file
admin approvals are included. This ensures that document-related data, including approval tracking and
department categorization, is stored accurately in the database. Together, these implementations support a
structured document submission process, ensuring every uploaded file is accompanied by the required metadata
and stored securely for review and approval.

4.1.3 Document Approval and Rejection Function

The Document Approval and Rejection functions in the DocuEase system are responsible for handling
document verification based on user roles. Only users with the roles Manager and File Admin can approve or reject
documents, and both actions are recorded with timestamps for transparency and auditing.

public f

return resg ->j L t be same department

elseif (
if (!
return r

return ! > n ‘message’ ‘Document approved successfully.'])

Fig. 11 Approving Uploaded Documents Function
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In Figure 11, the approve() function first checks whether the logged-in user belongs to the same department
as the document originator. If not, the approval process is blocked. When a Manager approves a document, their
user ID and approval timestamps are stored in the document record. When a File Admin attempts approval, the
system verifies that manager approval exists. If approved, the system updates the file admin’s ID and timestamp,
sets the document status as “Approved”, and sends an email notification to the document creator.

[ 'message’ ‘You must be in the same department to approve.']

new Document

"Rejection email failed: ".$e->g

return r json( [ 'message’ ‘Document rejected successfully.'])

Fig. 12 Rejecting Uploaded Documents Function

In Figure 12, the reject() function performs a similar role but handles rejection instead. Again, role and
department check are enforced. It a Manager or File Admin rejects the document, their details and timestamps are
logged, and the document status is set to “Rejected”. Upon rejection, and email is automatically sent to inform the
original uploader, as shown in the Mail::to()->send() block. Error handling is included to log any failures in email
delivery.

4.1.4 Email Notification Function

The email notification function in the DocuEase system is designed to alert relevant users when a new
document is uploaded and pending approval. This feature enhances communication between staff and approvers
while reducing delays in the document approval process. The electronic documentation system improves the
quality and efficiency of document management processes [11].

public function bu
{
return
-> "New Document Pending Approval:
->view( ‘emails.document uploaded')

=

C->

‘uploadedBy"’ locument->creator->
'uploadedAt’ $this T ->created at->format('m d, Y H:i")

Fig. 13 Mailable build() method for constructing document approval email
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The feature is implemented using Laravel’s Mailable class, where the build() method constructs the content
of the email. As shown in Figure 13, the subject line is dynamically set based on the uploaded document title (e.g.,
“New Document Pending Approval: Budget Report”). The view() method specifies the Blade template for
formatting the email layout, while the with() method passes the document title, the name of the user who uploaded
it, and the timestamp of upload to the view. These variables are injected into the email to give the recipient clear,
context-rich information for review and action.

‘mailers’ [
‘smtp’ [

“transport’ ‘smtp'
‘url’ e 'MAIL_URL")
*host’ _HOST* : p.mailgun.org")

‘port’

*encryptio : *MATIL_ENCRYPTION' o ol k5
‘username’ 'MAIL_USERNAME')

‘password’ 'MAIL_PASSWORD")

‘timeout’

‘local_domain’ env 'MAIL_EHLO DOMAIN')

Fig. 14 SMTP configurations for email delivery

In addition to the logic for generating the email, the backend mail delivery is configured using the SMTP
mailer setup, as shown in Figure 14. SMTP credentials such as MAIL_HOST, MAIL_PORT, MAIL_USERNAME, and
MAIL_PASSWORD are stored securely in the .env file and accessed via env() in the config/mailphp file. The
encryption method is set to tis, ensuring secure transmission of messages. This configuration allows DocuEase to
send automated emails using external email services such as Mailgun, ensuring that all notification emails are
delivered reliably and securely.

4.1.5 Activity Log Function

The Activity Log function in the DocuEase system provides a detailed record of all user actions performed on
documents and folders. This feature is essential for maintaining transparency, accountability, and traceability
within the system, especially in environments where document integrity and user access must be strictly
monitored. The implementation follows secure audit log management principles to ensure data integrity and
compliance [10].

@foreach(
@if(

You
@endif

Fig. 15 User Activity log function

In Figure 15, the activity log entries are displayed using a foreach loop that goes through the $document-logs
list. The system shows only the logs that belong to the currently logged-in user by checking if the owner_id matches
the user’s ID. Each log action (like "UPLOAD FILE", "DELETE FILE", "RENAME FOLDER", etc.) is shown with a

Penerbit
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colored badge using the $badgeClass array to make it easier to recognize the type of action. Alongside the action,
the log also shows who performed it, a reference if available, and the time it happened.

If the action was done by someone else, the system gets the creator’s name from the user’s table. If the log
was created by the user themselves, it simply shows "You". The date and time are displayed using Laravel's Carbon
library in a clear, readable format. If the log includes a file path, a "View File" button is shown. Clicking this button
will open the related file in a new tab so the user can view it directly.

4.2 Testing Result

The testing process focused on verifying the core functional modules within the DocuEase document
management system. Each test case was designed to validate the successful execution of features such as
registration, login, role-based access, document uploading, approval workflows, activity logging, and email
notification. The goal was to ensure that every module behaves as expected under normal usage conditions. Table
5 shows the result of functionality testing.

Table 5 Functionality Testing

Actual
No
Test Case Expected Result Result
1 Login with correct role, email, and )
password Login successful Pass
Create new user with assigned role and
2 department Role and department saved Pass
3 Upload a document with valid title and file = Document uploaded Pass
4 Manager approves uploaded document Statu.s 'l'lpdated to “Pending File Pass
Admin
5 File Admin approves the document Status updated to “Approved” Pass
6 Reject document as Manager or File Admin  Status updated to “Rejected” Pass
7 View activity log after actions Log displayed with correct action Pass
8 Trigger email after document upload Email sent to approver Pass
9 Access view file link from activity log File preview opened Pass

The testing confirms that the main features of DocuEase perform according to system’s functional
requirements. The result demonstrates the system'’s reliability in handling document processes, access control,
communication, and user interaction. Overall, the successful completion of these test supports the system'’s
readiness for deployment in real-world environment.

Table 3 presents the result of security testing conducted on the DocuEase system. The test case focus on
validating input fields, enforcing authentication, protecting against unauthorized access, and verifying role-based
restrictions. All test cases passed successfully, confirming that the system enforces proper validation, access
control, and secure handling of requests. This ensures that DocuEase provides a safe and reliable environment for
document management.

Table 6 Security Testing
Actual
No
Test Case Expected Result Result
Login with correct role, email, and Error message displayed. Login
1 d Pass
passwor blocked
2 Login with incorrect email or password Invalid credentials message Pass

displayed. Login failed
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Table 6 Cont
. . - . . Required field warning displayed.
3
Register with missing or incomplete fields Registration blocked Pass
Warning: invalid email format.
Register with invalid email format Registration blocked Pass
5 Attempt. to access admin routes without Redirected to login page Pass
authentication
6 Submit upload form without CSRF token Request blocked Pass
7 Attempt document approval from a Approval blocked. Error message
: Pass
different department shown
8 Send forged document approval request Request denied due to user role Pass
via POST API mismatch

Table 3 confirms the system’s effectiveness in handling common security concerns through proper
validation, access control, and session handling. These tests demonstrate that DocuEase has implemented key
security measures such CSRF protection, form validation, role-based restrictions, and error handling. As a result,
the system is well-prepared to defend against unauthorized access and data manipulation.

4.2.1 User Acceptance Testing Form

User Acceptance Testing (UAT) for the DocuEase system was conducted through an online questionnaire
distributed using Google Forms. The objective was to evaluate the system'’s usability, functionality, and interface
form the perspective of actual users. The main form included both quantitative and qualitative sections and was
divided into four main parts: system functionality, system usability, interface design, and user suggestions.
Respondents were asked to rate each item to rate each item on a scale of 1 (Strongly Disagree) to 5 (Strongly
Agree).

LD Copy chart
The system allows me to upload, manage, and retrieve documents efficiently.

25 responses

20

17 (68%)

5 6 (24%)

,
3

Fig. 16 Document Management Efficiency Survey

Figure 16 shows the survey results for the questions “The system allows me to upload, manage, and retrieve
documents efficiently”. Out of 24 responses, the survey reveals that 0 respondents rated the system with scores
of 1 and 2, 2 respondents (8.3%) provided a rating of 3 (neutral), 5 respondents (20.8%) rated the system with a
score of 4 (agree), and 17 respondents (70.8%) rated the system with a score of 5 (strongly agree). The results
indicate an exceptionally positive reception of the document management functionality, with 91.6% of users
expressing satisfaction (ratings 4-5) with the system's efficiency in handling document operations.
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@ Copy chart
The document approval workflow operates smoothly and as expected.

25 responses
20

15 16 (64%)

8 (32%)
0 (0%) 0 (0%) 1%
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1 2 3 4 5

Fig. 17 Document Approval Workflow Survey

Figure 17 presents the survey results for "The document approval workflow operates smoothly and as
expected." Out of 24 responses, 0 users assigned ratings of 1, 2, and 3, while 8 users (33.3%) provided a rating of
4, and 16 users (66.7%) rated the workflow with a score of 5. The overall evaluation of the approval workflow is
exceptionally positive, with 100% of respondents (ratings 4-5) indicating satisfaction with the workflow
functionality. This suggests that the role-based approval process effectively meets user expectations and
operational requirements without any negative feedback.

|D Copy chart
The system performs consistently without frequent errors or delays.

24 responses

15

10 11 (45.8%)

0

1 2 3

Fig. 19 Document Approval Workflow Survey

Figure 19 illustrates the survey results for "The system performs consistently without frequent errors or
delays." Out of 23 responses, 0 respondents rated with scores of 1 and 2, 2 respondents (8.7%) provided a rating
of 3, 10 respondents (43.5%) rated with a score of 4, and 11 respondents (47.8%) rated with a score of 5. The
results demonstrate strong system reliability, with 91.3% of users (ratings 4-5) expressing confidence in the
system's consistent performance. This positive feedback confirms the system's stability and readiness for
production deployment.

5. Conclusion

In conclusion, MZR Global Sdn Bhd's manual filing system's inefficiencies and security issues were effectively
resolved with the creation of the DocuEase Document Management System. User accountability and operational
efficiency have been significantly increased by the use of role-based access control [9], secure document handling,
approval workflows, audit logs [10], and automated notifications. The implementation leveraged modern web
development frameworks [6][7] and followed comprehensive agile project management methodologies [5] to
ensure successful delivery.

The electronic documentation system has demonstrated improved quality and efficiency compared to traditional
manual systems [8][11]. User acceptance surveys and functional and security testing verify that the system meets
organizational requirements effectively while providing consistent performance and a user-friendly interface.
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Appendix A: Gantt Chart
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2 Project planning and requirement gathering
3 Creating Business Process Model

4 v Phase 2

5 Business Process Model correction

6 Creating ERD

T Design for Login Page

8 v Phase 3

9 Creating config

10 Connecting to database

1" ¥ Phase 4

12 Assigning roles (staff, manager, file admin, s...
13 Develop admin dashboard

14 v Phase 5

15 Develop pages for other roles

16 v Phase 6

17 Develop database scheme

18 Develop department access to roles

19 v Phase7

20 Develop document uploading modules

21 v Phase 8

22 Develop document accessing according tor....
23 ¥ Phase 9

24 Develop folder for documents

25 Document indexing and searching

26 v Phase 10

27 Final testing for the system

28 Prepare for User acceptance testing (UAT)
29 v Phase 11

30 Received testing feedback

31 Final adjustment

32 v Phase 12

33 Launch DocuEase System
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Appendix B: Data Flow Diagram (DFD Level 1)
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Appendix B: Data Flow Diagram (DFD Level 1) (cont)
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