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Gas leaks and fires in restaurant settings are frequently unnoticed before 
it is too late with the emergency options being late to start rescue 
activities and the risks of losses to employees and patrons increasing. The 
common forms of detection are traditional where detections are 
performed manually or easy alarms, which are either have ambiguity, or 
not detected especially during off-shifts. This is why this project was 
conducted with the title of Development of Web-Based IoT Smart Fire 
and Gas Leak Detection System, which addresses these flaws by offering 
a more efficient and prompt response in a restaurant environment. A 
combination of Wemos D1 ESP8266, MQ-2 Gas Sensor, IR Flame Sensor, 
and DHT11 Temperature Sensor is implemented in the system making it 
monitor continuously. It is programmed using Arduino IDE, data 
visualization as a cloud-based solution is made using ThingSpeak 
whereas implementation of web-based platform is made using PHP, 
Laravel, and MySQL. WhatsApp notifications are real-time so that there 
is direct alerting. Thorough testing of the system, such as the User 
Acceptance Testing ( UAT ) proved that this system contributes a massive 
collaboration to safety as it diminishes the dangers linked to the fires and 
gas explosion. In general, the present project demonstrates how it is 
possible to appropriately utilize IoT technology as a means of enhancing 
safety in the workplaces and resolving emergency situations at high-risk 
areas much faster. 
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1. Introduction 

Fire and gas leak detection in high-risk environments like restaurant kitchens is usually checked by observations 
and safety checks from time to time without any set standard [1]. This reliance often results in slow responses, 
relatively high risks, and staff and customers’ elevated safety risks. The last few research works stress the urgency 
of implementing technology to combat these problems, lessen the chance of an accident, and limit the loss. This 
work presents a Smart Fire and Gas Leak Detection System which is an IoT based system to improve the capacity 
of hazard identification and mitigation. Using Arduino IDE, C++, PHP and cloud storage, the system interfaces fire 
and gas sensors to monitor the current surrounding environment. They include auto- alarms, simple notification 
systems and emergency instructions that solve the limitations of old-fashioned methods and guarantee quick 
action in case of emergency. It is for this reason that the proposed system is to be designed to be a proactive one 
in that it minimizes hazards and preserves assets as well as to facilitate staff members in the handling of accidents. 
From the developments noted, the project increases safety and operational stability to restaurant kitchens. 
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2. Literature Review 

This section gives an idea of the constructs, technologies and strategies that would be employed to elicit a smart 
fire and gas leak detection system suitable for restaurant setting. It uses state of the art sensors and hardware, 
software and cloud-based solutions in identifying dangers such as gaseous fumes, smoke, fire and heat. These 
elements are combined so that timely alarms and corrective actions improve staff and public security alongside 
physical assets and processes. 

The principal parts of the proposed system include the MQ2 gas sensor, the IR flame sensor, temperature 
sensor thermistor and buzzer alarm. Each of the components is intended to cater for distinct risks. The MQ2 gas 
sensor finds gases such as methane, propane and butane, and gives an alert if there is any leakage [2]. The IR flame 
sensor characterizes infrared light of fire and ensures the fast recognition of it, especially in the areas like a kitchen 
[3]. The so-called temperature sensor keeps track of heat in the room advising the staff if temperatures go higher 
than a specific limit or range and the buzzer ensures that if there is anything within the room that poses a danger 
that is detected then there will be an audible signal to act on it. 

The system is controlled by Arduino Wi-Fi-enabled NodeMCU, which processes signals from the sensors 
and performs wireless connection. This board enables the data to be transferred without any disruption to cloud 
platforms such as ThingSpeak which is used in real-time data acquisition, data presentation and data analysis. The 
IoT functionality of the system enables restaurant managers to have a remote view of the environmental 
conditions of the procurement area that can help in anticipating and controlling hazards. A development 
environment for the microcontroller is a structured system, which includes an essential application known as the 
Arduino IDE to control its programming. 

 
The position and fine-tuning of the sensors also remain of utmost importance to the functioning of the 

system. Sensors are most placed where high incidence likely to occur this includes kitchens, storage rooms as well 
as dining areas. Tuning has a positive impact in raising the efficiency of finding the real objects and decreasing the 
rate of False Acceptance, thereby effectively increasing system performance. This way, safety issues are also taken 
into consideration at a high level, in order to develop the proposed system that will be able to meet restaurant 
needs starting from fire detection to gas leak detection. 

 

2.1 Reviewing Existing Systems 
A range of systems suggested in the literature is aimed at solving the problem of gas leakage and fire detection 
with the help of IoT and smart technologies. In the study by Jamadagni et al. [4], IoT monitoring system was 
designed in a low-cost manner aiming to monitor industrial settings to detect gas and fire hazards and 
communicate via SMS to reduce threats. Nevertheless, it does not have a web-based dashboard, and it is less 
convenient in terms of constant or massive monitoring as is needed in restaurants.  
 

Al Towaijri et al. [5] proposed a new and capable IoT-based fire detection system that makes use of wireless 
cameras and convolutional neural networks (CNN) as a means of identifying high resolution fire objects. The 
system retains the privacy through only sending key video features instead of raw streams but complex modeling 
of machine learning and increased costs can make the system less feasible to establishments like restaurants.  
 

Suma et al. [6] also developed an IoT system to be used in domestic context based on the combination of 
gas sensors and load cells providing the detection of LPG levels and the detection of LPG leaks with the possibility 
to send the SMS alert and autofill. Although this system can increase household safety, it does not have a multi-
point fire detection that is necessary in crowded commercial kitchens.  
 

Recently, Medewar et al. [7] offered an overview of contemporary practices in the development of fire and 
smoke detection-based on machine learning (with IoT devices incorporated into their frameworks) to enable 
predictive fire control and safety increase. They point to the utility of ML methods in the detection of 
improvements in the reliability and mitigation of false positives. However, the systems usually require high-level 
computational resources and expertise, thereby they are not most appropriate when the restaurants are small to 
medium size without a specific IT support.  
 

On the contrary, the system that has been created in the current study is proprietary to a restaurant. By 
combining multi-sensor monitoring capabilities with a web-based dashboard, real-time alerts via WhatsApp 
messenger, and staff-management functionalities, it has found a balance between the technological savviness and 
the affordability of using this solution. This makes it a powerful source to enhance safety within a hazardous 
premise in food preparation. 
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Table 1: Comparison between existing systems and proposed system 

 

Features/ System Gas Leakage 
and Fire 

Detection 
Using 

Raspberry Pi 
[4] 

A Privacy- 
Preserving 
Iot-Based 

Fire Detector 
[5] 

Gas Leakage 
Detection 

Based on Iot 
[6] 

A Review on 
Fire and 
Smoke 

Detection 
With 

Intelligent 
Control for 
Enhanced 

Safety Using 
Machine 
Learning 
(ML) and 

Internet of 
Things (IoT) 

[7] 

Smart Fire 
and Gas Leak 

Detection 
System Iot 

Gas Detection ✓ ✕ ✓ ✓ ✓ 

Fire Detection ✓ ✓ ✕ ✓ ✓ 

Temperature Monitoring ✕ ✕ ✕ ✕ ✓ 

Notification Type SMS App/Cloud SMS IoT/ML WhatsApp 

Staff Registration ✕ ✕ ✕ ✕ ✓ 

Emergency Response ✓ ✓ ✓ ✓ ✓ 

Response Time Moderate Fast Moderate Moderate Fast 

Use of ML / AI ✕ CNN ✕ ML ✕ 

 

3. Methodology 
This project was developed using the parallel development approach that aided in the management of the project 
as it subdivided the project into small manageable segments that could be developed simultaneously. This strategy 
made the process of development quicker and more structured. One component of the system could be designed 
whilst another component of the system was already developed or under test. The methodology also contributed to 
lessening the delays and made it easier to correct the problems at an earlier stage. Development process involved 
some significant phases namely planning, system design, implementation and testing just to make sure that the final 
system was functional and that it achieved the objectives of the project and that it was a pleasant experience to use. 

3.1 Parallel Development Methodology 

The parallel development methodology of the product under development involves the division of the project into 
many component modules that are not dependent on the other, thus implying that in case one or some of the 
many developed modules makes use of a certain feature, other modules with similar requirements could be 
developed at the same time [8]. This was adopted in the Smart Fire and Gas Leak Detection System IoT due to the 
features that allows the separation of tasks in the various modules, which encompass monitoring and display, 
notification and alert subsystem, response mechanism and staff enrollment. The modules are fully self- contained 
and therefore can be worked on in parallel with no application degradation conundrums here. The methodology 
also makes use of consistent software tools including Arduino IDE in the sensor programming aspect, ThingSpeak 
in data log, analysis, and cloud notification, making the programming of the various modules easier. This method 
saves time since the modules are developed and tested in stages, yet it is accurate and reliable. Some of the crucial 
phases include design where the general framework and the specifications of specific modules are developed, 
implementation which comprises writing of code and integrating the functionalities while testing involves 
determining the performance and checking whether they meet safety standards. It is in terms of this efficiency 
that one can affirm the potential of developing a system that would address the more basic, but essential safety 
requirements. 
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Figure 1: Parallel Development Methodology Diagram [8] 

3.2 System Development Workflow 

The System Development Workflow makes an outline of all the phases which are involved in the Software 
development process. Each phase also describes certain activities and deliverables that help bring 
implementation of the system to reality [9]. Table 2 below outlines these phases in detail. 

 
Table 2: Task and Output for each Phase 

 

Phase Task Output 

Monitoring Deploy IoT with sensors gas and 
fire sensors in key areas of the 
restaurant 

Continuous monitoring of gas 
levels and fire detection. Data sent 
to a central database for real-time 
monitoring 

Reporting Access historical and real-time 
data on gas levels and fire 
incidents 

Detailed reports on gas 
concentration levels, fire 
incidents, and system status. 
Optimized safety measures. 

Visualization Provide a user-friendly webbased 
dashboard for administrators and 
users 

Visualized gas and fire detection 
data in graphs and charts. Insights 
into safety trends for informed 
actions. 

Notification Send alerts and notifications 
based on predefined conditions 
such as gas leak or fire detected 

Alerts via WhatsApp for gas leaks 
or fire detection. Ensures timely 
response and preventive 
measures. 

Staff Management Provide tools for assigning tasks 
and managing safety checks and 
response procedures 

Task management and tracking of 
safety checks by staff. Ensures 
swift response in emergencies 

Registration Allow staff to register and 
manage their profiles 

Registered users and staff profiles 
for efficient management of safety 
protocols. 

Time Tracking Implement a time tracking system 
for staff working on safety checks 
and monitoring 

Accurate recording of staff works 
hours. Streamlined task 
assignment and monitoring of 
shifts 

 

4. Analysis and Design 

This section proceeds to a detailed evaluation and design of the proposed Smart Fire and Gas Leak Detection 
System (IoT). It begins with a survey of the system structure and covers how the parts of the system interact to 
achieve the setup’s goals. The specifications for the system are then provided by defining both what the system is 
to accomplish as well as how it should accomplish it. For clarity of understanding of the design and the flow an 
activity, class, use case and sequence diagram is shown to demonstrate the overall structure of the above concept. 
Lastly, this section delivers a practical description of how users will interact with the system by providing a 
description of its interface and its functions. 
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4.1 General System Architecture 

The system architecture design diagram was illustrated on Figure 2 below, the diagram IoT-based Smart Fire and 
Gas Leak Detection System enhances safety and functionality through a harmonious connection of its parts. It is 
based on General Systems Theory to enforce the global interactions and concerted behavior of this system [10]. 
There are necessarily installed sensors at accurate areas that can identify the presence of gas, heat or fire and 
collect data and send them to cloud server named as Thing Speak for further analysis and storage. This has 
incorporated multiple interfaces monitor where staff can view updates on sensor and alerts options to call 
emergency services where necessary. System administrators control all the processes, such as sensors, employees, 
and static and dynamic reports, guaranteeing that alarms are resolved to avoid emergency situations. This 
architecture uses technology to provide reliable safety and monitoring as much as possible. 

Figure 2: System Architecture Diagram 

 

4.2 Requirement Analysis 

Requirement analysis is a formal process aimed at understanding the requirements of the user and the 
specifications of the project to determine what it is that the project needs to accomplish and what it cannot do. It 
includes functional requirements on Table 3, which specifies how the identified system needs to behave or act and 
non-functional requirement on Table 4, which describes how the identified system should be used or operated. 

Table 3: Functional Requirements for the Proposed System 
 

No Module Functionality 
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1. Surveillance and Data 
Visualization 

Deploys IoT sensors to monitor fire and gas levels in real- 
time. Sensor data is sent to a central database and displayed 
on a dashboard for visual analysis. 

2. Notification Sends real-time alerts to users via WhatsApp when gas leaks 
or fires are detected. Notifications include preventive 
measures to mitigate risks. 

3. Emergency Provides an interface for quick-call options to contact 
emergency services such as the police, fire station or 
ambulance, ensuring rapid response during incidents. 

4. Registration and Staff 
Management 

Enables user registration and login functionalities. 
Administrators can manage staff profiles, assign roles, and 
control access levels for secure system operations 

5. Reporting Offers access to historical and real-time data related to fire 
and gas incidents. Users can generate detailed reports for 
analysis, including trends and risk areas. 

6. Visualization Provides a user-friendly web-based dashboard that 
visualizes fire and gas sensor data through charts and 
graphs, aiding stakeholders in identifying risks effectively. 

 
Table 4: Non-Functional Requirements for the Proposed System 

 

No Function Functionality 

1. Performance The system must provide real-time monitoring of fire and 
gas levels with minimal latency and handle large volumes of 
sensor data efficiently. 

2. Reliability The system must ensure continuous operation for fire and 
gas detection with backup mechanisms to handle hardware 
or software failures. 

3. Scalability The system should be scalable to accommodate an 
increasing number of sensors and users without 
compromising performance. 

4. Security Robust security measures should protect user data and 
system integrity. Access control mechanisms must manage 
permissions and prevent unauthorized access. 

5. Usability The user interface must be intuitive and easy to use, allowing 
stakeholders, including administrators and staff, to operate 
the system with minimal training. 

6. Compatibility The system must be compatible with various devices and 
web browsers, supporting common operating systems and 
platforms. 

7. Maintainability The system should be designed for easy maintenance and 
updates, with comprehensive documentation provided for 
administrators and users. 

8. Environmental Impact The system should contribute to reducing environmental 
risks by preventing fires and mitigating gas leaks, ensuring 
safer and more sustainable operations. 

 
4.3 Object Oriented 

This section makes use of Object-Oriented Analysis and Design to model the functionality and structure of Smart 
Fire and Gas Leak Detection System (IoT) using real life entities and their interactions. Diagrams are used to 
illustrate key aspects such as, the use case diagram displays how the different users of the system engage with the 
system, the sequence diagram depicts on how the different messages in one process interrelate, the activity 
diagram depicts the different activities in the system and the class diagram describes the system using classes, 
attributes and connections [11]. Altogether, these diagrams give concise and rational vision of architecture and 
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development of the system. 

4.4 Use Case Diagram 

The use case diagram for the Smart Fire and Gas Leak Detection System (IoT) is found in the Figure 3, outlines the 
roles of two main actors which are administrators and staff. The system includes eight core functions: observe 
areas, enter logs, create accounts, get notifications, act during emergencies, deal with accounts, remove accounts, 
and obtain reports. Companies’ administrators manage everything, including accounts, reports and emergencies. 
Users can log in, register, view conditions, be notified and attend to occurrences but cannot cancel an account or 
produce a report. Specialization of work is well illustrated in the diagram indicating the distinct tasks for each of 
the constituents in the system. 

 

Figure 3: Use Case Diagram 

4.5 Sequence Diagram 

The Smart Fire and Gas Leak Detection System (IoT) sequence diagrams presented in the Figure 4 include some 
of the primary processes of data exchange, staff and administrator interference. In data transfer, sensors stream 
the raw data directly to ThingSpeak for ingestion and analysis, where live monitoring and system dynamic updates 
are accomplished, with cyclic request for testing the functionality of the sensors. Regarding the staff, the diagram 
indicates where they login, what they use to monitor, and the alerts, whether normal, abnormal, or emergency. 
The administrator’s sequence includes an input of the login authorization, the ability to open the admin panel, and 
authorization of such functions as staff account managing, privilege setting, sensor monitoring, and emergencies. 
These diagrams illustrate how the overall system is live, efficient and secure for its purpose. 
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Figure 4: Sequence Diagram 

 

4.6 Activity Diagram 
The activity diagram demonstrating the operation flow of the Development of Web-Based IoT Smart Fire and Gas 
Leak Detection System is given in Appendix B. The following diagram describes the process through which site 
visitors start with logging in account accounts using identification and registration information so the new users 
create registration accounts whereas the returning users create logins. After being authenticated, users will be 
defined as either an administrator or its staff. Administrators manage sensors, user accounts and reports so as to 
make the system run smoothly. The main work of the staff members is to monitor sensors, respond to alerts and 
deal with emergencies. The process is over at the moment when all required assignments are fulfilled, which allows, 
in fact, the prediction and elimination of the occurrences involving fire and gas leaks.  

 

4.7 Class Diagram 

The class diagram in Figure 6 offers a representation of the relationships between elements of the Smart Fire and 
Gas Leak Detection System. Other components include System, Administrator,Staff, NotificationSystem, 
EmergencyResponse, SensorArea and gas, flame and temperature Sensors. The System is managed by an 
administrator and has the status of staff to track processes. It notifies through the NotificationSystem and deals 
with emergencies through the EmergencyResponse. Several types of SensorAreas monitor the state using concrete 
Sensors that are inherited from a universal Sensor. The diagram under consideration also points to certain areas, 
how the system collects information, alerts users about threats and prevents or minimizes their occurrence. 
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Figure 6: Class Diagram 
 

4.8 User Interface 
Interface design or user interface (UI) design is the process of developing the visual appearance and interactive 
behaviour of the system. UI design is meant to ensure that the system is user friendly, performs well and creates 
a positive experience to the user. In this project, the interface was developed to have some significant aspects like 
registration, login, monitoring dashboard, profile settings, staff management, sensor management, notifications 
and viewing reports so that users could interrelate with the system conveniently and effectively. 

5.0 Results and Discussion 

The web-based interface of the Smart Fire and Gas Leak Detection System (IoT) is created in Visual Studio Code, 
Laravel, PHP and MySQL. Programming code for the IoT components is written in the Arduino IDE in C++. Key 
hardware supports the system, for example MQ-2 Gas, IR (Infrared) Flame and DHT-11 Temperature Sensors, 
which are all attached to the Wemos D1 ESP8266 microcontroller. For live data transmission and viewing, 
ThingSpeak is the platform and to receive immediate notifications, WhatsApp is included. The system relies on 
MySQL to keep user details, readings from sensors and emergency notices, making certain that all data is handled 
properly. 

 

5.1 System Implementation 

Figure 7 presents the prototype of the IoT-based Smart Fire and Gas Leak Detection system placed in a simulated 
kitchen. Multiple sensors are placed in different parts such as close to the stove and gas pipes to spot any leaks, 
flames, and dramatic temperature changes. The sensors are linked to a Wemos D1 ESP8266 microcontroller that 
gathers the data and sends it remotely for review. It is designed to function alongside alarms, an internet 
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dashboard, and real-time alerts so users can respond quickly during emergencies and boost safety. 

Figure 7: Wiring Diagram of Iot-Smart Fire and Gas Leak Detection System 

 

The login interface displays how to log in to the Smart Fire and Gas Leak Detection System through the IoT. The 
first image displays the Admin Login page, where administrators can safely enter their email and password to 
open the system’s management section. The second image shows the Staff Login page, where staff members can 
view the sensor data and receive warnings when needed. Users can use the "Forgot Password" link on either 
interface when they have forgotten their account information. The design is clear and user-friendly, allowing 
admins and site staff to use the system with no difficulty.  

Figure 8: Admin and Staff Login Page 

 

The profile management pages for both admin users and staff are displayed in the Smart Fire and Gas Leak 
Detection System (IoT) as demonstrated by Figure 9. The first image represents Nureen’s Admin Profile, in which 
the administrator can change the email address, password, phone number and profile picture. The next picture 
presents the Staff Profile page for “Dora” and supports the same features for managing personal email, password, 
phone number and profile image. The design ensures both admin and staff can manage their account data safely, 
making it easy for them and maintaining valid contact information in the system.  
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Figure 9: Admin and Staff Profile 

 

The monitoring page of the Smart Fire and Gas Leak Detection System (IoT) is displayed in the Figure 10 and gives 
up-to-date information about environmental conditions in different areas of the restaurant. For each area, the 
system shows important details about temperature, humidity, gas level and fire. The arrangement enables 
personnel to keep watch over various areas at once and spot any unusual occurrences or dangers that might arise. 
The well-structured interface allows for faster decisions, which improves safety at work. 

Figure 10: Monitoring Page 

 

Figure 11 demonstrates the page where administrators manage staff in the Smart Fire and Gas Leak Detection 
System. Here, the admin has the ability to check and handle existing staff accounts. Administrators may update 
employee records and eliminate staff accounts to maintain the necessary level of security. This function ensures 
the safety of the system and keeps all employee-related information neat and current. 

Figure 11: Staff Management on Admin Page 
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Figure 12 illustrates the Sensor Management part of the administrator panel in the Smart Fire and Gas Leak 
Detection System. Admins can use this page to include new sensor areas by giving information like the name, the 
assigned sensor ID and when it was installed. The information provided covers available sensor areas with their 
IDs, when they were installed, and ways to manage them. For each sensor, there is an Edit button and a Delete 
button, so the administrator may make any necessary updates or remove a sensor configuration. This makes the 
system easy to organize, maintain accuracy and adjust whenever the surrounding environment changes. 

Figure 12: Sensor Management on Admin Page 
 

Figure 13 displays the Report Page of the admin in the Smart Fire and Gas Leak Detection System (IoT). It shows the 
sensor data in graph and table view such as temperature, humidity, gas level, and fire status. Admins are able to 
filter the data based on the date to see particular records. This page assists admins to monitor the environment and 
alert any rapid changes. 

Figure 13: Report on Admin Page 
 

To notify users in the event of a fire or gas leak, the Smart Fire and Gas Leak Detection System has a notification 
efficiency. Figure 14 show that WhatsApp is used to send notifications in real time, ensuring that employees are 
alerted to emergencies right away. Along with necessary emergency contact information and evacuation directions, 
these notifications give clear guidance on what to do. In emergency scenarios, this functionality lets users react 
quickly and remain secure. 

Figure 14: Notification 
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5.2 System Testing 
In order to validate that the system functions well and has no significant issues, it has to complete proper evaluation 
before being made available for usage. Therefore, to ensure that the system operates as intended, this stage is 
important. A thorough test strategy and User Acceptance Testing (UAT) were used to test the system in order to 
verify this. 

 

5.2.1 Test Plan 
The purpose of this test plan is to ensure that the system functions as expected. All parts of the system have 
undergone testing to ensure that it performs as wanted. Testing ensures that the system is ready for usage and helps 
identify any issues. 

Table 5: Surveillance & Data Visualization Module 

Table 6: Notification Module 

Table 7: Emergency Module 

Table 8: Registration & Staff Management Module 

Table 9: Reporting Module 

 

Test Expected Result Actual Result 

Display of real-time sensor data Sensor data (temperature, humidity, gas, fire 
status) updates in real-time. 

Pass 

Display accurate sensor area Every sensor shows data relevant to its assigned 
area. 

Pass 

Data synchronization with 
database 

Sensor data is accurately stored in the database Pass 

Test Expected Result Actual Result 

WhatsApp notification on gas 
detection 

WhatsApp alert received when gas level is 
exceeded 

Pass 

WhatsApp notification on fire 
detection 

WhatsApp alert received when flame is detected Pass 

Message includes preventive 
instructions 

Instructions or reminders for preventative action 
are included in the notification 

Pass 

Test Expected Result Actual Result 

Quick call button triggers dialer Call button redirects to phone dialer with 
emergency number 

Pass 

Emergency contact details display Contact numbers for fire station, police, hospital 
are visible 

Pass 

Test Expected Result Actual Result 

User registration (staff) Staff can register successfully Pass 

Admin login Admin can log in successfully Pass 

Staff login Staff can log in successfully Pass 

Admin can add/edit/delete staff 
profiles 

Admin can fully manage staff details  Pass 

Test Expected Result Actual Result 

Real-time report generation Reports show current fire/gas incidents accurately Pass 

Historical report display Previous incident records are accessible and 
complete 

Pass 
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Table 10: Visualization Module 

 

5.2.2 User Acceptance Testing (UAT) 
The aim of User Acceptance Testing (UAT) was to determine that the system was functional to the requirements of 
the users and that it performed well under real life conditions, particularly within a restaurant setting. The system 
was tested with real users to assess the functionality, the ease of use as well as the performance. The users also gave 
their feedback which indicated that the system was realistic, convenient, and functional as anticipated. The results 
of UAT are presented in Table 11 and Figure 15 form and give a clear picture of the test results and show that the 
system sufficiently met user requirements. 

 
Table 11: Result of User Acceptance Testing for Admin User 

No Acceptance Requirement Actual Result (Ranking) 

1 2 3 4 5 

User Interface       
I Easy to understand    ✓  

II Navigation    ✓  

III Interface (e.g., color, background, font)     ✓ 

System Function       
IV Login/Registration function    ✓  

V Account management function    ✓  

VI Data visualization function    ✓  

VII Notification function (WhatsApp)    ✓  

VIII Report function    ✓  

IX Sensor management function     ✓ 

X   Sensor status and detail update      ✓  

 
 

Figure 15: Result of User Acceptance Testing for Admin User 
 

  

Test Expected Result Actual Result 

Graphical display of data Sensor data displayed as clear, readable charts or 
graphs 

Pass 
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6.0 Conclusion 
To summarize, the Smart Fire and Gas Leak Detection System (IoT) has proven to be a successful and practical 
solution for increasing safety in locations with fire and gas risks, particularly in restaurant settings. Using IoT 
technologies such as sensors, Wemos D1 ESP8266, ThingSpeak and WhatsApp notifications, the system was able to 
deliver real-time alerts and address critical difficulties such as delayed detection and slow emergency response. 

 
However, as with every system, it has limitations. The system relies on a stable internet connection to ensure 

that data is delivered to the cloud and that users receive timely notifications. If the connection to the internet is 
unstable or unavailable, alerts may be delayed. The sensors and hardware also require frequent maintenance to 
ensure that they function effectively over time. Furthermore, if the sensors malfunction, the readings' accuracy may 
be compromised.  

 
For future enhancements, SMS alerts can be added as an alternate alert option in the event of an internet 

outage. The system can potentially be upgraded by incorporating AI or machine learning to anticipate future threats 
based on sensor trends. Expanding the system to monitor wider areas or different types of buildings can improve 
its utility in a variety of settings. With these enhancements, the system will become more dependable, intelligent, 
and capable of offering improved safety in a broader range of workplaces.  
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Appendix A: Gantt Chart 
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Appendix B: Activity Diagram 

 


