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shorter wait times at entry points, and improved data accuracy for
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1. Introduction

Radio Frequency Identification (RFID) technology uses electromagnetic fields to automatically identify and track
objects, making it widely applicable in various sectors such as security, healthcare, and logistics [1]. Its ability to
automate processes and provide real-time data has made RFID an increasingly popular tool for improving
operational efficiency, particularly in vehicle access control systems. RFID technology has shown continued
growth in several fields, including security and access management [2]. Universities, including Universiti Tun
Hussein Onn Malaysia (UTHM), require an efficient and secure method to control vehicle access, ensuring the
safety of students, faculty, and property while reducing delays during peak hours.

At present, UTHM'’s vehicle access is managed manually, with security staff checking IDs or vehicle stickers
at entry points. This manual process is prone to errors, leading to security risks, delays, and traffic congestion.
Additionally, the absence of real-time data and a central database makes it difficult to monitor vehicle patterns
or analyze traffic management effectively.

Therefore, to address these issues, this project proposes the development of an RFID-Based Vehicle Access
and Monitoring System. By automating vehicle identification, the system will reduce wait times, eliminate
human error, and enhance security. Furthermore, it will generate real-time data, enabling better resource
allocation and traffic management, while providing a flexible, data-driven approach to campus security.

This is an open access article under the CC BY-NC-SA 4.0 license.

@)




1417 Applied Information Technology and Computer Science Vol. 6 No. 2 (2025) p. 1416-1435

The objectives of the project are:
L. To design an RFID-based vehicle access and monitoring system using an object-oriented approach.

I1. To develop an RFID-based system that automates the process of granting or restricting vehicle access to
the UTHM campus based on authorized RFID tags.
IL To test the RFID-based vehicle access and monitoring system to ensure the functionality.

The main purpose of this project is to develop and implement an RFID-based vehicle access control system
designed for Universiti Tun Hussein Onn Malaysia (UTHM). The system aims to increase campus security
through automation and user-friendly interfaces, expedite vehicle entry and exit procedures, and improve user
and security staff experiences. The system will be specifically implemented at UTHM's main campus, covering all
vehicle entry points where RFID tags are used to verify that all cars entering the campus are authorized. The
system function module includes register user account, login, manage user information, manage vehicle
information, manage vehicle access, monitor unauthorized access alert, and generate report, listed as shown in
Table 1.

Table 1 System Function Module

System Module Description

Register user Allows new users (security staff, staff, and student) to create accounts by
account entering personal information and setting up authentication details.

Login A secure login for staff and students to access the system to register their

vehicles. Features secure authentication such as username, and password.

Manage User A module that allows user to update their profile in the system. Allows

Information security staff to view all registered users, update data, and update RFID tag
information.

Manage Vehicle A module that allows users such as staff or students to register new

Information vehicles, including details such as vehicle number, owner information, and

associated RFID tags.

Manage Vehicle Provide features to manage and monitor the access of registered vehicles,

Access such as verifying RFID tag information and granting access based on
permissions.

Monitor This module is designed to improve campus security by instantly detecting

Unauthorized Access and notifying security staff of any attempts by unauthorized vehicles to

Alert access the campus. It automatically detects vehicles not registered in the

system, triggering a sound alert and the system will push notifications to
the security staff dashboard, and immediate alerts for manual verification
and action.

Generate Report Generates reports related to vehicle registrations and vehicle access
history, providing insights for security and administrative purposes.

The system includes seven main modules that help manage vehicle access on campus. These modules allow
users to register and log in, manage their personal and vehicle details, control access using RFID, detect
unauthorized entry, and generate reports. Each module works together to improve security and make the
system easy to use for staff and students.

2. Related Works

This section will discuss on literature review on RFID-based vehicle access and monitoring system and the
comparison of similar systems.

2.1 Domain Background

Universiti Tun Hussein Onn Malaysia (UTHM) is a leading institution committed to academic excellence,
innovation, and sustainability. As part of its mission to create a secure and efficient campus environment, UTHM
is creating technology-driven solutions that improve safety, operational efficiency, and user convenience. The
increasing number of vehicles on campus creates challenges such as traffic congestion, delays at entry points,
and potential security risks from unauthorized access.
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Therefore, to address these issues, UTHM requires an automated vehicle access management system that
reduces human error, shortens wait times, and enhances campus safety. The proposed RFID-Based Vehicle
Access and Monitoring System aligns with the university's goal of utilising advanced technologies to improve
campus infrastructure and operational processes. This system aims to improve vehicle access and create a safer
environment for students, staff, and visitors.

2.2 RFID-Based Vehicle Access

Managing vehicle access in controlled environments, such as campuses, is critical but challenging. Uncontrolled
access invites security risks such as unauthorised entry and theft, while also causing significant traffic problems
such as traffic jams, which have a direct impact on safety and efficiency. Traditional manual checks are slow and
prone to errors, and some automated systems, such as license plate recognition, can be unreliable due to
environmental conditions. An effective, efficient, and secure system is required to maintain order and safety in
these environments.

This is where RFID (Radio Frequency Identification) technology offers an improved solution. Unlike older
methods, RFID enables vehicles to pass through access points automatically and instantly, eliminating
difficulties and significantly improving traffic flow. A small, secure tag attached to the vehicle communicates
effortlessly with a reader, ensuring high accuracy and reliability unaffected by weather or dirt [3]. This makes
RFID a highly adjustable solution for managing large numbers of vehicles. RFID systems can easily integrate with
central databases, providing real-time.

The RFID-based Vehicle Access and Monitoring System utilizes a web-based platform as its primary
interface for all users, including staff, students, and security staff. The system integrates RFID technology to
enable efficient, contactless vehicle identification and monitoring at access gates [4]. Unauthorized access
attempts trigger real-time sound alerts and notifications displayed on the security dashboard for immediate
action. Data is securely stored in a centralized MySQL database, allowing real-time processing for vehicle
verification, reporting, and dashboard updates. A dedicated reporting and analytics module provides detailed
insights into vehicle access patterns and security events, supporting informed decision-making and enhancing
campus security management.

2.3 Comparison with the Existing Systems

This section provides a thorough examination and analysis of three existing systems. The features of these
systems are compared against the proposed system. Table 2 presents a detailed comparison between the three
existing systems and the system.

Table 2 Comparison of the existing system and proposed system

Criteria License Plate QR Code Biometric Proposed

Recognition System Based Access System System
(LPR) [5] System [6] [7]

Instant Notification Alerts No No Yes Yes

for Unauthorized Access

Real-Time Monitoring Yes No Yes Yes

Dashboard for Security

Staff

Multi-User Role No Yes No Yes

Management  (Security,

Staff, Student)

User-Friendly Interface No Yes No Yes
for Non-Technical Users

Self-Service Vehicle and No Yes No Yes
Profile Registration

Centralized Access Log No No Yes Yes
and Activity Reporting

Vehicle Ownership No No No Yes
Verification with RFID
Association
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The RFID-based vehicle access system offers the most comprehensive features compared to other methods
like License Plate Recognition, QR Code systems, and Biometric Access. It is the only system that offers instant
alerts for unauthorised access, real-time monitoring, multi-user role management, a simple interface, self-
service registration, organised reporting, and RFID-based vehicle ownership verification. This results in a more
secure, efficient, and user-friendly solution for managing campus vehicle access.

3. Methodology

The Prototyping Model, illustrated in Figure 1, is an iterative, user-centered approach to software development
that emphasizes creating and refining early drafts of the system based on stakeholder feedback [8]. This model
was used to develop the RFID-Based Vehicle Access and Monitoring System, ensuring it addressed real-world
issues like unauthorized access and efficient vehicle tracking. The process began with the Requirements Phase
to identify user needs, followed by the Quick Design Phase to define the system's structure. A functional
prototype was built during the Build Prototype Phase and evaluated by stakeholders in the User Evaluation
Phase. Feedback was incorporated during the Refining Prototype Phase, and the system was finalized and
deployed in the Implementation and Maintain Phase for long-term use.

\

N \ 3 Implement
Requirements ;le:llcl:‘ . Build N EJsen: \, Refining - i
e prototype. ety Maintain

Figure 1 Prototyping Model Flow (8]
Table 3 shows the development workflows to build the RFID-Based Vehicle Access and Monitoring System.
It is based on the Prototyping Model and includes each phase of the project, the tasks involved, the output

produced, and the tools used.

Table 3 System Development Workflow

Phase Activity Work Product Tools

Requirement Analyze current system issues. Proposal Interview
Conduct interviews with User Document
stakeholders to identify challenges requirement analysis
Identify functional. and non-
functional requirements.

Quick Design Design UML diagrams. UML diagrams Draw.io
Develop wireframes and user Wireframe Visual  Studio
interface. Code
Create a database schema. PhpMyAdmin

Build Prototype Develop basic modules with Early prototype Arduino IDE
functionalities. Database Visual  Studio
Integrate the system with the structure Code
database. PhpMyAdmin

User Show the prototype to User feedback Feedback form

Evaluation stakeholders for review. Evaluation result Testing tools
Conduct evaluation sessions.

Document the feedback

Refining Address issues based on feedback Refined Visual  Studio

Prototype Enhance system performance prototype Code

Implementation Finalize integration of all modules Fully functional Visual  Studio

and Maintain

Verify the
functioning.

system is fully

system

Code
PhpMyAdmin

The development process began with the Requirement Phase, which involved identifying system issues and
gathering user requirements through interviews and document analysis. This was followed by the Quick Design
Phase, where UML diagrams, wireframes, and the database schema were created using tools like Draw.io and
PhpMyAdmin. In the Build Prototype Phase, core functionalities were implemented and integrated into the
database using Arduino IDE and Visual Studio Code. During the User Evaluation Phase, feedback was collected
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from stakeholders to assess the system's usability and performance. The Refining Prototype Phase focused on
addressing issues and enhancing the system based on the feedback received. Finally, in the Implementation and
Maintain Phase, all modules were fully integrated and tested to ensure the system was operational and ready for
deployment.

4. Analysis and Design

This section discussed the analysis and design that were done for the RFID-based vehicle access and monitoring
system.

4.1 System Requirement Analysis

The requirement analysis phase ensures the system meets stakeholder needs and constraints, producing a
systematic design [9]. Functional requirements focus on features like user registration, access control, and RFID-
based vehicle identification, while non-functional requirements address system quality attributes such as
performance, security, and usability. This comprehensive analysis forms the foundation for the effective design
and development of the RFID-Based Vehicle Access and Monitoring System, enhancing security and operational
efficiency at Universiti Tun Hussein Onn Malaysia (UTHM).

4.1.1 Use Case Diagram

Unified Model Language (UML) understandably communicates complex system designs by employing a variety
of diagram types, including use cases, class diagrams, sequence diagrams, and activity diagrams. Use cases can
be described with different levels of detail and may be divided into simpler use cases for better understanding.
In the interaction view, a use case is carried out through the collaboration of system components [10]. Figure 2
shows the use case diagram of the proposed system.

RFID-Based Vehicle Access and Monitoring System

Register User
Account

Manage User
Information
anage Vehicle
Information
anage Vehicle
Access

Monitor
Unauthorized
Access Ale

Generate Report

Figure 2 Use Case Diagram

Student Security Staft
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4.1.2 Functional and Non-Functional Requirements

The system outlines seven specific functional requirements, as shown in Table 4, which illustrates the modules
and functionalities of the system.

Table 4 Functional Requirement of RFID-Based Vehicle Access and Monitoring System

Modules

Functionalities

Register user account

The system shall allow users to create accounts by registering
with their ID number, staff or matric number, email, and
password.

Registered users shall be able to log in using their credentials.

Login

The system shall allow authorized users to log in using secure
credentials (username and password).

The system shall implement role-based access, providing distinct
permissions for security staff and regular users (students/staff).
The system shall display error messages for incorrect login
attempts and lock the account after multiple failed attempts.

Manage User
Information Module

The system shall allow security staff to register and update user
information, such as contact details, and vehicle details.

The system shall allow security staff to view and manage access
logs for individual users.

Manage Vehicle
Information Module

Users shall be able to register vehicles by providing details like
vehicle number, owner name, and associated RFID tag.

Security staff shall verify and approve the vehicle registration
before activating RFID access.

Manage Vehicle
Access Module

The system shall verify RFID tags at entry points and grant or
deny access based on database records.

The system shall log all access attempts (authorized and
unauthorized) with time and RFID tag details.

The system shall notify security staff about any unauthorized
access attempts.

Monitor Unauthorized
Access Alert Module

The system shall detect and trigger alerts for unregistered or
unauthorized vehicles attempting entry.

Alerts shall be sent to the security dashboard in real-time for
further action.

Generate Report
Module

The system shall generate reports for access history, including
details like date, time, vehicle number, and user information.

The system shall allow security staff to filter reports by date,
vehicle type, or user category (staff or students).

The RFID-Based Vehicle Access and Monitoring System includes seven main modules with functional
requirements. These modules handle user registration and login, manage user and vehicle information, control
vehicle access, monitor unauthorized access, and generate reports. Each module is designed to enhance system
security, ensure proper data management, and provide real-time alerts and access control. Security staff are
given specific access rights, and RFID tags are used to log and verify vehicle entries accurately.
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Table 5 shows a detail description of the non-functional requirement of the system.

Table 5 Non-Functional Requirement of RFID-Based Vehicle Access and Monitoring System

Requirement Description
Performance The system must process RFID tag scans and grant or deny access within
2 seconds.
Operational The system shall operate 24 /7 with minimal downtime.
Security The system shall encrypt RFID communications and stored data.
Usability The interface must be user-friendly so that security staff can navigate the

system easily.

The system's non-functional requirements focus on performance, reliability, security, and usability. It is
designed to process RFID scans quickly within 2 seconds and operate continuously with minimal downtime.
Strong security features are implemented to protect user data, and the interface is made user-friendly so that
even non-technical security staff can use it easily.

4.1.3 Domain Class Diagram

The class diagram illustrated in Figure 3, is the conceptual model in database modeling [7]. It includes
PR_General, PR_User, VE_Vehicle, VE_VehicleData, VE_AccessLog, VE_AccessNoti, VE_OpenAccess,
KM_StatusApplied, RF_Tag, KM_TagStatus, and KM_AccessStatus.

PR_General

- PR_GenerallD : int
- name : varchar

- phoneNum : int

- address : varchar
- email : varchar VE_Vehicle

PR_User

-PR_UseriD : int

- PR_GenerallD : int
- noStaff : varchar

- noMatric : varchar
- username : varchar
- password : varchar

- VE_VehiclelD : int 1
- KM_BrandID : int

- PlateNum : varchar
- Model : varchar

VE_VehicleData

- VE_VehicleDatalD : int
- VE_VehiclelD : int
-PR_UserlD : int

- RF_tagID : int

1.2 i B
- ApplyDate : date - VE_OpenAccessiD : int ES
K StafusApptied - StartDate - date il - VE_VehiclelD - int P
- Duration : date PR
1
1

VE_OpenAccess

- KM_StatusApplyID - int - verifyBy - varchar
- name : varchar " - verifyDateTime : int
- KM_StatusApplylD : int

RF_Tag

s RF_TagID : int 4 VE_AccessLog
=g - TagNum : int
KM_TagStatusiD . int - VE_AccessLoglD : int
- VE_VehicleDatalD : int
- DateTime : date
- KM_inOutID : int 1.5
- KM_GatelD : int p—
KM_TagStatus - manualBy : varchar 1
- manualDateTime : date Pt
- KM_AccessStatusID : int
- KM_TagStatusID : int 1 1% | - VE_OpenAccessID : int 4
- name : varchar

VE_AccessNoti

- VE_AccessNotilD : int
- VE_AccessLogID : INT
KM_AccessStatus (1.3 - Notification : varchar

- actionBy : varchar

- KM_AccessStatusID : int - actionDateTime : date
-name : varchar - remark : varchar

Figure 3 Domain Class Diagram

4.2 Design

4.1.4 System Architecture

The RFID-Based Vehicle Access and Monitoring System applies a client-server architecture, as shown in Figure 4.
Users, including students, staff, and security staff, interact with a centralised MySQL server through user
interfaces. Each role can access specific modules, such as vehicle information management, access control, and
reporting. The system provides secure, role-based access while maintaining efficient communication between
frontend interfaces and backend databases.
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Dashboard

‘ v
»

DATABASE
L

MySQL Server

Figure 4 System Architecture for RFID-Based Vehicle Access and Monitoring System

4.1.5 Hardware and Software Requirement Analysis

Hardware and software requirements are shown in Tables 6 and 7.

Table 6 Hardware Requirements

Requirement Description
Arduino Uno R3 Serves as the main microcontroller for processing input/output signals.
RFID card reader Readsthe RFID tagID from vehicle tags to verify access credentials.
writer module
Mini servo motor sg- Operates the gate arm mechanism by rotating based on access
90 authorization.
Traffic lights module Simulates traffic signals using Red, Green and Orange LEDs to indicate

access status
40 pin male to male Facilitates electrical connections between hardware components on the

jumper wire breadboard

Hard jumper wire 1 Provides power supply across longer distances within the circuit setup.
meter

LCD Outputs messages such as tag ID status, access approval, or denial.

Table 7 Software Requirements

Requirement Description

Visual Studio Code Used as the main code editor for writing and managing front-end and PHP
scripts.

Arduino IDE Used to write, compile, and upload code to the Arduino Uno
microcontroller.

PhpMyAdmin Web-based tool for managing the MySQL database, including tables and
queries.

XAMPP Provides a local server environment for running PHP scripts and MySQL
database.

The system requires specific hardware and software components to function effectively. The hardware
includes devices like the Arduino Uno R3 as the main controller, an RFID reader for scanning tags, a servo motor
for gate control, and supporting components such as traffic lights, jumper wires, and an LCD for displaying
messages, as shown in Table 6. On the software side, development and system operation rely on tools such as
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Visual Studio Code, Arduino IDE, PhpMyAdmin, and XAMPP to support coding, database management, and
server deployment, as shown in Table 7.

4.1.6 User Interface Design

The user interfaces of the system were designed using Visual Studio Code. Figure 5, Figure 6, Figure 7 and Figure
8 display the essential interface designs of the proposed system. Additional interface designs can be found in
Appendix C.

Register

& Monitoring System e o |
g Ve q L] Live Site O My Acciss Histary Summary
a = 0 ° ¢ i \fVE.k:B.mE‘ N.z;dhirah' i - - -
=BE e —
’ ° :: s e: '!D‘?il&
Figure 7 Dashboard for Security Staff Figure 8 Dashboard for User (Staff and Student)

4.1.7 Database

The database schema obtained from the class diagram is listed as follows, highlighting the structure of each table
and its attributes:

I. PR_User (PR_UserID, PR_GenerallD, NumID, username, password)
II. PR_General (PR_GenerallD, name, phoneNum, address, email)
III. VE_Vehicle (VE_VehicleID, KM_BrandID, PlateNum, Model, Color)
IV. VE_VehicleData (VE_VehicleDatalD, VE_VehiclelD, PR_UserID, RF_tagID, ApplyDate, StartDate, Duration,
verifyBy, verifyDateTime, KM_StatusApplyID)
V. VE_AccessLog (VE_AccessLoglID, VE_VehicleDatalD, DateTime, KM_inOutlD, KM_GatelD, manualBy,
manualDateTime, KM_AccessStatusID, VE_OpenAccessID)
VI. VE_OpenAccess (VE_OpenAccessID, VE_VehiclelD)
VII. VE_AccessNoti (VE_AccessNotilD, VE_AccessLogID, Notification, actionBy, actionDateTime, remark)
VIII. RF_Tag (RF_TagID, TagNum, KM_TagStatusID)
IX. KM_TagStatus (KM_TagStatusID, name)
X. KM_StatusApplied (KM_StatusApplyID, name)
XI. KM_AccessStatus (KM_AccessStatusID, name)

The database schema was designed in advance to ensure the identification of essential data elements and
the relationships between them.
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5. Result and Discussion

This section presents the implementation of the system modules, detailing their functionalities and integration.
It also provides a discussion of the testing results.

5.1 Implementation

The Register User Account module is developed using PHP and MySQL. The interface is designed using HTML
and CSS, while the backend logic is implemented with PHP. This module allows a new user to create an account
in the system by providing personal details such as full name, ID Number, email address, and password. These
details are then securely stored in the MySQL database. The registered credentials, particularly the email and
password, are essential for future logins. The system includes basic validation to ensure that all fields are
completed correctly and that duplicate email addresses are not accepted. Upon successful registration, the user
receives confirmation and is redirected to the login page. The Register User Account Interface is illustrated in
Figure 9, and the corresponding Code Segment for Register User Account is shown in Figure 10.

Register

Figure 9 Register User Account Interface Figure 10 Register User Account Code Segment

This Login module enables registered users to securely access the system by entering their email address
and password. The credentials entered are validated against the user information stored in the MySQL database.
Upon submission, the system checks whether the provided email and password match any existing records. If
the login is successful, the user is granted access to the system dashboard based on their assigned role. If the
credentials are incorrect, an error message is displayed, prompting the user to re-enter the correct details.

Security measures such as password hashing and session management are used to protect user data and
prevent unauthorised access. Figure 10 shows the Login Interface, while Figure 11 shows the corresponding
Login Code Segment.

Login

Figure 10 Login Interface Figure 11 Login Code Segment

The Manage User Information module is designed to allow users and security staff to view and update user-
related data based on their respective roles. For security staff, this interface provides extended access to view
and update the information of all registered users in the system, including their full name, email address, phone
number, gender, and assigned roles (e.g., student, staff). This facilitates administrative control and ensures that
user records remain up-to-date. The interface for security staff is shown in Figure 12.

For staff and students, the interface is limited to personal information management. Users can view and

edit only their own details such as name, phone number, and email. This ensures data privacy and role-based
access control. The interface for staff and students is shown in Figure 13.
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All changes made are validated before being updated in the database. The corresponding Code Segment for
the Manage User Information Module is presented in Figure 14.

RFID Vehicle Access & Monitoring

I T S
Figure 12 Manage User Information Interface (security staff)

My Profile

Figure 13 Manage User Information Figure 14 Manage User Information Code Segment
Interface (Staff & Student)

The Manage Vehicle Information module allows users and security staff to add, view, and update vehicle-
related details in the system. For security staff, the interface provides full access to all registered vehicles in the
system. Security staff can view, update, and manage the vehicle details of any user, including vehicle type, model,
license plate number, and the owner’s name. This functionality helps in maintaining a comprehensive vehicle
database for monitoring and access control. The interface for security staff is shown in Figure 15.

For staff and students, the interface is limited to their own vehicle records. They can register a new vehicle,
view existing details, or make updates to their personal vehicle information when necessary. This access is
restricted to maintain privacy and role-based system integrity. The interface for staff and students is illustrated
in Figure 16.

Each action within this module, such as adding or updating vehicle information, is validated and stored
securely in the MySQL database. The Code Segment for the Manage Vehicle Information Module is shown in
Figure 17.

RFID Vehicle Access & Monitoring

Application Management

[ e
Figure 15 Manage Vehicle Information Interface (Security staff)
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Vehicle Details

License Plate: MBN 5013 tion_id_prefix

Figure 16 Manage Vehicle Information Figure 17 Manage Vehicle Code Segment
Interface (Staff & Student)

The Manage Vehicle Access module is a core component of the system that enables security staff to control
and monitor vehicle entry permissions. Through this module, security staff can review registered vehicles and
grant or deny access permissions based on various criteria such as user role, vehicle status, or location. The
interface allows for easy updating of access status (e.g., "Allowed" or "Denied") for each vehicle, ensuring only
authorized vehicles are permitted to enter the campus.

Additionally, this module supports real-time updates to vehicle access rights and maintains a log of changes
for security auditing purposes. The interface for managing vehicle access is shown in Figure 18, while the Code
Segment for the Manage Vehicle Access Module is presented in Figure 19.

RFID Vehicle Access & Monitoring

Vehicle Access Control

RFID Access Management

Access Logs

Figure 18 Manage Vehicle Access Interface Figu anage Vehicle Access Code Segment

The Monitor Unauthorized Access Alert module is designed to enhance system security by detecting and
responding to unauthorized vehicle access attempts. When a vehicle without valid access credentials attempts to
pass through the RFID-based checkpoint, the system automatically identifies the violation and triggers an alert.
This alert includes key information such as the tag ID, timestamp, location, and vehicle owner’s name. All
unauthorized attempts are recorded in the database for monitoring and auditing purposes.

Security staff can view these alerts in real time through a dedicated interface that provides quick access to
critical data. This enables timely action such as verifying the incident or updating access permissions. The
Monitor Unauthorized Access Alert Interface is illustrated in Figure 20, and the corresponding Code Segment is
shown in Figure 21.

RFID Vehicle Access & Monitoring

Unauthorized Access Alerts

e
Figure 20 Monitor Unauthorized Figure 21 Monitor Unauthorized

Access Alert Interface Access Alert Code Segment
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The Generate Report module provides authorized users, particularly security staff, with the ability to
generate and download comprehensive reports based on vehicle access data. This module allows filtering of
data based on various parameters such as date range, access status (authorized or unauthorized), location, user
type, and vehicle details. The generated reports are displayed in a tabular format and can be exported in PDF or
CSV format for documentation, analysis, or audit purposes. The system ensures that reports are accurate and up
to date, supporting better decision-making and improving the overall security management process. The
Generate Report Interface is shown in Figure 22, while the Code Segment for the Generate Report Module is
presented in Figure 23.

BFID Vehicie Access & Morstoring

Figure 22 Generate Report Interface Figure 23 Gnrte Report Code Segment

5.2 Testing

The RFID-based vehicle access and monitoring system is tested to ensure it meets all the required specifications.
There are two types of testing: functional requirements testing and user acceptance testing.

The functional testing evaluates each module to ensure the system functions as expected. Each test case
represents a specific system function, such as user registration, RFID scanning, or unauthorised access alerts.
Table 8 summarises the test results, displaying the number of test cases executed and how many passed
successfully.

Table 8 Overall Test Case Result

Test Case ID Total Test Cases Total Passed
TEST_100 5 5
TEST_200 6 6
TEST_300 6 6
TEST_400 6 6
TEST_500 6 6
TEST_600 8 8
TEST_700 5 5

42 42

User acceptance testing was conducted with a group of ten participants, including staff, students, and
security staff. The users were asked to rate the system on a scale of 1 to 5, with 1 being very dissatisfied and 5
being very satisfied. They were instructed to evaluate usability, visual design, feature clarity, and performance.
The purpose of this test is to determine the ease of use and overall satisfaction of the users while interacting
with the RFID vehicle access and monitoring system. The feedback gathered provides insight into real-world
usability and is summarized through descriptive statistics in Table 9, offering a clearer view of overall user
satisfaction and system effectiveness, further illustrated in Figure 24 through the average score chart.

User Acceptance Testing: Average Scores per Question
10. Ease for new users
9. Access logs clarity 5.00
8. System security
7. Monitering & reporting 490
6. Navigation ease as0
5. Unauthorized access handling 450
4. performance & speed

3. RFID acc

2. Ease of registration &

1. Layout & design satisfaction 470

1 4 5

2 3
Average Score (Scale 1-5)

Figure 24 Summary of user acceptance testing average score
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Table 9 Summary of descriptive statistics for RFID-Based Vehicle Access and Monitoring System

No. Question Mean Median Mode Standard
Deviation

1. How satisfied are you with the overall layout and design 4.7 5.0 5 0.46
of the system interface?

2. How easy is it to register and manage user and vehicle 4.8 5.0 5 0.40
information in the system?

3. How intuitive is the RFID vehicle access process (e.g., 5.0 5.0 5 0.00
scanning RFID tag, gate operation)?

4. How satisfied are you with the system's performance and 4.8 5.0 5 0.40
speed during use?

5. How well does the system alert and handle unauthorized 4.5 5.0 5 0.67
vehicle access?

6. How easy is it to navigate between modules (e.g, 4.9 5.0 5 0.30
dashboard, user info, vehicle logs)?

7. How satisfied are you with the real-time monitoring and 4.9 5.0 5 0.30
reporting features?

8. How secure do you feel the system is in preventing 4.7 5.0 5 0.46
unauthorized vehicle access?

9. How satisfied are you with the visual presentation and 5.0 5.0 5 0.00
clarity of vehicle access logs?

10. How easy is it to understand and use the system’s main 5.0 5.0 5 0.00

features as a new user?

All of the user responses were highly positive, with over 90% of ratings being either 4 or 5. The system
received consistently high scores across all features. Users found it intuitive, simple to use, and satisfactory in
terms of design, performance, and security. 100% of respondents gave perfect scores (5/5) for critical functions
such as RFID access, module navigation, and system understanding as a new user. Even the few instances of
slightly lower ratings—mainly on security alerts—still scored a 3 or 4, indicating no negative feedback. Overall,
user acceptance testing shows that the system was very well-received, with an average rating of 4.8 out of 5.
User feedback indicates that the system is highly successful. Most users were pleased with its design, ease of use
for core functions such as registration, and clear, intuitive processes. Key features like navigation, logging, and
performance received 90%-100% scores of 5, highlighting strong user satisfaction. The only minor suggestion
for improvement was one user's slightly lower rating for security alerts, but overall, the system is regarded as
highly effective and user-friendly.

6. Conclusion

The development of the RFID-Based Vehicle Access and Monitoring System for Universiti Tun Hussein Onn
Malaysia (UTHM) addresses critical challenges associated with the university's manual vehicle access processes,
including inefficiencies, human errors, and security risks. By applying RFID technology and a web-based
platform, the system improves vehicle access management and introduces modules for user authentication,
vehicle registration, real-time access monitoring, and reporting. These characteristics ensure a convenient and
secure campus vehicle access system and are suitable for the roles of staff, students, and security staff. The
iterative development approach, guided by stakeholder feedback and employing the prototyping model, ensures
that the system aligns with UTHM's security needs while enhancing usability and operational efficiency. Upon
implementation, the RFID-Based Vehicle Access and Monitoring System is expected to streamline vehicle entry
processes, improve data accuracy, reduce manual errors, and enhance campus security management. Finally,
this system contributes to creating a safer, more efficient, and technology-driven environment for the UTHM
community.
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Appendix B: Activity Diagram
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Appendix C: User Interface Design
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Appendix D: Google Form Feedback Respondents

1. How satisfied are you with the overall layout and design of the system interface?

10 responses

0(0%) 0 (0%) 0{0%)

3. How intuitive is the RFID vehicle access process (e.g., scanning RFID tag, gate operation)?

10 respanses

100
75
50
25
0(0%) 0(0%) 0(0%) 0(0%)
0.0 I
1 2 El 4

5. How well does the system alert and handle unauthorized vehicle access?

10 respanses

6
4
2
0 (0%) 01(0%)
0
1 2

7. How satisfied are you with the real-time monitoring and reporting features?

10 responses

10.0
75
5.0
25
0(0%) 0(0%) 0(0%)
00
1 2 3 4

9. How satisfied are you with the visual presentation and clarity of vehicle access logs?

10 respanses
100
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0(0%) 0(0%) 0(0%) 0(0%)

0.0 I

1 2 El 4

2. How easy Is it to register and manage user and vehicle information in the system?

10 responses

8
5
4
2
0 (0%) 01(0%) 01(0%)
0
1 2 3

4. How satisfied are you with the system's performance and speed during use?
10 responses

0 (0%) 0 (0%) 0 (0%)

6. How easy is it to navigate between modules (e.g., dashboard, user info, vehicle logs)?
10 responses

10.0
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50
25
0 (0%) 0 (0%) 0 (0%) 0 (0%)
0.0 L
1 2 3 4 5

8. How secure do you feel the system is in preventing unauthorized vehicle access?

10 responses

0 (0%) 0 (0%) 0 (0%)

10. How easy is it to understand and use the system's main features as a new user?
10 responses

10.0
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25
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