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Online Counselling, Personal Data Encryption (E2EE) for private communications and data anonymization
Protection Act (PDPA) to protect personal information. Developed via agile methodology, key

modules include wuser registration, session booking, journaling,
homework tracking, and feedback. Comprehensive functional testing
confirmed module reliability. Security testing validated E2EE and data
anonymization's effectiveness in ensuring confidentiality. User
Acceptance Testing (UAT) affirmed the platform's user-friendliness, its
success in enhancing trust, and streamlining counselling workflows.
TrustMyCounsell offers a user-friendly, secure platform, reducing data
breach risks and fostering a confidential environment for users by
implementing robust data protection.

1. Introduction

Online counselling has been among the most vital innovations within the mental health industry, particularly
during the situation brought about by COVID-19 which there was a higher need to employ virtual means of
communication than had been the case earlier. However, counsellors and patient who engaging in counselling
platform need to be aware of potential data privacy threats to the sensitive data and private information such as
computer viruses, hackers, damage or theft of devices, inadequate security systems or software, unsecured
electronic file and phishing scams [1]. The recent Vastaamo Psychotherapy Centre breach incident [2], which
exposed sensitive data of 33,000 patients, emphasized the critical importance of robust security practices to
protect user confidentiality. Maintenance of the privacy of personal information in counselling platforms is
important to limit unauthorized access. Besides that, the report of the counselling session also needs to be
protected that may include record, audio and text messages by using safe methods of communication [3]. The
confidentiality of personal information is crucial to being protected in the digital era, particularly in the context
of online counselling when private discussions and data are shared. The confidentiality guarantees are not only
essential to therapeutic partnerships but also required by law [4]. This context reveals a critical problem within
the current KKTM counselling system which lacks the robust infrastructure to defend against the data privacy
threats discussed. Therefore, implementing a new system where privacy and data security are of paramount
importance is essential to protect student confidentiality and trust.
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Therefore, this study proposed TrustMyCounsell, a secure counselling management application designed to
provide a confidential management platform through data privacy techniques for the booking session,
journaling session and feedback session after face-to-face counselling between students, staff and counsellors at
Kolej Kemahiran Tinggi MARA (KKTM) Sri Gading. In this application, data privacy techniques such as end-to-
end encryption and data anonymization are implemented to prevent sensitive information from being
unauthorized sharing or access.

End-to-end encryption (E2EE) is applied to keep the messages private from everyone by ensuring the
message only appears in decrypted form for the sender and recipients while only the recipients can access the
data. Data anonymization is implemented, which is the process of protecting sensitive information by masking
the identifiers that connect an individual to stored data. TrustMyCounsell’s clients include end users like
students and staffs who are seeking help for personal, academic, mental or career health concerns in a secure
environment, counsellors who providing professional support through the application, director who are the
head of the counsellor to manage the application who want to monitor the application usage and ensuring
compliance with privacy standards. The significance of TrustMyCounsell is to test its ability to provide a safe and
secure application for users to engage in counselling services and ensure their personal and sensitive data
remains secure. In the context of mental health and personal well-being, confidentiality is not only critical for
building trust but also mandated by law. The proposed platform can foster a sense of safety to encourage more
students and staffs to seek the help when they need.

The objectives are to design and develop TrustMyCounsell, a counselling management application with data
privacy techniques that include end to end encryption, data anonymization and multi factor authentication. This
study aims to test TrustMyCounsell through functional and non-functional testing, user acceptance testing, and
security simulation scenario.

For the project scope, TrustMyCounsell involves students, staff, counsellor and director who is the head of
the counsellors. The application allows students and staff to securely register with Multi-Factor Authentication
(MFA), manage profiles with data anonymization for privacy, book counselling sessions, engage in end-to-end
encrypted journaling and reflection which can be shared with counsellors, tracking homework, and provide
feedback. Counsellors manage their availability, confirm bookings, upload various reports, assign homework,
create feedback forms, and view shared journal entries. The director has oversight, for example, by viewing
booking details and reports.

The remaining of the paper is organized as follows: Section 2 discusses the domain of study and the study of
existing tools. Section 3 describes the agile methodology used in developing the proposed tools. Next, Section 4
discusses the system analysis and design of TrustMyCounsell. Section 5 discusses the implementation and
testing. Then, Section 6 discusses about result and discussion while Section 7 concludes the paper.

2. Literature Review

This section explains the literature review of the project. It includes data privacy techniques such as end-to-end
encryption and data anonymization and privacy design strategies. A comparison of related existing tools and the
proposed tool is also presented. Data privacy ensures that sensitive information is kept away from unauthorized
access [5]. To make the counselling management system trusted by user, effective data privacy techniques must
be implemented to prevent the sensitive information in digital systems from being exposure and unauthorized
access to ensure compliance with legal standards [5]. For instance, Malaysia's Personal Data Protection Act
(PDPA) serves as such a legal standard, regulating personal data processing in commercial transactions to
protect individuals' interests and compliance with PDPA can be supported by implementing data privacy
techniques like data anonymization methods, such as data masking, which hide sensitive information to prevent
unauthorized access and meet these regulatory requirements.

2.1 Data Privacy

Privacy by design is a concept in system design that aims of improving the general privacy friendliness of IT
systems [6]. Privacy design strategies aim at embedding privacy considerations into the core architecture of
systems and services to ensure data protection. These strategies support privacy by design in the software
development life cycle [6]. There are eight privacy design strategies including minimise, separate, aggregate,
hide, inform, control, enforce and demonstrate [6] and divided into two different categories which are data-
oriented strategies and process-oriented strategies [7].

Data-oriented privacy strategies include minimise, hide, separate, and aggregate, while process-oriented
strategies include inform, control, enforce, and demonstrate [7]. The minimise strategy limits a system's privacy
impact by ensuring that the amount of personal information processed is minimal [6] and limit as much as
possible [7]. The hide strategy ensures that any personal information is concealed from plain view, making it
difficult to abuse. Separate involves processing or storing personal information in a distributed fashion across
different sources, so that complete profiles of a single person cannot be easily constructed. Aggregate involves

Penerbit
UTHM



475 Applied Information Technology and Computer Science Vol. 6 No. 2 (2025) p. 473-493

processing personal information at the highest possible level of aggregation and with the least possible detail,
which makes the data less sensitive by considering it at a group level rather than an individual one [6].

While in process-oriented strategies, inform is the data subjects should be adequately informed whenever
personal information is processed [6] in a timely and adequate manner [7]. Control grants data subjects agency
over their personal information, as simply informing them is of little value without also providing them with the
means to manage its use. Enforce ensures that a privacy policy, compatible with legal requirements, is in place
and actively enforced both during the system's development and its ongoing operation. Finally, demonstrate
goes one step further than enforce, requiring the data controller to be able to actively prove compliance with the
privacy policy and show how it is effectively confirming they are in control [6].

2.2 Data Anonymization

The rapid development of technology has made the information accessed and shared easily [8]. It is a must
for protecting Personally Identifiable Information (PII) with the growing number of regulations and concerns
regarding data privacy [9]. For instance, data masking can used in protecting the sensitive data and preserving
confidentiality while maintaining the trust and integrity of data driven systems [8]. Data masking techniques
will remove or hide the identities of the individual [9] to protect user identities while preserving system
functionality. Data masking is to mask the characters at predefined positions which replaced by static values
such as “X” or “-” or simply removed [9]. For example, data anonymization includes data masking, data
generalization and data swapping.

Data generalization is a procedure of replacing the value with less specific, but semantically consistent
value. This technique applies at the cellular level where some original values are maintained intact, but with
more confusion added. This will amplify the confuse to an attacker to make an inference in sensitive data [10].
Data swapping is a process of rearranging variables within each column randomly. For this example, the
attribute name can be used to scramble the data inside the same attribute. This technique cannot be applied for
all attributes because the result of research may not be accurate. Thus, the main concern is the probability
getting the same value as the original value due to the randomization process [10].

2.3 End-to-End Encryption

End-to-End Encryption (E2EE) is widely used in messaging applications such as WhatsApp[11]. E2EE is to
prevent unauthorized third parties from intercepting or tampering with messages. By encrypting data from the
sender to the recipient, E2ZEE provides strong privacy protection by ensuring that user communication remains
confidential. In a counselling platform, E2EE can build the user trust in the application's confidentiality
measures. There are some algorithms of E2EE that can be used such as Advanced Encryption Standard (AES)
[12] and Diffie-Hellman key exchange [13].

AES performs several rounds as each performing transformations by using a round key which generated
from the encryption key. The number of rounds depends on the block count and encryption key length.
Encryption or decryption starts with a transformation by several rounds and ends with a round which is
different. Each round has four transformations which are AddRoundKey, SubBytes, ShiftRows and MixColumns.
The 128 bits key length (size) of encryption key would require 10 rounds and it has different key lengths for
128bits, 192bits, and 256 bits [12]. AES is highly secure, fast, and efficient in both hardware and software
implementations, making it ideal for protecting large volumes of data. However, being a symmetric algorithm,
AES requires both sender and receiver to possess the same key beforehand, which introduces challenges in
secure key distribution and management.

Diffie-Hellman (DH) key exchange is a method of digital encryption in which breaking the codes becomes
statistically impossible, since the numbers are raised to a particular power to create the decryption keys based
on elements that are never physically conveyed. In Diffie-Hellman key exchange, the first party choose the prime
numbers g and p and informs the second party of them. The second party then chooses a secret number, a which
computes g * a mod p and transmits the result, A. The first party then follows suit, choosing a secret number b
and computing the result, B in a manner akin to. The second party is then informed of this outcome. The second
party calculates B * a mod p by using the received value B. After that, the first party computes A * b mod p using
the received number A. The solution will be the same for both parties regardless of the sequence of
exponentiation [13]. Using these values and their private numbers, both parties can compute the same shared
secret key without transmitting it directly. This makes DH secure for establishing encryption keys in systems
like end-to-end encryption. DH’s limitation is that it does not provide authentication and is vulnerable to man-
in-the-middle attacks if used alone without additional protections. It also requires more computational
resources compared to symmetric algorithms.

2.4 A Comparative Analysis of Existing Systems
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There are three existing counselling related systems studied and reviewed in this part. The purpose is to
study how the existing system works and what security features were implemented inside. The systems that
were reviewed are Counselling Management System (CMS) UTHM[14], PlusVibes[15] and ThoughtFullChat[16]

(see Table 1).

Table 1 Comparison summary of existing systems

Feature Manual CMS UTHM[14] PlusVibes = ThoughtFullChat TrustMyCounsell
Counselling in [15] [16] (Proposed
KKTM Sri Gading System)
Platform No, is on paper Web-based Mobile- Mobile-based Mobile-based
based

Can be accessed No Yes Yes Yes Yes
online
User Yes, save in files No but the users’ Yes Yes Yes
Registration data and account

are pulled from

UTHM  Student

database
User Profile Yes, by manually Yes Yes Yes Yes
Management
Counselling Yes, by manually  Yes Yes Yes Yes
Session Booking
Report Yes, by manually No No No Yes
Journaling and No No No No Yes
Reflection
Homework Yes, by manually No Yes Yes Yes
Setting and
Progress
Tracking
Feedback Form Yes, by manually No No No Yes
End-to-end No Undefined Undefined  Undefined Yes
encryption
Data No Undefined Undefined Yes Yes
Anonymization
Multi Factor No Yes No No Yes
Authentication
Forgot No Yes No No Yes
Password

Based on Table 1, the manual system cannot be accessed online unlike the proposed system and other
existing systems. Most of the existing systems does not have user registration module, report module, journaling
and reflection module, homework setting and progress checking module. Manual Counselling in KKTM Sri
Gading does not apply any data privacy techniques. For Counselling Management System (CMS) UTHM,
PlusVibes and ThoughtFullChat applications, the end-to-end encryption used are undefined since does not any
journal or evidence to proof explicitly that these platforms apply it in the system or applications.

While for data anonymization technique are undefined in CMS UTHM and PlusVibes because it does not any
journal or evidence to proof explicitly that these platforms apply it in the system or applications. However, data
anonymization is being used in ThoughtFullChat application. According to the privacy policy of ThoughtFullChat,
the confidential information may be aggregated using computers, artificial intelligence and other IT-enabled
tools and will be anonymised to become anonymised data. Anonymised data is not personal data, and it will not
be identifiable from anonymised data [13]. In CMS UTHM, it applies MFA which is two-factor authentication
(2FA) as password and One-Time Password (OTP) are required before login into the system [17]. But for
PlusVibes and ThoughtFullChat, MFA is not being used in the applications after downloading and testing.

3. Methodology

TrustMyCounsell, a counselling management application is developed by using agile software development
technique which refers to active and responsive software development [18]. The Agile methodology becomes
widespread application in many organizations that have been used the traditional method such as waterfall
approach or similar structured software development methods [19]. As shown in Fig. 1, the phases are adopted
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on a smaller scale in the Agile approach and are repeated for each product increment. The increments are then
distributed over the iterations and then implemented. At the end of each iteration will be delivered a functional
product increment [20]. The phases are adopted on a smaller scale in the Agile approach and are repeated for
each product increment. The increments are then distributed over the iterations and then implemented. At the
end of each iteration will be delivered a functional product increment [20]. Agile methodology consists of 6
phases: the plan phase, design phase, develop phase, test phase, deploy phase and review phase. The activities
and expected outcomes of each phase of the prototyping methodology are presented in Table 2.

LTy,

SPRINT

Fig.1 Agile Methodology [18]
Table 2 System Development Activity and Outcome

Phase Activity Outcome

Title Preparation
Prepare proposal
Engage with potential end-users

Plan Research and compare existing system
Prepare a Gantt Chart based on the Agile Model
Document problem statements, objectives, scope, and
expected outcomes

Proposal
Gantt Chart

Application Architecture Design

Create a detailed application architectural
Design user interface
Define user, functional, and non-functional requirements

User, Functional and non
functional requirements
Software and hardware requirements

Design Define software and hardware requirements User interface design
Develop UML diagrams (Use case, activity diagram, and UML diagrams (Use case, activity
sequence diagrams) diagram, and sequence diagram)
Write source code Counselling management application
Develop Implement identified features and functionalities
Application development
Implement test plan
Test Assess the application’s functionality under various Test plan results
scenarios Error log and resolutions
Fix errors
Provide installation instructions . .
X o o Installation guide
Deploy Adjust and optimize application performance on Optimized and refined application
functionality and security based on real-world scenario p PP
Get feedback and evaluation
Review Analyse feedback and suggestions User acceptance testing form

Documentation of the feedback and evaluation results
Improve application based on feedback

Improved application

The system architecture is used to illustrate the structure and function of TrustMyCounsell. The architecture
for TrustMyCounsell is shown in Fig. 2. There are three users including the director, the counsellor, the student
and staff. When a user such as director, counsellor, student and staff logs into the system, the system will send a
request to the database before allowing the authenticated user to log in. After the user successfully accesses the
system, the user can request to manage their modules from the database based on their roles. The user
registration module authenticates the users while the user profile management module allows each user to
update their profile data. Multi-Factor Authentication (MFA) would be implemented in the user registration
module by supplementing the password with a second factor which is an email verification link to ensure that a
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user's account remains inactive and inaccessible until they prove ownership of their email account, providing a
critical defense against unauthorized access even if credentials are stolen. While for user profile management
module, data masking would be applied to obscure Personally Identifiable Information (PII) on the user
interface by default, requiring additional authentication such as password re-entry to reveal sensitive details,
thus securing user data even during an active session.
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Fig.2 System Architecture of TrustMyCounsell

The counselling session booking module enables dual interaction where students book timeslots and
counsellors manage availability. Similarly, the report modules allow the counsellors to manage students’
progress and session reports, with viewing permission granted to students and directors. The architecture also
includes unique grants students access to the sensitive journaling and reflection module for private entries and
the ability to control sharing via permissions to their counsellors. End-to-End Encryption (E2EE) would be
applied in journaling and reflection modules which means that a student's private entries are encrypted. This
renders the data unreadable without having the user's private key and leverages a secure key exchange when a
user explicitly grants sharing via permissions to their counsellor. Finally, the homework and feedback modules
allow counsellors to manage assignments and forms while students track progress and submit responses, with
all data interactions securely handled by the central database.

4. System Analysis and Design

This section explores systematic analysis and design of TrustMyCounsell. The objective is to define system
requirements and formulate a well design for the application.

4.1 System Requirements

The requirement analysis is done to understand the system’s requirements and to determine the actual
function or process of the TrustMyCounsell. Table 3 shows the list of functional requirements, Table 4 shows
non-functional requirement analysis and Table 5 show security and privacy requirements analysis.

Table 3 Functional Requirements

No Functional Requirements
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1.  The application should be able to provide a login page for all users and a register page for the
students and staff.

2. The application should allow student, staff, counsellor and director to change passwords.

3.  The application should allow student, staff, counsellor and director to update their profile.

4.  The application should allow the director to add, update or delete counsellor.

5.  The application should allow the counsellor to add, update or delete student and staff.

6.  The application should allow the counsellor to add, update or delete available timeslot.

7.  The application should allow the student and staff to add, update or delete booking of the available
timeslot.

8.  The application should allow the director and counsellor to view booking details.

9.  The application should allow the counsellor to add, update or delete progress report and session
report of the counselling.

10. The application should allow the director, student and staff to view the progress report.

11. The application should allow student and staff to add, update or delete their journaling and
reflection.

12. The application should allow student, staff for granting the counsellor the permission for view the
journaling and reflection.

13. The application should allow counsellor to add, update or delete homework for the end-users.

14. The application should allow student, staff and counsellor to view the homework progress.

15. The application should allow counsellor to add, update or delete the feedback form of the
counselling session.

16. The application should allow counsellor to view the result of the feedback form.

17. The application should allow student and staff to fill the feedback form of the counselling session.

Table 4 Non-functional Requirements

No Non-functional Requirements

1. The application should be able to respond promptly under normal operating conditions

2. The application should be able to support the increasing user loads over time.

3. The application must provide consistent performance with minimal downtime.

4. The application should include the interfaces which easy to navigate for users.

Table 5 Security and Privacy Requirements

No Security and Privacy Requirements

1. The application should be able to authenticate and authorize users’ credentials.

2. The application should apply password complexity with a minimum of 8 characters and a

combination of alphanumeric and symbols.
3. The application should encrypt all the sensitive data and password which storing in the database.
4. The application should apply data anonymization for sensitive information in the application
interface.
5. The application should apply the session timeout when the user is inactive within three minutes.
6. The application should apply end-to-end encryption for the session counselling such as journaling

and reflection.

4.2 System Analysis

The general use case for each user is shown in Fig. 3(a) that explains director, counsellor, student and staff
are required to login into the system first, student and staff need to register if they do not have an account. The
users can change their password and update their profile if needed. Fig. 3(b) shows the use case for the director
who is the head of the counsellors that can view the booking details and progress report for each student and
staff for future reference.
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Fig.3 Use Case Diagram (a) General Use Case for all users; (b) Director

In Fig. 4(a), the use case diagram of counsellor is shown. The counsellor can CREATE, READ, UPDATE,
DELETE (CRUD) for students and staff, available timeslot and view the booking details. The counsellor can CRUD
the progress report, session report, homework and feedback form. In terms of homework, the counsellor can
view the progress of homework of the student and staff. If the counsellor has permission from the student and
staff, they can view and access the journaling and reflection. Fig. 4(b) presents the use case for students and
staff. Student and staff can CRUD the timeslot available according to their free time and preferences. They can
view the booking details after confirmation. They allow to CRUD for journaling and reflection which can grant
the permissions to counsellor to view the journaling and reflection, and the homework progress. Besides, they
are allowed to fill feedback form and view progress report.
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Fig.4 Use Case Diagram (a) Counsellor; (b) Student and Staff

Fig. 5 shows the activity diagram for director. Director is required to enter their email and password then;
the application will verify the email and password. If the login is successful, the director can access the
application. Director can choose the action to do including managing profile, managing counsellor and viewing
the booking details and session report.

Delete
oumaling And Reflectio

.., <include>

Update Homework
Progress

“e<inlude>>

. 7 Delete Homework
Progress

Update Feedback Form
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Fig.5 Activity Diagram Director

Fig. 6 shows the activity diagram for the counsellor. The counsellor is required to enter their email and
password then; the application will verify the email and password. If the login is successful, the counsellor can
access it into application. The counsellor can choose the action to do including managing profile, student and
staff and the available timeslot. Besides, the counsellor can manage progress report, session report, homework
and feedback form. Counsellor can view student and staff homework progress and view journaling and
reflection of student and staff if permit by student and staff.
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Fig.6 Activity Diagram Counsellor

In Fig. 7, the activity diagram for student and staff is shown. Student and staff is required to enter their email
and password then; the application will verify the email and password. If the login is successful, student and staff
can access into application. Student and staff can choose the action to do including manage profile, book the
available timeslot, manage journaling and reflection and homework. Besides, student and staff can grant
permission to counsellor to view their journaling and reflection. Student and staff can view progress report and
fill feedback form.
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Fig.7 Activity Diagram Student and Staff
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While Appendix A shows the class diagram for TrustMyCounsell. The class diagram describes the attributes,
operations and relationships between the object by modelling the general structure for TrustMyCounsell. The
diagram essentially shows how this different user types create, manage, and access specific information modules
to facilitate organized counselling service.

5. Implementation and Testing

This section discusses the implementation of TrustMyCounsell. The implementation includes some security
features and main modules that will be discussed clearly.

5.1 Implementation of Security Features

The proposed security and privacy features which mentioned in section 1 have been successfully applied
on TrustMyCounsell. The security features are used at journaling and reflection, user profile management,
signup page and others related modules while privacy features are used at journaling and reflection and user
profile management.

TrustMyCounsell uses End-to-End Encryption, starting with Diffie-Hellman to let two parties securely create
a shared secret key without anyone else seeing it as in Fig. 8. This shared secret is then used to make an AES key,
which encrypts and decrypts sensitive journaling and reflection data. For storage, the user's private Diffie-
Hellman key is kept as a hexadecimal string in Firestore, along with public keys and the encrypted data. When
the app starts, a function called retrieveKeyPair fetches this hex private key string from Firestore. It then
converts this string back into a usable private key, calculates the matching public key, and loads this complete
key pair into the app's memory, making the system ready for secure cryptographic operations.

Future<bool> retrieveKeyPair(String userId) async {
try {
DocumentSnapshot doc = await FirebaseFirestore.instance
.collection( ‘user_keys')
.doc(userId)
.get();
if (ldoc.exists || doc.data() == null) {
print('User key document not found in Firestore for user: SuserId');
return false;

1
7

var data = doc.data() as Map<String, dynamic>;
if (!data.containsKey('dhPrivateKey')) {
F;{Grn false;

I
L

String privateKeyHex = data[ 'dhPrivateKey'];
BigInt privateKeyValue = BigInt.parse(privateKeyHex, radix: 16);
_dhEngine 22= DhPkcs3Engine.fromGroup{DhGroup.g5);

DhParameter parameter = DhGroup.g5.parameter;
DhPrivateKey privateKey = DhPrivateKey(privateKeyValue, parameter: parameter);

DhPublicKey publicKey = DhPublicKey(
parameter.g.modPow(privateKeyValue, parameter.p),
parameter: parameter

Vi

keyPair = DhkeyPair(
publicKey: publicKey,
privateKey: privateKey,

)i
_dhEngine = DhPkcs3Engine.fromKeyPair(keyPair!);

print('Key pair successfully reconstructed for user: $userId');
return true;
} catch (&) {

return false;

Fig.8 Code of Fetching Key Pair

If a user's keys are not found, the system generates a new Diffie-Hellman public and private key pair which
shows in Fig. 9(a). Both keys are then converted to hexadecimal strings and uploaded to Firestore, making the
public key available for others to initiate a key exchange, while also storing the user's private key. To
communicate, the app fetches the other party's public key from Firestore. This public key, along with the current
user's own private key, is used in a Diffie-Hellman calculation to compute a shared secret as in Fig. 9(b). This
shared secret is then converted to bytes and hashed (using SHA-256) to derive a consistent symmetric AES
encryption key. Finally, messages are encrypted using this AES key and an Initialization Vector (IV), with the
encrypted data and IV bundled together, often as Base64 encoded strings, for storage.
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DhKeyPair gener‘ateKeyPair‘f VT BigInt computeSharedSecret(BigInt otherPublicKey
vt if (_dhengine == null || keyPair == null) {
throw Exception('Key pair not available. Generate or retrieve key pair first.');

v
}

_dhEngine ??= DhPkcs3Engine.fromGroup(DhGroup.g5);

keyPair = _dhEngine!.generateKeyPair();

. return _dhEngine!.computeSecretKey(otherPublicKey);
return keyPair!; N

} b
(a) (b)

Fig.9 Code for (a) generateKeyPair function; (b) computeSharedSecret function

In Fig. 10(a), TrustMyCounsell will mask the sensitive user information in its interface by default, showing
characters like '’ instead of the actual data which can prevent people from casually seeing private details. A
setting will determine if the data is hidden or shown. Ul fields use a feature that's turned on or off based on this
setting and whether that specific field is meant to be masked. While Fig. 10(b) shows that TrustMyCounsell uses
Multi-Factor Authentication (MFA) for sign-up page. This means users must provide a strong password
(something they know) and verify their email by clicking a link sent by the app using Firebase Authentication
(something they have). Fig. 11 shows the pseudocode for the data masking applied.

<« Personal Details © void _signup() async {
if (_formKey.currentstatel.validate()) {
try {
UserCredential userCredential = await _auth.createUserWithEmailAndPassword(
email: _emailcController.text.trim(),
password: _passwordController.text.trim(),

)5
await usercCredential.user!.sendemailverification();

_showverificationbialog();
e } catch (e) {
snackBar (content: Té}%f?ggi]ed to sign up: $e')),
)
¥
}
}

() (b)
Fig.10 (a) Interface for data masking; (b) Code for Multi-Factor Authentication

FUNCTION ShowP. e < nbialog()

DISPLAY v a d input field and a "Verify" button
GET
d = CALL VerifyPassword(use:
fied is TRUE THEN

FALSE

DISPLAY "Incorrec
END IF

END FUNCTION

FUNCTION VerifyPa rd(password)
AUTH_SERVICE.reauthenticate(email, pass

J1t is SUCCESS THEN

RETURN FALSE
END IF

END FUNCTION

PROCEDURE Main()
is_data_masked TRUE

LOAD_USER_DATA()

RENDER UI with sensitive_data_fields and toggle_visibility button

END PROCEDURE

Fig.11 Pseudocode of Data Masking

5.2 Implementation of Modules

The main modules' implementation is discussed in this section which include user registration, user profile
management, counselling session booking, report, journaling and reflection, homework setting and progress
tracking and feedback form. Students and staff can sign up by entering their email and password as Fig. 12(a).
While typing the password, a live checklist helps them create a strong one. If everything is correct, a verification
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email is sent, and they're guided to the login page. If there are mistakes, a clear message explains how to fix
them. They can also easily switch to the login screen if they already have an account.

In Fig. 12(b), the users can see their profile information, but the sensitive data is masked by default for
privacy. To view this masked information, they tap an eye icon and will prompt them to enter their password for
verification. Once verified, they can see all details and edit fields such as their name, program, semester, and
phone number (but not their email). Any changes they make can be saved to update their profile. The approach
is consistent with established best practices for protecting Personally Identifiable Information (PII) at the
presentation layer that is often seen in financial and government applications where sensitive data like account
numbers or national IDs are masked by default. This method supports the security principles outlined in
Malaysia's Personal Data Protection Act (PDPA) by taking practical steps to prevent unauthorized or accidental
access to personal data [21]. Furthermore, it also aligns with OWASP recommendations regarding ‘Broken
Access Control’ [22] by ensuring only the authenticated user can unmask their data and contribute to preventing
‘Sensitive Data Exposure’ [23] at the user interface level.

Create An Account « Personal Details ©
Name
Email 2 Quek Sze Yang &
Matric Number
; N M AIZz20277 &
8 Password o
; # Diploma In Construction Engineering  ~
Password must: - .
X Be at least 8 characters long [ semester 3 =
X Include at least one uppercase letter
X Include at least one lowercase letter Phone Humber
X Include at least one number % 012-3456788 e
X Include at least one special character
quekszeyang905@gmail.com
& Confirm Password o
Already have an account? Login Data ble @

Fig.12 Interface for (a) User Registration; (b) User Profile Management

Fig. 13(a) shows the booking modules for students and staff so they can choose their preferred counselling
type and issue. On the booking screen, these choices are confirmed at the top. They then pick a date from a
calendar, and the screen shows available time slots for that day. Separately, counsellors manage students, and
staff reports as shown in Fig. 13(b), which are divided into progress reports and session reports. In each section,
counsellors can view, edit the display name of, delete, or upload new report files for specific individuals.

n € Book Counselling Session j
Book a session & Quek Sze Yang's Reports

Select Counselling Type

Quek Sze Yang ®

2= Matrix; =-es-ee=
Select Counselling Issue

1.pdf
plosted: 9/5/2

TRY.pdf

(@) (b)
Fig.13 Interface for (a) Counselling Session Booking; (b) Report

In Fig. 14(a), the students and staff can create, view, edit, and delete their journal entries, which are
automatically encrypted for privacy. They can choose to securely share specific entries with their assigned
counsellor and can also delete multiple notes at once. Counsellors, in turn, can see new, unread shared journal
entries. By selecting an individual's name, counsellors can securely view only the entries that a person has
explicitly shared, which the system automatically decrypts for them. This is shown in Fig. 14(b).
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< Journaling and Reflection Note =1 < Quek Sze Yang's Journals
2025-05-27 2025-05-15 Journal Entry a
Excited Today | am happy.

Today | am happy.

() (b)
Fig.14 Interface for Journaling and Reflection of (a) Student and Staff; (b) Counsellor

The app also offers a homework module. In Fig. 15(a), the counsellors can view their students, select one,
and assign new homework with titles and descriptions. They can also manage existing tasks for that student
which check submission status, review submitted work, edit details, delete tasks, or mark them as complete.
While in Fig. 15(b), the students and staff see their own assigned homework list, view task descriptions, and
submit their work by typing responses or uploading files and can also manage their previously submitted files.

Homework and Progress Tracking

Homework Progress

{ ABC }
=] Not Complete
ABC

Add Homework
a XXX
Completed

T Title XM

EDG
=] Completed
EDG

(b)
Fig.15 Interface for Homework Setting and Progress Tracking of (a) Student and Staff; (b) Counsellor
The users can fill out a feedback form in Fig. 16(a) by answering questions by selecting an agreement level
and others with written suggestions and then submitting their responses. Counsellors, on their end, can create,

view, edit, and delete the questions that appear on this form. They also have a separate screen to see all the
feedback submitted by students which are shown in Fig. 16(b).

<« Borang Maklum Balas Ra BM/BI & Feedback Results
PEMBELAJARAN
1. Peringkat permulaan sesi kaunselling telah
mewujudkan keselesaan kepada dirl saya Response 1
o (=] o Student: Quek Sze Yang

= Kurang e
Tidak Setuju Sl Betu¢ Setuju

Peringkat permulaan sesi kaunselling telah
2. Kaunselor menunjukkan sikap yang mesra mewujudkan keselesaan kepada diri saya: 4

o o o Kaunselor menunjukkan sikap yang mesra: 4

..........

... 9more items

3. Kaunselor peka dan o balk
apa-apa yang saya katakan/sampalkan

o o o ©

(@) (b)
Fig.16 Interface for Feedback Form of (a) Student and Staff: (b) Counsellor

6. Result and Discussion

This section discusses the testing results of the proposed system. Two types of testing results are presented: the
test plan result and the user acceptance result. The testing phase encompassed the entire system verify its
security and adherence to project requirements.

6.1 Testing Plan Result

The results of the testing plan are presented here. Table 6 displays the result of the functionality test plan,
while Table 7 outlines the results of the security test plan.
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Table 6 Test Report of Functional Testing

Functional Testing Checklist Pass Fail

User can login into system with valid email and password. /

Error message is shown for invalid input. /

The buttons in the system are visible and working well. /

All pages in the system working properly. /

Table 7 Test Report of Security Features
Security Features Testing Checklist Pass Fail

Masked out several characters of all information using asterisk symbol (*) in the application /
interface.

All the sensitive data and password which storing in the database are encrypted. /

The session timeout when the user is inactive within three minutes. /
End-to-end encryption is applied in modules such as journaling and reflection. /

6.2 User Acceptance Testing

User acceptance testing for TrustMyCounsell was conducted physically with 20 participants from Kolej
Kemahiran Tinggi MARA including 18 students, one counsellor, and one director by using an online Google Form
survey. The Google Form questionnaire can refer to Appendix C. The goal was to evaluate the app's usability,
effectiveness, features, user interface, and overall user satisfaction, while also gathering feedback. User feedback
on TrustMyCounsell's effectiveness was largely positive. In Fig. 17 the students and staff generally found the
app's features worked well, with most selecting 'Agree’ or 'Strongly Agree’, few neutral responses, and very little
negative feedback. While the participating counsellor was extremely positive, rating all specialized features as
'Strongly Agree,' finding them excellent and perfectly suited to their needs without any problems as shown in
Fig. 18. Likewise, the director 'Strongly Agree’ shows in Fig. 19 with all aspects of the app's user experience, ease
of use, and overall usefulness, indicating they found it outstanding.

The effectiveness of TrustMyCounsell in term of its functionality while using TrustMyCounsell.

BN Stongly Disagree WM Disagree Neutral NN Agree N Strongly Agree

10

5

o II -II II -II
EX

o
- o

S
s a2 a2 e 2 5
P N o v o ot o

Fig.17 Result User Acceptance Testing for Student and Staff in functionality

The effectiveness of TrustMyCounsell in term of its functionality while using TrustMyCounsell.

gree I Disagroe Neural W Agree I Strergly Agree

Fig.18 Result User Acceptance Testing for Counsellor in functionality

The effectiveness of TrustMyCounsell in term of its functionality while using TrustMyCounsell.

2.0
BN Strongly Dissgree BB Disagres Neutral  EEEN Agree EEEE Strongly Agree

1.0
- I I I I I
0.0

e > o 3 Director sclate X Dir w

Fig.19 Result User Acceptance Testing for Director in functionality
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Overall, users felt TrustMyCounsell's security and privacy features were effective. Most students and staff
agreed or strongly agreed shown in Fig. 20 with the measures, with some neutral responses and very little
negative feedback. The counsellor was neutral which shown in Fig. 21 about specific features like password
complexity and automatic logout, perhaps because these did not greatly impact their routine. However, the
director was highly satisfied, strongly agreeing that all security and privacy mechanisms, including password
rules, data unmasking, and session logout, were excellently implemented as proofing in Fig. 22.

The security and privacy part of the TrustMyCounsell.
N Strongly Disagree B Disagree MNeutral SN Agree B Strongly Agree

Y

o
Do you can receive the verification link in email a.. Is the data can be unmasked by providing password?
The application apply password complexity with a minimum.. My session automatically logs.. .

Fig.20 Result User Acceptance Testing for Student and Staff in security features

The security and privacy part of the TrustMyCounsell.

2.0
s Svongly Disagree  EEEE Disagree Neutral EEE Agree EEEE Strongly Agree

o5

0.0
[The @pplication apply password complexity with a minimu .. My session autamatically logs out after i.
Is the data can be unmasked by providing passweord?

Fig.21 Result User Acceptance Testing for Counsellor in in security features

The security and privacy part of the TrustMyCounsell.

zo0
mEm Stongly Disagree  EEEE Disagree Neutral EEEN Agree EEEE Strongly Agres

1.5

1.0
“ﬁ l l
0.0

The Bpplication apply password complexity with & min o, My session automatically loas out after |
1= the data can be unmasked by providing password?

Fig.22 Result User Acceptance Testing for Director in in security features

7. Conclusion

TrustMyCounsell project successfully developed a functional mobile application for counselling management at
KKTM Sri Gading, with a strong emphasis on security and user privacy. Its main achievement is providing a
secure platform that uses End-to-End Encryption (E2EE) for sensitive communications, data anonymization for
personal information, Multi-Factor Authentication (MFA), and streamlined counselling management tools
designed for students, staff, counsellors, and the director. The project met all its objectives, from designing these
privacy features to implementing them using Flutter and Firebase and validating them through user testing.

The key advantages of TrustMyCounsell include significantly enhanced data security compared to less
secure systems, a user-friendly interface, and centralized management of counselling activities. This tailored
solution aims to increase user trust and encourage more individuals at KKTM to use counselling services.
However, the application currently has limitations, such as being mobile-only, requiring an internet connection,
and its private key security relying on Firestore's integrity and application access controls.

Future improvements are planned to make TrustMyCounsell even better. These include adding real-time
push notifications, critically enhancing security by encrypting private keys on the user's device before storing
them, developing a web platform for broader access, and allowing some offline functionality like journal writing.
In conclusion, TrustMyCounsell provides a robust and secure foundation for digital counselling at KKTM, with
clear paths for future enhancements to further increase its value and security.
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1.

Diractor

+ directar_id : string

+ passwiord : string

+ name : string

+ email : string

+ phane_number : string

Booking Timeslot

+ booking_id - string
+imesiol - timestamp

+ counsellingType: string
+ counsellinglssuesstring e

+ addBooked Timesiol()

+login()
+ logOut)

+ signup()

+ updateProfile()

+ addCounsalior()

+ deleteCounsellor()

+ updateCounsellor()
+ viewBaokingDetails()

+ deleteBaokedTimeslot() L. + viewProgressReport()
+ updateBooked Tmeslal()
+ viewBocked Timesiol( 1
Y-
1.0 Progress Report
+ report_id - string
1.7 | + content : string
+ createdht : imestamp
+ updatedAt : timestamp
+ addProgressReport)
, \ + deleteProgressRapart)
+ updateProgressRaport()
[E—— + viewPragressReport()

+ matrie_ne: string

+ password : string

+ name : string

+ program/semester : string
+ email : string

.

Counsellor

+ phone_number. string

+logln()
+logOut))
+signUp()

+ updateProfile()

Homework.

Timeslot

+time_id : string
+ timeslol : Umestamp
+ status : siring

+ addTimeslot()
+ dalataTimeslal()
+ updateTimesiot()

+ counsellor_id: string
+ password : siring
+ name : string

Session Report

+ emall - string .
+ phane_number : string

+ manageBookingTimeslot()
+ manageJournalingAndReflection()
+ manageHomewarkProgress()

+ managePermission()

+fillForm{)

+ viewHomework

+ viewProgressReport()

1 1

+ homewark_id : string

+ homewarkDescription : string
+stalus : string

+crealedAL : imestamp

+ updatedAt  timestamp

+ login()
+ logOut() 1
+ signlp()

+ updateProfilel}
+

+ addHomework()
+ datateHomewark()
+ updateHomework()
+ viawHomawork()

+ manageTimeslol()
+ manageProgressRepart])
+ manageSessionRepor()
+ manageHomework()

+ managsForm{)

+ viewBooking Details()

+ viewHomeworkProgress()
+

+ viewResult

Hemenwork Progress

+ progress_id : siring
+ progressDescription : string
+ progressDate : timestamp
+ status : string

+ addProgress()
& i)

Journaling ang Reflection

+journal_id : string
+ content : string

+ crealadAl - timestamp.
+ permission : boolean

+ addJournalingAndRefisction()
+ dalateJournalingAndReflection()
+ updateJoumalingAndRefection() e
+ viewJoumalingAndReflection()

+ updateProgress()
+ viewProgress()

+ addPermission()
+ deletePermission(}
+ updatePermission()
+ viewPermissian()

+ session_id : st
+ sessionContent ; string
+ createdAL: timestamp.
+ updatedAt : timestamp

+ addSessionReport()
+ deleteSessionRepor()
+ updateSessionReport()
+ viewSessianReport()

Feedback Form

+form_id : siring
+ createdAt : limestamp
+ updatedit : timestamp

+ addForm()
+ deleteF arm(}
+ updateForm()
+ viewForm()
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Fig.23 Class Diagram for TrustMyCounsell

Create anaccount

Provide The Information
Hi, Welcome Back! /
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Ediit Profile

Name
QuEx szE VAN
Motrie Number

| pu—

Already have an account? Login

Don'thavean accourt ?Sign Up

Enter Your Phone Number |

nter Your Name
Motrix Number/User D \
Q0N msfs)
Enter Your Motric Number Phone Humber
Possword ~40E7EEO00
\ Password Email
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counselior_id/director_id
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Hame
Mahd A% 8in Yusal
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Email
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<3

(@)
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Fig.24 (a)Login, Signup Page for Student, Staff, Director and Counsellor;(b) Update Page for Student, Staff,
Director and Counsellor
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Appendix C

Table 8 Google Form Questionnaire

Questionnaire for student, staff, counsellor and director

The effectiveness of TrustMyCounsell in term of its functionality while using TrustMyCounsell.
The application able to provide a login page and a register page for the students and staff.
The application able to allow student and staff to change their password.

Student, staff able to update their profile.

Student and staff can add, update or delete booking of the available timeslot.

Student and staff can add, update or delete their journaling and reflection.

Student and staff able to grant the counsellor the permission for view the journaling and reflection.
Student and staff able to view the homework progress.

Student and staff able to fill the feedback form of the counselling session.

The application able to provide a login page for counsellor.

The application able to allow counsellor to change their password.

Counsellor able to update their profile.

Counsellor able to add, update or delete student and staff.

Counsellor able to add, update or delete available timeslot.

Counsellor able to view booking details.

Counsellor can add, update or delete progress report and session report of the counselling.
Counsellor can add, update or delete homework for student and staff.

Counsellor able to view the homework progress.

Counsellor can add, update or delete the feedback form of the counselling session.
Counsellor can view the result of the feedback form.

The application able to provide a login page for director.

The application able to allow director to change their password.

Director able to update their profile.

Director able to add, update or delete the counsellor.
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Table 8 (cont).

Questionnaire for student, staff, counsellor and director

Director able to view booking details.

Director can view the progress report.

The overall satisfaction on the user experience, the level of ease of use and overall usefulness
for TrustMyCounsell.

The application able to respond promptly under normal operating conditions.

The application able to support the increasing user loads over time.

The application provide consistent performance with minimal downtime.

The application include the interfaces which easy to navigate for users.

The application is useful for my role.

The application is easy to learn and use.

The application enhances my workflow and efficiency.

The application provides a good user experience.

Does the email verification easy to understand and use?

Does the data masking easy to understand and use?

The security and privacy part of the TrustMyCounsell.

Do you can receive the verification link in email and function well?

The application apply password complexity with a minimum of 8 characters and a combination of
alphanumeric and symbols.

Is the data can be unmasked by providing password?

My session automatically logs out after inactivity.
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