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1. Introduction

The advent of the internet and the proliferation of digital devices have transformed how people communicate and
access information. At the heart of these technological advancements is the concept of digital files, which serve as
repositories for information accessible to computer programs. One of the earliest introductions to this concept
was the digital image, invented by Russell Kirk[1] , which could convert physical images into digital ones using a
scanner. Among the common digital image file formats is the Joint Photographic Experts Group (JPEG), which
balances visual quality and memory size through its lossy compression method .

However, the widespread use of JPEG images across devices like digital cameras and smartphones makes them
more susceptible to corruption compared to other image file formats[2]. JPEG header corruption, a common type
of JPEG corruption, is particularly prevalent. This corruption can occur due to defective or damaged sectors on the
storage disk, abrupt system shutdowns, or malicious malware attacks on the JPEG file[3].

In response to this issue, this project proposes the creation of a tool called JPEGHRepairKit, which employs a
header replacement approach to address current challenges. The aim is to increase the success rate in fixing
damaged files caused by missing headers. The problem this project seeks to address is the unreadability of images
due to data corruption that occurs during processing and transmission, including editing processes and
modifications made in applications like Google Photos [3].

The project's objectives include proposing a manageable corrupted JPEG header repair kit using a header
substitution method, developing the JPEGHRepairKit tool, and testing its functionality. The tool will be developed
using Microsoft Visual Studio version 17.7.0. It will not support batch repair and can only repair one file per
session.

This tool also needs to be able to carve JPEG files from RAW file format and enable JPEG images recovered from
embedded in the RAW files. All the images carved from the RAW files will then be saved to the user folder directly.
The scope of the JPEGHRepairKit system includes functionalities for both regular users and digital forensic
professionals. Regular users can utilize the tool to repair and recover corrupted JPEG files easily, while digital
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forensic professionals can benefit from its ability to recover valuable data from corrupted images embedded in
RAW files.

2. Related Work

The literature review provides a comprehensive overview of existing research related to JPEG image files, focusing
on their structure, compression techniques, and common issues such as header corruption. This section aims to
identify current repair methodologies and underscore the significance of addressing these vulnerabilities. By
establishing the context and relevance of the proposed JPEG header repair kit, the literature review lays the
groundwork for developing a customized solution.

2.1 Introduction

The idea of the proposed tool and issues have been discussed to establish the framework for the creation of
the JPEG header repair kit. This section presents a literature review to discuss the related past system to the
proposed tool which are the overview of JPEG, JPEG compression, JPEG header structure, common causes of JPEG
header corruption, as well as significance and existing approaches to corrupted JPEG repair.

By navigating the complex terrain of this format, this literature review aims to clarify the basic principles of
JPEG compression and the crucial function that the JPEG header structure plays. Potential vulnerabilities are
revealed by investigating frequent sources of header corruption, and this section attempts to close these gaps in
the knowledge base of current repair methods. This section also will explore the importance of header repair, and
this evaluation provides a basis that drives the next conversation about creating a customized solution to deal
with the problems observed in JPEG header repair.

2.2 JPEG Overview

Joint Photographic Experts Group (JPEG) is a widely known image compression used in digital images and
the most used image format in various platform[4]. JPEG is a graphic image file that using lossy compression
method produced by digital photography. Introduced to world in early 1990s to lead the image file format
compression schemes[5], JPEG have two file structures which are JPEG file integrated format (JFIF) and JPEG
exchangeable image file format (EXIF). Usually, JFIF can be found on the internet platform and EXIF easily found
in images from digital cameras[6].

At first JPEG Interchange Format (JIF) used as specified container standard but it didn’t be used by many
people and later, JFIF was introduced and well use by a lot of people because it provides more and specific
information than JIF. JFIF also allow JPEG bitstream to be exchanged through different platforms[6] as it was
created solely for storing information and to transfer photographic images[5]. The only difference between JFIF
and JIF is the additional requirement which is the need to have APP0 marker after the Start of Image (SOI). The
APPO marker are important to identify and specify a lot of things, including the Units, X and Y pixel density, the
picture thumbnail, and information for specific applications.

Next, EXIF first launched in 1995. It was created by a company in Japan called Electronic Industries
Development Association (JEIDA). EXIF can be embedded within JPEG files and other image file formats such as
TIFF (Tag Image File Format) by digital camera. EXIF also stores important information metadata about the image.
For examples the camera settings, date, time, and even the exposure level of the image. The detail information can
be exposed to the internet when the image was uploaded and allows other users to access the detailed
information[7]. EXIF metadata also often includes the thumbnail of the image as a quick display of the photo([8].
Initially, this file format was created to store basic information about the images, but now, EXIFs, can hold both
image and video metadata.

2.3 JPEG Header Structure

JPEG files are composed of segments, each starting with a marker identified by a marker flag and the byte
0xFF. Common JPEG marker types include:
1. SOI (Start of Image): OxFF, 0xD8. Marks the start of the image.
2. SOS (Start of Scan): OxFF, 0xDA. Signals the start of the actual scan data.
3. DHT (Define Huffman Tables): 0xFF, 0xC4. Describes the use of Huffman tables during compression.
4. DQT (Define Quantization Table(s)): 0xFF, 0xDB. Defines the quantization tables used during
compression.
5. DRI (Define Restart Interval): 0xFF, 0xDD. Specifies the interval between RST markers.
6. EOI (End of Image): 0xFF, 0xD9. Marks the end of the image.
Each marker type carries different payloads. For instance, the SOS marker includes details like the picture's
color components and the Huffman table to be used [9]. The JPEG standard doesn't specify the resolution and
aspect ratio of an image; these are provided by the JFIF application segment extension for JPEG. The JPEG file
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format was designed to allow interchange of files containing JPEG-encoded data streams across different
programs and systems.

2.4 Common Causes of JPEG Header Corruption

JPEG file corruption, particularly header corruption, can be caused by various factors such as abrupt system
shutdowns, malware attacks, and virus-contaminated files[10]. These events can disrupt data writing to the
storage medium, leading to incomplete files and errors in JPEG files. Additionally, malware can infect a system and
corrupt data, including JPEG files, while viruses can infiltrate a system and cause damage to data, including JPEG
images. For instance, Yvonne Tunnat's study found that out of 3070 JPEG files tested, 1007 had issues like faulty
data, premature endings to data segments, missing markers, and incorrect file structures[4]. Regular backups of
important JPEG files and maintaining robust security measures can help prevent such corruption.

The main problem with JPEG header corruption is that it renders the files unreadable by standard software.
This is because the header contains crucial information about the file structure, such as the start of image markers
(SOI), quantization tables, and Huffman tables. Without a properly functioning header, the file cannot be parsed
correctly, leading to errors in displaying the image or, in some cases, complete inability to open the file. This is
particularly problematic because there is a lack of discussion and focus on header corruption in many data
recovery and image repair tools. Often, these tools focus on other types of corruption, leaving users without a
reliable solution for header-specific issues.

2.5 Significance of JPEG Header Repair

JPEG Header Repair is essential for preserving the integrity of image files and digital data, as it stores
metadata like image size, color space, and compression method. Corrupted headers can render files unopenable,
display incorrectly, or even result in data loss. Serious consequences can occur, especially when dealing with large
volumes of photos or critical data, such as in professional photography or scientific research. Data recovery often
necessitates JPEG Header Repair to restore accessibility to corrupted image files. Therefore, understanding and
implementing effective JPEG Header Repair techniques is crucial for maintaining data integrity across various
applications.

2.6 Study of Existing Header Repair Technique and Tools

This study delves into the realm of JPEG header repair techniques and tools, focusing on the advancements
and innovative approaches developed by researchers in the field of JPEG picture correction.

One such significant development is the DiskTuna: Photo Repair & Photo Recovery approach. This novel tool
is for repairing corrupted JPEG files. It is a simple tool, and it has an effective solution for recovering corrupted
JPEG files that a user has accidentally deleted or corrupted. A user-friendly interface shall be integrated to help
users take the different steps with instructions. It executes several different techniques to repair a corrupted JPEG
header DiskTuna algorithm. The first one is by using the header replacement method. This method works by
replacing the corrupted header with healthy header that user choose as a reference[11]. This method will ensure
that the corrupted JPEG header is replaced with compatible header.

Another notable tool is the JPG.Repair tool is a web-based application specifically designed to fix damaged
JPEG files. The repair process involves replacing the damaged portion of the JPEG file with a new JPEG header from
another image file that was captured under identical conditions[12]. Given that both images were likely taken
with the same camera and at the same resolution, this technique is highly effective. To use JPG.Repair, users simply
upload their damaged JPEG file to the website. The system then uses its proprietary technologies to attempt to
recreate the image. If successful, the user can download the repaired image for free. However, for those who
require more assistance or a manual review by an engineer, JPG.Repair offers a customized recovery solution at
an additional cost.

Lastly, the manual method of repairing corrupted JPEG header first starts with examining and comparing
healthy JPEG header with the corrupted one in hex editor[13]. By examining the differences between the two
headers, the user will then be able to identify the main problem and which part is not properly saved to cause the
images to be corrupted and would not display. This step can be achieved by comparing the images captured using
the same digital camera. If there are no images from the same digital camera can be used, user can create new
JPEG file by saving any doodling images from Paint in Windows 10 as JPEG format. Then the created files can be
opened on hex editor to be compare with the corrupted files. Once the correct JPEG format is identified, the
corrupted header will then be replaced by the new header that is not corrupted. This process requires the user to
know the knowledge about file bits and bytes and can consume a lot of time[13]. Table 1 shows the comparison
between the existing techniques and tools.
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Table 1 Hardware Requirements

Category Description Ease of Success  Additional
use Rate features
DiskTuna Header replacement method. Easy High Photo recovery.
JPG.Repair Replaces damaged portion using new JPEG Easy Medium Manual review
header. by engineer.
Manual method Examines and comparing healthy and corrupted Difficult Low None.
headers using hex editor.
JPEGHRepairKit Employs header substitution method by Easy High JPEG carving
calculating the header length and substitute using feature.

possible header with same length.

The comparison includes three tools and one technique to recover corrupted JPEG due to corrupted header,
which are DiskTuna, JPG.Repair, JPEGHRepairKit and a manual method. All techniques used by the existing tools
and technique to repair the corrupted header is by using header replacement. Although all of them use the header
replacement method, JPEGHRepairKit is the only one that did not require another file to be used as reference to
replace the header. Users will not be burdened with finding file references by using this method.

3. Methodology

This section covers the development process for the JPEGHRepairKit utility..

3.1 Introduction

Effective project management is the foundation of any successful project. When a project is well managed,
this will guarantee the attainment of the project's goals. and the expected outcome will be achieved on time. Hence,
the OOSD Model, or object-oriented software development, is the approach used to complete this project. Plan,
analyze, design, execute, and test are the five stages of this process.

3.2 Object-oriented Software Development (00SD)

Phases analysis, design, implementation, and testing are the four key stages of object-oriented software
development (O0OSD). The methodology for object-oriented development is depicted in Fig. 1. According to [14],
there are four different types of development cycles: development from scratch [9], development via reuse [15],
development with reuse, and development of reusable [16]. In this project, the problem definition, analysis,
requirement collection, system analysis, system design, implementation, and training and review phases are the
six main stages of the process that will be used and implemented.

Fetch data
Problem Definition —Y
Update data
. L.
Fetch data
Requirement Collection
Update data Maintenance
Changes or
requests
Fetch data are sent back as
System Analysis requirements to
first stage.
Update data No need to define
a stage.
Fetch data System Design
{includes coding, unit & white-box testing)
Update data l
Fetch data Implementation
(includes Black-Box testing & Deployment)
Update data l
Fetch data
» Training & Review >
{includes upgrade checking, reviews and
Update data requests for changes)
Centralized
Knowledge
Database

Fig. 1 Object-Oriented Software Development (00SD) Model
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Problem definition is the initial phase for this project, and it involves definition and identification of the main
issue: data corruption in JPEG files due to header corruption or missing headers. Data corruption will occur when
the data is altered during the processing or transmission phase. It will result in unreadable file images. To address
this issue a problem statement was established. It will be focusing on developing a solution to repair corrupted
JPEG headers. Thus, in this project, JPEGHRepairKit will utilize a header replacement.

A careful selection of hardware, operating systems, and software tools was done during the requirement
collection phase to develop a successful application. Table 2 and 3 provide a detailed summary of the necessary
components used in the project, including the operating system, hardware setups, and software programs that are
necessary to complete this project. The project's goals may be realized more easily when these technologies are
strategically used as the basis for the framework. This thorough selection of hardware and software components
highlights the methodical and purposeful steps taken to provide the best possible development environment to
produce a functional application.

Table 2 Hardware Requirements

No.  Hardware Specification
1. Processor AMD Ryzen 5 5500U with Radeon Graphics 2.10 GHz
2. Random Access Memory 8.00 GB
3. System type 64-bit Operating System

Table 3 Software Requirements

No. Software Specification

1. Microsoft Visual Studio 2022 Version 17.7.0

2. Visual C# Programming Language

In the analysis phase of the project, current existing algorithm was meticulously looked at, with a strong
emphasis on a thorough comprehension of the JPEG format and header structures. Using the object-oriented
software development process, we carried out a comprehensive comparison study to determine differences and
determine whether the system could support the suggested repair tool. A review of the literature clarifying the
functional requirements for JPEGHRepairKit served as the phase's conclusion. The succeeding development
phases will be guided by the insights that are obtained, which will provide a reliable and efficient solution for
correcting faulty JPEG headers using the novel header substitution approach.

The JPEGHRepairKit tool will have a Graphical User Interface (GUI) during the system design stage. A user
can interact with computer software, such as an operating system, by using the GUI (graphical user interface),
which is a set of interactive elements including icons and other graphical objects [17]. A user interface consisting
of the dashboard, repair, view, login, and registration modules is available for the JPEGHRepairKit utility. The
computer language C# will be utilized to construct the project. This project's overall purpose will be explained
using a use-case diagram. The project's sequence diagram will specify the functions of each object and their
relative orders.

In the system design phase, white-box testing was not utilized because the focus of this project was primarily
on ensuring that the system meets the specified functional requirements rather than examining the internal
structures or workings of the application. Similarly, during the implementation phase, black-box testing was
chosen over white-box testing as it aligns better with the project’s emphasis on validating output correctness
without delving into the code structure. These choices were made to streamline the testing process and ensure
that the system functionality meets user expectations effectively.

During the project's implementation phase, the actual coding of every system module becomes the main
emphasis. This critical phase entails the painstaking conversion of conceptual concepts into the physical parts that
make up the JPEGHRepairKit tool. At this stage, the classes of the objects and their connections are interpreted in
a methodical manner, considering their inherent structure. The modules are made tangible by using C#
programming language. Furthermore, databases are carefully designed, adding to the application's functional
outline. The basis for a reliable and functional JPEG header restoration solution is laid by this painstaking coding
project.

Finally, the training and review phase will be involved in educating users on how to effectively use the
JPEGHRepairKit and gathering feedback for continuous improvement. The training sessions were conducted to
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ensure that user could navigate the interface and utilize the tool’s features. Periodic reviews were carried out to
check for necessary upgrades and to address any user requests for changes. This phase ensured that the tool
remained user-friendly and efficient. All feedback and review results were documented in the centralized
knowledge for future enhancements.

4. Analysis and Design

The analysis and design phase of the JPEGHRepairKit tool is essential for ensuring that the system meets user
needs and functions effectively. During this phase, the system requirements are identified, and a detailed
architecture is defined to address the problem of repairing corrupted JPEG headers. This section outlines the
methodologies and processes used to create a robust and user-friendly tool for digital forensics and data recovery.

4.1 Introduction

The Software Development Life Cycle (SDLC) improves the process and quality of software development by
providing guidelines for project design, development, and maintenance. This ensures all functional requirements
and project objectives are met. Before starting the implementation phase, these steps are crucial to ensure the
application delivers the desired results. Use-case, sequence, and class diagrams from the Unified Modeling
Language (UML) are used in the analysis. An entity relationship diagram is used to explain the database
architecture, and a flowchart illustrates the application flow during the design stages. The section also describes
the interface design.

4.2 System Requirements Analysis

The JPEGHRepairKit tool's functional and non-functional needs will be discussed in this section. To achieve
the goals and get the desired results, the system requirements must be assessed. The system operation is
described by functional requirements. These may be found in Table 4 for the JPEGHRepairKit utility. Table 5 of
the JPEGHRepairKit utility includes the outlines of the non-functional requirements for the system.

Table 4 Functional Requirements

No. Requirements Description

Insert corrupted JPEG file  The software will allow the user to choose any image to be repaired.

2. Repair corrupted JPEG file The chosen picture file can be fixed by the user. Following the procedure,
the repaired file can be saved by the user.

3.  Viewrepaired JPEG file The file that has been repaired using the header substitution approach will
be visible to the user.
Save repaired JPEG file The repaired image file will be able to be save by the user.
Insert .raw file The software will allow the user to upload a .raw file for processing.

Carve JPEG from .raw file =~ The tool will enable the user to extract or carve JPEG images from the
uploaded .raw file.

7. Save carved images The user will be able to save the extracted JPEG images from the .raw file.

The table outlines the functional requirements of the software, detailing the specific tasks and functionalities
it must perform to meet user needs. Each requirement is accompanied by a brief description clarifying its purpose
and functionality within the software. These requirements range from basic functionalities like inserting and
repairing corrupted JPEG files to more advanced features like carving JPEG images from .raw files and saving the
extracted images. Overall, these requirements serve as a comprehensive guide for the development team to ensure
that the software meets user expectations and delivers the necessary functionalities.

Table 5 outlines the non-functional requirements for the JPEGHRepairKit tool, focusing on essential aspects
that ensure its proper operation and user experience. The ‘Compatibility’ requirement specifies that the tool
should be capable of running on Windows 10 and higher operating systems, ensuring it can be used on modern
computer systems. The ‘Performance’ requirement mandates that all functions of the program should be readily
accessible every time the user turns it on, ensuring reliable and consistent operation. The ‘Usability’ requirement
highlights the need for the application's menus to be easy to navigate, with clear and understandable buttons,
facilitating ease of use even for users with basic computer skills. Finally, the ‘Error Handling’ requirement
emphasizes that the tool should provide basic error messages to inform users of any issues encountered during
the repair process, thereby enhancing user support and troubleshooting capabilities.
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Table 5 Non-Functional Requirements

No. Requirements Description

Compatibility = The tool should run on Windows 10 and higher operating systems.

2. Performance Every time the user turns on the program, all its functions ought to be accessible to
them.
3. Usability The application's menus should be simple for users to navigate, with understandable
buttons.
4, Error The tool should provide basic error messages to inform users of any issues during the
handling repair process.

Table 6 outlines the essential user requirements for the JPEGHRepairKit tool. Firstly, users must have the
ability to upload a file using the tool, ensuring an easy and straightforward file submission process. Secondly, the
tool should allow users to view the uploaded file within the software interface, providing a preview for
verification. Thirdly, users should be able to initiate the repair process for the submitted file with a simple
command. Fourthly, once the repair process is complete, users should be able to view and select from multiple
versions of the repaired file to choose the best result. Finally, the tool must enable users to download the necessary
file from the tool, ensuring they can easily retrieve their repaired images. These requirements ensure
comprehensive and user-friendly experience for individuals seeking to repair corrupted JPEG files.

Table 6 User Requirements

No. Requirements

User should be able to upload a file using the tool.
User should be able to view the file that was uploaded using the software.
User should be able to begin fixing the file that was submitted.

User should be able to view and select from several repaired file.

vt o Wb e

User should be able to download the necessary file from the tool.

4.3 Unified Modelling Language Specification

Software documentation may now be done in a variety of methods with the help of Unified Modelling
Language, or UML [18]. The purpose of the Unified Modelling Language is to serve as a visual modelling language
for system analysis, design, and implementation. UML creates a visual model of the software system using graphic
notation. This project presents two different forms of UML diagrams: sequence diagrams and use-case diagrams.

The use-case diagram serves as an illustration of how the system's items interact with one another in the
sequence diagram. The user and the use-case are the two key components of a use-case diagram. The use-case is
a collection of actions that specifies the interaction between the actor and the system, whilst the user is
represented as the external entity that interacts with the system.

Insert corrupted JPEG file

Repair corrupted JPEG file

Save repaired JPEG file

Insert RAW file

Carve JPEG from RAW file

Save carved images

Fig. 2 Use-Case Diagram for JPEGHRepairKit
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The use case in Fig. 2 illustrates the interactions between a single actor, the User, and the system for
repairing corrupted JPEG files and carving JPEG images from .raw files. The user can perform several tasks:
inserting a corrupted JPEG file into the system, initiating the repair process for the corrupted file, and viewing the
repaired JPEG files. Additionally, the user can insert a .raw file, execute the carving process to extract JPEG images
from this file, and subsequently save the carved images to a specified folder. These interactions encapsulate the
primary functionalities of the system aimed at JPEG file repair and carving operations.

I User | | Insert File I | Repair Form | IUserFllefo!derl

Click 'Add File' : : i
Al r| s

> Select
corrupted
Store file path file

Click 'Repair File' repair process o2

> > Save
repaired
images
Display success .

message ) :
Q"”"""'g""""”:""'”’”"""”""": """"""""""""

Fig. 3 Sequence Diagram for Repair and View

Next, the system's functional requirements are examined using common software development techniques,
such as sequence diagrams [19] (as shown in Fig. 3). The corrupted JPEG file can be selected by the user from their
PC. Once the file has been chosen, the database will save it. The user can choose the corrupted file to be repaired
from the database. The user can save the file to their devices once the file repair is complete.

User | [ InsertFile | [ caveForm | [ User File folder |

m :
Select
Store file path _raw file
N ‘;H

-

Click "Add File'

A~

Click "Carve' Carving process o
Save
carved

images

h 4

A

Display success
-~ message

Fig. 4 Sequence Diagram for File Carving

The system architecture depicted in Fig. 4 illustrates the interaction and components of the JPEG Repair and
Carving tool. The architecture comprises four main entities: the User, Insert File, Carve Form, and User File Folder.
The User initiates the process by interacting with the user interface to select and upload .raw or corrupted JPEG
files through the Insert File and User File Folder. Then the file path will be stored in carve form. The user will then
click ‘Carve’ causing Carve Form to initiate the carving process. Once the carving process is done, the system will
save the carved images into the User File Folder and display a message that the carving process succeed.

Fig. 5 shows the JPEGHRepairKit tool's system architecture. There are two different paths that the user can
go along. The first one will direct the user to go to the repair page. The repair page will prompt the user to choose
corrupted jpeg file to be repaired. Then after the file is repaired, the system will display the successfully repaired
JPEG file. User will then be able to save and quit the system if user wants to, if not, user may go to the next path
which is, going to the carving page. The carving page also will ask users to choose a file, but this time, the file
format should have RAW extension. Then the system will carve JPEG image and save it to the user computer.
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User direck

User directed to

dashboard page User directed

ed to

repair page

to User choose RAW
carving page

Elwp B = ==

User choose

corrupted jpeg file Repair file

- File carved
file

T

Display successfully
repaired JPEG file

v

> L B )7 =[5>

Save file

User quit

Fig. 5 System Architecture for JPEGHRepairKit

4.4 Interface Design

In order to develop a functioning and user-friendly environment, user interface (UI) design is crucial. It
speaks about the way a user may engage visually with an application. The user interface (UI) of an application may
also impact its usability and user experience. Based on each of the processes shown in Fig. 3 and Fig. 4, the
interfaces listed below have been created. Microsoft Visual Studio 2022 will be used to design each interface.

uthm logo

home About User manual

tool logo

JPEGHRepairKit

Repair file
Carve file

Fig. 6 Interface Design for Dashboard JPEGHRepairKit

Based on Fig. 6, the interface design features a navigation bar positioned at the top of the dashboard,
comprising four buttons: "Home," "About," "User Manual," and "Help." Additionally, the navigation bar includes a
"Quit" button for exiting the application and the UTHM logo, providing branding and easy access to essential
features. In the center of the interface, two prominent buttons labeled "Repair File" and "Carve File" are
positioned, allowing users to navigate to other pages for repairing corrupted files and carving JPEG images from
.raw files, respectively. This layout prioritizes user accessibility and functionality, providing clear and intuitive
navigation options while maintaining a cohesive design aesthetic.

uthm logo

home About User manual

File path:

Add file

JPEG repair page

Fig. 7 Interface Design for JPEG repair page
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The JPEG repair interface allows users to choose a corrupted JPEG file from their computer. Once selected,
the interface displays the file path and provides buttons for adding the file and initiating the repair process. This
simple design ensures easy navigation and usability for repairing JPEG files without overwhelming the user with
technical details.

uthm logo home  About  Usermanual Help

File Carving Page

Choose file:

Fig. 8 Interface Design for File Carving Page

The carve module interface in the JPEGHRepairKit facilitates the extraction of data from RAW files. It presents
users with a simple yet intuitive design to guide them through the data recovery process. The interface includes
two primary elements: an 'Add File' button, allowing users to select their desired file through a file dialog, and a
'Carve' button, which initiates the carving process. This design ensures ease of use and straightforward navigation
for users seeking to salvage data from RAW files.

4.5 Interface Design

The interface design phase is crucial for developing a user-friendly and intuitive experience for the
JPEGHRepairKit tool. This phase focuses on creating a visually appealing and functional interface that allows users
to easily navigate and utilize the tool's features for repairing corrupted JPEG headers. In this section, we outline
the design principles, user interface components, and interaction flows that ensure the tool is accessible and
efficient for all users.

@ UTHM Home Abot  User Manual Help @
7 JPEGHRepairKit
Repairing cormupted heodsr
i xeg jes with jpeg

xesn
I Repar File
' Carve File

© JPEGHRepairKit | Developed by Farhana 2024 | UTHM

Fig. 9 View Repaired Interface Design for JPEGHRepairKit

Fig. 9 shows the interface of dashboard that consists of several buttons for navigation. The buttons included
at the top bar are home button, about button, user manual button, help button and quit button. The buttons at the
center are repair file button and carve file which will lead user to the other module in the system.
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Fig. 10 Repair module interface

The interface for JPEG repair page is designed to allow users to select a corrupted JPEG file from user’s
computer files. This interface will display the chosen file path and execute the repair process once the user clicks
assigned button. In Fig 10, the repair module interface contained two functional buttons. The ‘Add File’ button will
open file dialog and the ‘Repair File’ button will execute the repair mechanism embedded in the system.

PUTHM R

File Carving Page

Choose file:

Add e Carve

© JPEGHRepairkit | Developed by Farhana 2024 | UTHM

Fig. 11 File carving module interface

Carve module is one of the vital modules in the JPEGHRepairKit. This module is used to extract and salvage
data from RAW files. The carve module interface will guide users through data recovery. Fig 11, illustrates the
carve module interface that is intuitively to provide user guidance to use the system. The system consists of a few
elements that will facilitate the carving algorithm. The elements are ‘Add File’ button, that will act as a gateway
for user to choose their desire file in file dialog, and ‘Carve’ button that will carry out the carving.

4.6 Functional Testing

The test phase is developed for functional testing. It is to ensure that the module is performing as reported
by the requirement specified in the system analysis and design phases. The test plan consists of a test case,
expected output, and actual output. This is the situation that will be tested which is whether the system
performing just like what is being expected or not. The functions are tested based on the output to ensure that the
system acquires all the needs and functionality. Each module is tested to make sure there are no errors happening
in the system. There are two tests that were carried out, which are application functionality testing and user
acceptance testing.

During functional testing, no existing datasets were utilized because there were no suitable datasets
containing corrupted JPEG headers from FF D8 until FF DB. Consequently, a custom dataset was created
specifically for this project to ensure comprehensive and accurate testing of the JPEGHRepairKit functionalities.
The user acceptance testing involved 7 testers, consisting of both common people, including those with and
without IT backgrounds. This diverse group of users was selected to ensure that the system is user-friendly and
functional across different levels of technical expertise.

Application functionality testing is a critical phase in the software development lifecycle, focusing on verifying
that the application operates according to its specified requirements and delivers the intended functionalities to
the users. This process involves systematically testing each feature of the application to ensure it behaves
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correctly and meets user expectations under various conditions. By conducting comprehensive functionality
testing, developers can identify and rectify defects early, thus enhancing the overall reliability and user experience
of the application.

Table 7 Test case result for Dashboard module

No. Test case Expected results Results
1. Home button functionality The homepage user control is displayed Success
2. About home button functionality The about page user control is displayed Success
3. User manual button functionality The user manual page user control is displayed Success
4. Help button functionality The help page user control is displayed Success
5. Quit button functionality The application closes Success
6. Repair file button functionality The repair module user control is displayed Success
7.  Carve file button functionality The carve module user control is displayed Success
8.  Cancel quit functionality The application remains open, and the dashboard still Success

displayed
9. Navigation persistence The dashboard correctly displays after returning from Success

other modules

10. Display correct content based on Each button click dynamically updates the dashboard to  Success
user input display the appropriate user control

The "Test case result for Dashboard module" table details the outcomes of various tests conducted on the
dashboard module of the JPEGHRepairKit tool. Each test was designed to verify the proper functioning of specific
buttons and navigation elements within the dashboard. The tests confirmed that the navigation buttons (Home,
About, User Manual, Help) correctly display their respective user controls, indicating successful transitions
between different sections of the tool. The 'Quit’ button effectively closed the application, while the 'Cancel Quit'
functionality ensured the application remained open if the user chose not to quit. Additionally, the 'Repair File'
and 'Carve File' buttons successfully navigated to their respective modules. The tests also verified that navigation
persisted correctly, and the dashboard dynamically updated to display appropriate content based on user input.
All tests were successful, confirming the dashboard's reliability and user-friendly interface.

Table 8 Test case result for Repair module

No. Test case Expected results Results
Add File button functionality  File dialog opens, displaying only JPEG files (.jpg, .jpeg). Success
2. Display selected file path Selected file path is displayed in the textbox. Success
Repair File button without Message box prompts: "Please select a file first." Success
file selection
4. Repair corrupted JPEG file System checks file corruption, executes repair, displays Success
success message, saves repaired file.
5. Handle non-corrupted JPEG Message box prompts: "The selected file is not corrupted.” Success
file
6. Verify multiple header System creates up to ten possible repaired files using Success
replacements different headers.
Repaired file existence check  Repaired file is created and exists at specified file path. Success
Invalid file type handling File dialog filters non-JPEG files, error message displayed if Success
selected.

Table 8 summarizes the test case results for the Repair module of the JPEGHRepairKit tool. Each test case
was designed to validate key functionalities, such as the "Add File" button opening a file dialog that displays only
JPEG files and displaying the selected file path in a textbox. It also includes scenarios like handling file repair
without selection, which prompts a message, and the successful repair of corrupted JPEG files. The tests ensure
the system handles non-corrupted JPEG files and multiple header replacements correctly, confirms the existence
of repaired files, and filters out non-JPEG files in the dialog. All tests were successfully passed, indicating the
module's robustness and reliability.
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Table 9 Test case result for Carve module
No. Test case Expected results Results
Add File button functionality File dialog opens, displaying only RAW files (.raw). Success
Display selected file path Selected file path is displayed in the textbox. Success
Carve button without file Message box prompts: "Please select a file first." Success
selection
4. Carve RAW file System executes carving process, displays completion Success
message, and saves carved images to specified folder.
5. Save carved images to System prompts user to select a folder for saving carved Success
specified folder images and saves images there.
6. Handle invalid file type File dialog filters non-RAW files, error message displayed if ~ Success
selected.
Verify carved images existence  Carved images are created and exist in the specified folder. ~ Success
Error handling during carving  Error message displayed if carving process encounters Success
process issues, and no images are saved.
9. Carve button functionality Carve button initiates the carving process and completes Success
without errors.
10. Valid JPEG extraction System accurately identifies and extracts valid JPEG images  Success

from RAW file.

Table 9 outlines the test case results for the Carve module of the JPEGHRepairKit tool. The first test case
verifies that the "Add File" button opens a file dialog displaying only RAW files, ensuring the correct file type is
selected. The second test case confirms that the selected file path is shown in the textbox, providing user
confirmation. Subsequent tests check the system's response when the "Carve" button is clicked without file
selection, ensuring the user is prompted to choose a file first. The fourth and fifth test cases validate the entire
carving process, from executing the carving to saving the carved images in a user-specified folder and displaying
a completion message. Handling invalid file types and verifying the existence of carved images are also tested,
ensuring robustness and correctness in image extraction. Additionally, the table includes tests for error handling
during the carving process, the functionality of the "Carve" button, and the accurate identification and extraction
of valid JPEG images from the RAW file. All test cases passed successfully, demonstrating the reliability and
effectiveness of the Carve module.

The next test carried out was user acceptance testing. These testing plays a pivotal role in software
development, ensuring that the application meets user requirements and functions correctly in real-world
scenarios. Unlike other testing phases, UAT focuses on validating the software's usability, functionality, and
adherence to business objectives from the end user's perspective. It involves stakeholders and end users testing
the software to identify any discrepancies between expected and actual outcomes, aiming to refine the product
and ensure it delivers the intended value before deployment. UAT not only enhances software quality but also
boosts user confidence and satisfaction in the final product.

Could you select a corrupted JPEG file and repair it using the "Add File" and "Repair File" buttons?
7 responses

® Yes
® No

Fig. 12 Questionnaire 1 result

Fig. 12 displays the results from Questionnaire 1, which asked participants if they could successfully select a
corrupted JPEG file and repair it using the "Add File" and "Repair File" buttons. The responses indicate a 100%
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affirmative rate, with all seven participants answering "yes." This suggests that the interface design and
functionality of the repair module, particularly the file selection and repair process, were effective and intuitive,
meeting users' expectations and needs without reported issues or failures.

After repairing the JPEG file, were you able to access and view the repaired file? Did the application

notify you when the repair process was successfully completed?
7 responses

@ Yes
@ No

100%

Fig. 13 Questionnaire 2 result

Fig. 13 presents the results from Questionnaire 2, which asked participants two key questions regarding
their experience with the application. The first question inquired whether users could access and view the
repaired JPEG file after the repair process. The results indicated a 100% affirmative response, indicating that all
participants were able to successfully access and view their repaired files. The second question asked whether the
application notified users when the repair process was completed successfully. Again, the results showed a 100%
positive response, indicating that all participants received notifications upon successful completion of the repair
process. These results underscore the effectiveness and reliability of the application in repairing and notifying
users about the completion of the JPEG file repair process.

Is the interface of the Repair module for selecting files, initiating repairs, and saving the repaired
files intuitive?
7 responses

® Yes
@® No

100%

Fig. 14 Questionnaire 3 result

Fig. 14 displays the results from Questionnaire 3, specifically addressing the Repair module's interface
usability. The question queried whether users found the interface intuitive for tasks such as selecting files,
initiating repairs, and saving the repaired files. The results indicate that all seven respondents answered "yes,"
representing 100% agreement that the interface design effectively supports these functionalities without any
reported issues or reservations.

Were you able to successfully select a .raw file and carve JPEG images using the "Add File" and

"Carve" buttons?
7 responses

@ Yes
@® No

Fig. 15 Questionnaire 4 result
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Fig. 15 presents the results of Questionnaire 4, which asked users if they were able to successfully select a
.raw file and carve JPEG images using the 'Add File' and 'Carve' buttons. All 7 respondents (100%) answered 'Yes,'
indicating that every user could effectively use these features to extract JPEG images from .raw files. This
unanimous positive feedback highlights the tool's intuitive design and reliable functionality, confirming that the
carving module works as intended and enhances the JPEGHRepairKit's overall effectiveness in recovering images
from raw data files.

Did the application allow you to specify a destination folder for saving the carved images, and were

you able to find the carved images in that folder?
7 responses

@ Yes
® No

100%

Fig. 16 Questionnaire 5 result

Fig. 16 presents the results of Questionnaire 5, where participants were asked, "Were you able to successfully
select a .raw file and carve JPEG images using the 'Add File' and 'Carve' buttons?" The data shows that 100% of
respondents answered "yes," indicating that all users were able to successfully navigate the interface, select a.raw
file, and initiate the JPEG carving process without encountering any issues or difficulties.

How would you rate the clarity of the notifications and messages provided during and after the

carving process?
7 responses

@ Excellent
28.6% @ Very good
Good
@ Fair
@ Poor

Fig. 17 Questionnaire 6 result

Fig. 17 displays the results of Questionnaire 6, focusing on user feedback regarding the functionality of
selecting a .raw file and carving JPEG images using the "Add File" and "Carve" buttons. The responses indicate a
positive reception, with 57.1% rating the experience as excellent, 14.3% as good, and 28.6% as very good. These
findings suggest that most users found the process of selecting and carving files straightforward and effective,
reflecting a high level of satisfaction with the carve module's usability and functionality.

5. Conclusion

The JPEGHRepairKit project successfully achieved its primary objectives by developing a tool that utilizes header
substitution methods to repair corrupted JPEG files, allowing users to recover and view damaged images. The
system demonstrated several advantages, including a user-friendly interface and reliable functionality in
repairing JPEG headers and carving images from RAW files. However, the tool's limitations include its inability to
support batch processing and restricted file format support, which currently focuses only on JFIF and EXIF
formats. Future improvements should address these weaknesses by incorporating batch repair capabilities,
expanding file format compatibility, enhancing error detection algorithms, and refining the user interface based
on feedback to ensure seamless user experience and broader applicability.
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