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This resident management system is developed for Lestari Mansions, 
Seri Kembangan to manage the residents efficiently. The existing 
resident management at Lestari Mansions does not provide an access 
control mechanism and paper-based information can be accessed 
easily by all the residents, committee members, and security guards. 
Therefore, this study aimed to develop a system that allows only the 
authorized users to login to the system and perform specific tasks by 
implementing Role-Based Access Control (RBAC). Agile methodology is 
used in the development of this system using the Java programming 
language. The developed resident management system has improved 
the efficiency of the existing management process while ensuring data 
security with modules such as registration, login, manage users, 
manage feedback, manage invoice, and phone book. The system 
protects the confidentiality and integrity of the data by restricting 
system access based on the assigned roles. The functional testing result 
shows the system performs key tasks as intended. The user acceptance 
testing result shows that the resident management system is well-
accepted by the end-users. 
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1. Introduction 

Lestari Mansions is a gated and guarded housing area in Seri Kembangan, Selangor with a total of 154 housing 
units. A gated and guarded community are a guarded housing area which surrounded by fences, has restricted 
access, and is managed by the residents with their own management [1]. The committees of Lestari Mansions are 
currently managing the residents manually as they do not own any computerized system to store the residents’ 
records. The only communication channel which connects the committees with the residents is WhatsApp where 
it is used to make announcements updates, complaints, and payment collections. Payments are collected by the 
security guards and the committee will compile the payment received and record them in a spreadsheet. The 
residents need to contact the committee personally if they want to update their contact information. 

The problem that occurred because of managing the residents manually included time-consuming and 
inefficient payment processing. The committee can face problems to trace back transaction when payment amount 
is collected wrongly, or the handwritten receipts is wrongly issued by the security guards. Besides, the problem 
that is faced is having out-of-date and inaccurate data. Paper-based data systems are said to have the risk of 
introducing errors during data collection and transforming into digital form [2]. Data inconsistency could occur if 
the committee failed to update the data in the guardhouse phone book. In terms of the security issues, as the 
paper-based records are currently being stored in the office room of the club house, the records are susceptible 
to physical damage, theft and loss which can threaten data confidentiality, integrity, and availability. The 
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involvement of security guards in manual payment processing can threaten data security as well since the 
handwritten receipt can be easily altered without consent. 

Therefore, the objectives of this project are to design a resident management system for Lestari Mansions 
with role-based access control using object-oriented approach, to develop resident management system using 
web-based approach, and to test the functionality of the developed system. 

The developed resident management system implemented security techniques such as role-based access 
control and cryptography. Role-based access control is used to restrict system access to authorized users based 
on their roles [3]. While cryptography ensures authentication and integrity through hashing of password [4]. The 
system is designed and developed using Apache NetBeans Integrated Development Environment (IDE) version 
19, which supports development of Java web application. The target users of this system are Lestari Mansions 
residents, committee members and security guards which all having different responsibilities. The main modules 
are registration, login, profile, dashboard, feedback, payment, phonebook, and report. 

At the end of this project, a resident management system for Lestari Mansions with role-based access control 
is expected to be developed which will be able to implement online security fee payment processing. The system 
also should be able to implement automation concept by computerizing the current manual management system 
and be able to protect the confidentiality, integrity, and availability of the resident’s data through role-based 
access control. 

The project is significant in promoting the automation of resident management system in a residential 
community which could be then proposed to be used by residential communities which are operating their 
management of residents manually currently. The project also promotes the awareness of information security 
by implementing security practices in the system which included role-based access control and password hashing. 

The rest of the paper is organized as follows. Section 2 discusses the related work of the resident management 
system. Section 3 describes the methodology used in the development of the system. Section 4 discusses the GUI 
of the system and section 5 concludes the project.  

2. Related Work 

Relevant research and studies are conducted on the theories, techniques and algorithms related to the developed 
system. Comparative studies were conducted on three existing systems that are related to the developed system. 

2.1 Theories, Techniques and Algorithms 

 Role-based access control is the security model where access permissions are based on the roles individuals 
have in an organization. The users are assigned with specific roles that align with their responsibilities in the 
organization. This model is useful in multi-user computing as the access permissions are tied to roles rather than 
individual users, simplifying the access control management [5]. RBAC is implemented with 3 assigned roles 
which are residents, committee members, and security guards. 

User authentication is an important verification process to validate the identity of an active user. Multi-factor 
authentication (MFA) involves using two or more authentication methods to verify the identity of a user [6]. MFA 
is implemented by combining features of knowledge factor with features of possession factor in the developed 
system. 

Secure Hash Algorithms (SHA) is the cryptographic hash function developed by National Institute of 
Standards and Technology (NIST). There are two hash functions in SHA-2 group which are SHA-256 and SHA-512 
algorithms. SHA is chosen as the hashing algorithm to be used in the developed system as SHA is a more suitable 
choice when prioritizing security requirements [7]. 

2.2 Existing Systems 

 Comparative studies were conducted on three existing systems that are related to the  developed system 
which are Resident Easy Decision System (MYREDS) [8], M4U Home Resident System [9], and i-Neighbour 
Resident App [10]. 

MYREDS is a residence management system developed by AR Mechatronics PLT. MYREDS has a web panel for 
admin and mobile applications for residents and guards. It allows residents to submit events, fill reports, and pay 
monthly maintenance fees. Every transaction is securely logged in to the admin web panel and application. 

M4U Home Resident System is the resident management system owned by Manage 4 U Sdn. Bhd. The features 
offered for the admins are receiving resident feedback, generating invoices to residents, managing residents’ unit 
profile, passing live messages to residents, managing users’ details, managing parking lots, and checking for 
facilities booking. While the main features that are offered to residents include booking facilities, making payment, 
submitting feedback, and managing visitors. 

I-Neighbor Resident App is the resident community system developed by TimeTec Group. New users are 
required to activate their account using an activation code that is sent to their registered email. The application 
allows residents to make payments on maintenance fees and book facilities within the community. While the 
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admin can manage e-billing on the portal such as importing invoices and generating collection reports. Table 1 
shows the comparison between the existing systems and the developed system. 

Table 1 System’s Comparison 

Features MYREDS 
(Resident Easy 

Decision 
System) 

M4U Home 
Resident System 

i-Neighbour 
Resident App 

Resident 
Management 

System for 
Lestari Mansions 

Login √   √   √   √   

Logout √   √   √   √   

Role-based access control √   √   √   √   

Forgot password √   √   √   √   

CAPTCHA √   √   X √   

Two-factor authentication X X X √   

Strong password policy X X √   √   

Account lockout policy X X X √   

3. Methodology 

This section explains the use of Agile model in this project and the activities that had been carried out in each 
phase. Agile software development is an iterative and incremental approach which continue to deliver small and 
functional pieces of software. It involves concurrent and collaborative development and testing throughout the 
entire development life cycle [11]. Fig. 1 shows the shows the 5 phases in Agile model which are planning, analysis, 
design, implementation, and testing. 
 

 

Fig. 1 Agile Software Development Cycle (SDLC) 

3.1 Planning Phase 

 The planning phase is the fundamental process of identifying the goal of developing the system and 
determine how to structure the project. The problem faced in the existing system is first identified through 
observation and interview with the resident and committee members of Lestari Mansions residents’ association. 
A solution is then proposed which is to develop a resident management system. After the objective of the project 
is determined, the project scope and significance of project is identified to define the major deliverables of the 
project. 

3.2 Analysis Phase 

 The analysis phase is to understand the existing system, identify improvements and define requirements for 
the new system. Literature review was conducted to gain insights from existing research and security techniques.  

The functional requirements, non-functional requirements, and user requirements are then determined by 
conducting an interview with the resident and committee member of Lestari Mansions residents’ association. The 
software requirements and hardware requirements are also determined to ensure software compatibility during 
system design. Table 2 shows the functional requirements and Table 3 shows the non-functional requirements. 
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Table 2 Functional requirements of the system 

Modules Functionalities 

Registration  The system should allow committee member to register admin accounts using email and 
password. 

 The system should allow committee member to register inactive resident account using 
resident’s email and house number.  

 The system should send resident account activation link to the registered email upon 
successful registration.  

 The system should allow resident to activate their accounts by setting up a password and 
filling up their personal information. 

 The system should allow committee member to register security guard accounts using email 
and password.  

 The system should validate the inputs such as duplicate house number and confirm 
password. 

 The system should display invalid error messages for invalid input. 

 The system should display a message on successful account registration. 

 The system should display a message on successful account activation. 

Login  The system should allow all users to login to the system using email and password. 

 The system should authenticate the users using a One-Time Passcode which will be sent to 
user’s email. 

 The system should allow resident to reset password through a link sent to their email. 

Profile  The system should allow users to view their own personal information. 

 The system should allow users to update their own personal information. 

Dashboard  The system should allow committee member to create new post. 

 The system should allow residents to view the created post. 

Users  The system should allow committee member to view list of users of the system. 

 The system should allow committee member to update information of the users. 

 The system should allow committee member to remove users. 

Feedback  The system should allow residents to submit feedback. 

 The system should allow residents to view feedback status. 

 The system should allow committee member to update feedback status. 

Invoice  The system should allow committee member to issue invoice to the residents. 

 The system should display the unpaid amount on resident’s account.  

 The system should allow residents to make payment for security fees. 

 The system should update the invoice status after receipt is uploaded. 

 The system should allow committee member to verify and update the invoice status. 

Phone book  The system should allow security guard to view the resident’s contact details. 

Report  The system should allow committee member to generate invoice report. 

Table 3 Non-functional requirements of the system 

Characteristics Requirements 

Operational  The system should be able to run on computing devices. 
 The system should be able to work on any Web browser. 

Performance  The response time of system to users should not exceed 2 seconds. 
 The system should be available for use 24 hours a day, 365 days a year. 
 The system should be able to support 160 simultaneous users at all times. 

Security  The system should only accept passwords with more than eight characters including at 
least one uppercase letter, lower case letter, number, and symbol. 
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Table 3 (cont.) 

Characteristics Requirements 

  Passwords in the system database should be hashed. 
 The system should validate the OTP before allowing the user to log in. 
 The system should restrict access of users based on their roles. 

Cultural and 
political 

 The system should support English language. 
 The system should support transactions and display financial information in Malaysian 

ringgit (RM). 

 
Modelling of the gathered requirements is then accomplished using the Unified Modelling Language (UML). 

Three types of UML diagrams are used to illustrate the process and behaviour of Resident Management System 
for Lestari Mansions which are the use case diagrams, sequence diagrams, and activity diagrams. Use case 
diagrams capture the business requirements of the system by illustrating its main functionalities and the different 
users who will interact with it. Fig. 2 shows the use case diagram for committee member. The committee members 
can manage users, manage dashboard announcements, manage payment, and manage feedback after successfully 
log in to the system. 

 

 

Fig. 2 Use case diagram for committee member 

Fig. 3 shows the use case diagram for resident. The resident has to activate their account before able to log in 
to the system. After successful login, residents can manage their profile, view announcement made by committee 
members, upload receipt, and submit feedback. 

 

 

Fig. 3 Use case diagram for resident 



367 Applied Information Technology and Computer Science Vol. 6 No. 1 (2025) p. 362-381 

 

 

Fig. 4 shows the use case diagram for security guards. The security guard can manage their own profile and 
view the resident’s contact details after successfully login to the system. 

 

 

Fig. 4 Use case diagram for security guard 

Sequence diagrams which illustrate the objects that involves in a use case and the messages that pass between 
them over time are shown in Appendix A.1, A.2 and A.3. It shows the dynamic view of the evolving system by 
illustrating the detailed sequence of messages passed between objects to help in understanding real-time 
specifications. Sequence diagrams of the system are created for three actors which are the committee member, 
resident, and security guard. Registration of users have to be done before they can login to the system. The user 
details will be stored in the database and the system will return a registration completion status message. After 
successful login, the committee member can perform function such as managing dashboard, profile, users, 
feedback, invoice, and generate report. The residents are required to activate their account before able to login to 
the system. After successful login, residents can view the post posted on dashboard, manage their own profile, 
submit feedback, and upload receipt for unpaid invoice. While the guard can update their own information and 
view the resident contact information. 

Activity diagrams which illustrate the flow from one activity to another activity in the system are shown in 
Appendix B.1, B.2 and B.3. All users are required to login before accessing the system. If the entered credentials 
are invalid, an error message will be displayed, while if the entered credentials are valid, the committee member 
will be redirect to the committee dashboard, which they can perform various actions including manage dashboard 
post, update profile, manage users, manage payment, manage feedback, and generate report. The resident will be 
redirect to the resident dashboard where they can view the dashboard, update profile, view outstanding amount, 
upload receipt, submit feedback, and check for feedback status. The guard will be redirect to the guard panel 
where they can update profile and view the resident contact. Session will be terminated when user logout of the 
system. 

3.3 Design Phase 

 In design phase, the requirements are transformed into detailed and complete system design specifications 
which help visualize the whole system before proceeding with coding of the system The overall system 
architecture is presented in Fig. 5. The users which included the committee members, residents, and security 
guards can access the system with a web browser. The web server will be receiving request from the users and 
send the response back to users after retrieving it from the database. 
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Fig. 5 Overall system architecture of resident management system 

Access control matrix defines the access permissions between specific subjects and objects in a table. Table 4 
shows the matrix that has specific access permissions defined by the user roles and the actions they can perform. 
The letters that are used to abbreviate the access permissions are ‘C’ for create access, ‘R’ for read access, ‘U’ for 
update access and ‘D’ for delete access. 

Table 4 Access control matrix table 

Role Committee member Resident Guard 

Manage user C, R, U, D - - 

Manage profile R, U R, U R, U 

Manage dashboard C, R, U, D R - 

Manage house C, R, U, D R - 

Manage feedback R, U C, R, D - 

Manage payment C, R, U R, U - 

Manage contact details C, R, U, D R, U, D R 

Generate report C, R - - 
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Fig. 6 shows the class diagram of the Resident Management System for Lestari Mansions. The resident class, 
committee member class, and security guard class are inherited from the user class. Each of the user sub-classes 
are related to other classes which included the dashboard, invoice, payment, feedback, and phone book. Two enum 
classes which define the status are created for invoice and feedback class. 

 

 

Fig. 6 Class diagram 

3.4 Implementation Phase 

 The implementation phase is where the tasks associated with building the system are focused on. The system 
design specifications are converted into codes and testing for each module’s usability are carried out with an 
iterative approach. Bugs are fixed immediately to ensure the smooth functioning of each module. 

3.5 Testing Phase 

 The testing phase takes place after coding of the system is completed. Testing the system before deployment 
is important to ensure the system meets the specified requirements. The system is tested against the aspects of 
system functionality, usability, and security. Two sets of test plan which are the functional test plan and security 
test plan are designed to test if the actual result of each module meets the expected results. User acceptance test 
is also carried out to ensure the user requirements are fulfilled. 
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4. Result and Discussion 

This section discusses the result of the implementation phase of the developed system. 

4.1 Security Features 

 The developed system implemented several security features which aimed to prevent errors, maintain data 
consistency, and enhance overall security of the developed system. Fig. 7 shows the code for CAPTCHA. The users 
are required to complete the reCAPTCHA on the login page. It uses a secret key and the user’s response token to 
check if the reCAPTCHA is successful. 

  

 

Fig. 7 Code for CAPTCHA 

Fig. 8 shows the code for account lockout mechanism. If users attempt to login to the account with wrong 
password 3 times, the user account will be locked temporarily for 15 minutes. 

 

 

Fig. 8 Code for Account Lockout mechanism 

Fig. 9 shows the code for Two-Factor Authentication (2FA) using a 6-digit One-Time Password (OTP). The 
OTP will be sent to user’s email and redirect the users to the 2FA page. 

 

 

Fig. 9 Code for Two-Factor Authentication (2FA) 
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Fig. 10 shows the code for generating salt and hashing password. The system uses SHA-256 hashing algorithm 
to compute a hash of the password with the salt generated and stored it in the database. 

 

 

Fig. 10 Code for Password Hashing 

Fig. 11 shows the code for implementing strong password policy. The password must contains at least 8 
characters, including at least one uppercase letter, one lowercase letter, one number, and one special character. 

 

 

Fig. 11 Code for Strong Password Policy 

Fig. 12 shows the code for authentication filtering. Access to the page is allowed only if the user is 
authenticated. While the user is redirected to the login page if the user is not logged in. 

 

 

Fig. 12 Code for Authentication Filtering 
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Fig. 13 shows the code implementing Role-Based Access Control (RBAC). The filter servlet checks if the user 
has a specific role and allows access to certain pages. Three filter servlets are created for three different roles. The 
system will redirect users to an "Access Denied" page if they attempt to access pages beyond their role 
permissions.  

 

 

Fig. 13 Code for Role-Based Access Control 

Fig. 14. shows the "Access Denied" page when a user with the assigned role of “Resident” attempts to access 
a page which is restricted to users with the assigned role of “Committee member”. By restricting access to pages 
based on roles, the system maintains the confidentiality and integrity of the stored data. 

 

 

Fig. 14 Access Denied Page 

4.2 Functional Module 

 The implementation of the system module within the developed system involved the creation and integration 
of various components to fulfill the specific functionalities and features. Fig. 15 shows the registration page for 
committee. The registration modules are only accessible by the committees. After inserting the details such as first 
name, last name, phone number, email, password, and confirm password, the user accounts will be successfully 
created and be able to login. 

 

 

Fig. 15 Registration page for Committee 

Fig. 16 shows the registration page for residents. The committee can register new residents by inserting the 
resident’s email with house unit and house street. After successfully registration, an email with activation link will 
be sent to the registered email address. The account activation page will require residents to input their first name, 
last name, phone number, password, and confirm password. 
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Fig. 16 Registration page for Resident 

Fig. 17 shows the login page for all users. Users are required to enter their login credentials such as email 
address and password to be able to login to their account. Users are also required to complete the reCAPTCHA. 
Only activated users will be able to login. The users are also required to enter the one-time password (OTP) that 
is sent to the user’s email address before accessing their user account. The system incorporates RBAC to ensure 
that successful logged in users are redirected based on their assigned roles, providing access to relevant pages 
according to their permissions. 

 

 

Fig. 17 Login page 

Fig. 18 shows the change password page. The users are required to enter their old password, new password, 
and confirm new password. The system will first validate their old password before changing it to a new password. 
The system will also check the new password complexity to ensure it follows the strong password policy. 

 

 

Fig. 18 Change Password page 
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Fig. 19 shows the dashboard page for committees. The committee can add new post to the dashboard and also 
edit the content or delete the post. Residents can view the posts added by the committee as announcements in the 
dashboard upon logging in to their accounts. 

 

 

Fig. 19 Committee dashboard 

Fig. 20 shows the manage users page where the list of users is displayed. The committees can navigate through 
different lists categorized by user roles by clicking on the tabs at the top of the page. The committee can add users 
accounts or delete committee and guard accounts. They can also edit the user’s phone number. 

 

 

Fig. 20 Manage Users page 

Fig. 21 shows the manage houses page where the list of occupied houses is displayed. The committee can 
remove houses if they are no longer occupied. If there are no other houses occupied by the users, the users will be 
deactivated and not be able to login to the system. The committee can also add houses for existing residents. 

 

 

Fig. 21 Manage Houses page 
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Fig. 22 shows the manage houses page where the list of occupied houses is displayed. Committees can filter 
the feedback based on the type and status. The details of each feedback can be viewed, and the status can be 
updated with added remarks. 

 

 

Fig. 22 Manage Feedback page 

Fig. 23 shows the manage payment page where new invoices can be issued to residents. Committees can select 
the invoice batch, house, and insert the amount for the invoice. The system will check whether the house has been 
issued an invoice of the selected batch to avoid the creation of duplicate invoice. The committee can view the 
receipt uploaded by the resident and update the status of the invoice. 

 

 

Fig. 23 Issue Invoice 

Fig. 24 shows the downloaded invoice report as Portable Document Format (PDF). The committee can 
download the invoice report according to their batch. 

 

 

Fig. 24 Invoice Report 
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Fig. 25 shows the feedback page for residents. The feedback that the resident submitted will is listed on this 
page. The residents can add new feedback and view the feedback details to see any updates from the committee. 
The feedback can also be revoked by clicking on the bin icon if the feedback status is “NEW”.  

 

 

Fig. 25 Feedback page 

Fig. 26 shows the security fee page. The list of invoices issued by the committee is listed with their details. The 
total unpaid amount is shown in the red box at the top right. The residents can view the details of the invoice and 
can upload a receipt to be reviewed by the committee. Once submitted the receipt, the status of the invoice will be 
changed to “PENDING CONFIRMATION”. 

 

 

Fig. 26 Security Fee page 

Fig. 27 shows the phone book page. This module is only available for the guards where the residents with 
their houses and phone number is shown. The guard can search for the record using the search bar. 

 

 

Fig. 27 Phonebook page 
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4.3 Security Checklist Result 

 Security testing is conducted to ensure that the security procedures are implemented to protect the system 
information. Table 5 shows the security checklist result of the developed system. The developed system managed 
to pass all the checklist. 

Table 5 Security Checklist Result 

No. Check List Actual 
Result 

1 Ensure error message does not directly indicate the incorrect authentication data. Pass 

2 Enforce strong password policy which requires a minimum of eight characters with at 
least one uppercase letter, at least one lowercase letter, at least one number, and at least 
one special character. 

Pass 

3 Password should be masked in the text box. Pass 

4 Ensure users can only perform actions based on their assigned role. Pass 

5 Enforce two-factor authentication in order to add an additional layer of security to 
authentication process. 

Pass 

6 Ensure user is not allowed to login using an expired OTP. Pass 

7 Ensure user is not allowed to reset password using an expired link or used link. Pass 

8 Ensure user account is lock for 15 minutes after 3 failed login attempts. Pass 

9 Password in database is hashed with SHA256 algorithm. Pass 

4.4 User Acceptance Result 

User acceptance testing is conducted by allowing the users to test the developed system. Two committee members 
and three residents are involved in the testing. A google form to rate satisfaction of the functional module is sent 
to the users after testing session. 

Fig. 29 shows the user acceptance testing result. All five (5) users are very satisfied with the function of users 
are able to logout, users are able to view and edit their own personal details, users are able to change password, 
committee members are able to post announcement on dashboard, and security guards are able to view residents 
phone number. While four (4) users are very satisfied and one (1) user is satisfied with the function of committee 
members are able to register users based on the users’ role, users are able to login using correct username and 
password, and committee members are able to generate payment status report. Three (3) users are very satisfied, 
one (1) user is satisfied, and one (1) user is ok with the function of residents are able to upload payment receipt 
using the system and committee members are able to generate payment status report. 
 

 

Fig. 29 User Acceptance Testing Result 
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5. Conclusion 

The development of the Resident Management System for Lestari Mansions with Role-Based Access Control has 
been completed. The implementation of Role-Based Control (RBAC) in the developed system enhances data 
security and operational efficiency. For future implementation, the system can add a notification function to notify 
the residents when new invoices are issued to them and when their submitted feedback has any changes in status. 
The system can also add engagement features to the announcement module such as allowing the residents to react 
to post and write comments under the post. The system should offer alternative options for users to receive OTPs 
and password reset links such as via SMS in case email is not available or accessible to the user.  
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Appendix A: Sequence Diagram 

 

Appendix A.1: Sequence diagram of committee member 

 
Appendix A.2: Sequence diagram of resident 
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Appendix A.3: Sequence diagram of security guard 

Appendix B: Activity Diagram 

 
Appendix B.1: Activity diagram of committee member 
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