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Accepted: 18 June 2025 Seri Kembangan to manage the residents efficiently. The existing
Available online: 30 June 2025 resident management at Lestari Mansions does not provide an access

control mechanism and paper-based information can be accessed

easily by all the residents, committee members, and security guards.

Therefore, this study aimed to develop a system that allows only the

Resident Management System, Role-  authorized users to login to the system and perform specific tasks by

Based Access Control (RBAC), Agile,  implementing Role-Based Access Control (RBAC). Agile methodology is

Data Security used in the development of this system using the Java programming
language. The developed resident management system has improved
the efficiency of the existing management process while ensuring data
security with modules such as registration, login, manage users,
manage feedback, manage invoice, and phone book. The system
protects the confidentiality and integrity of the data by restricting
system access based on the assigned roles. The functional testing result
shows the system performs key tasks as intended. The user acceptance
testing result shows that the resident management system is well-
accepted by the end-users.

Keywords

1. Introduction

Lestari Mansions is a gated and guarded housing area in Seri Kembangan, Selangor with a total of 154 housing
units. A gated and guarded community are a guarded housing area which surrounded by fences, has restricted
access, and is managed by the residents with their own management [1]. The committees of Lestari Mansions are
currently managing the residents manually as they do not own any computerized system to store the residents’
records. The only communication channel which connects the committees with the residents is WhatsApp where
it is used to make announcements updates, complaints, and payment collections. Payments are collected by the
security guards and the committee will compile the payment received and record them in a spreadsheet. The
residents need to contact the committee personally if they want to update their contact information.

The problem that occurred because of managing the residents manually included time-consuming and
inefficient payment processing. The committee can face problems to trace back transaction when payment amount
is collected wrongly, or the handwritten receipts is wrongly issued by the security guards. Besides, the problem
that is faced is having out-of-date and inaccurate data. Paper-based data systems are said to have the risk of
introducing errors during data collection and transforming into digital form [2]. Data inconsistency could occur if
the committee failed to update the data in the guardhouse phone book. In terms of the security issues, as the
paper-based records are currently being stored in the office room of the club house, the records are susceptible
to physical damage, theft and loss which can threaten data confidentiality, integrity, and availability. The
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involvement of security guards in manual payment processing can threaten data security as well since the
handwritten receipt can be easily altered without consent.

Therefore, the objectives of this project are to design a resident management system for Lestari Mansions
with role-based access control using object-oriented approach, to develop resident management system using
web-based approach, and to test the functionality of the developed system.

The developed resident management system implemented security techniques such as role-based access
control and cryptography. Role-based access control is used to restrict system access to authorized users based
on their roles [3]. While cryptography ensures authentication and integrity through hashing of password [4]. The
system is designed and developed using Apache NetBeans Integrated Development Environment (IDE) version
19, which supports development of Java web application. The target users of this system are Lestari Mansions
residents, committee members and security guards which all having different responsibilities. The main modules
are registration, login, profile, dashboard, feedback, payment, phonebook, and report.

At the end of this project, a resident management system for Lestari Mansions with role-based access control
is expected to be developed which will be able to implement online security fee payment processing. The system
also should be able to implement automation concept by computerizing the current manual management system
and be able to protect the confidentiality, integrity, and availability of the resident’s data through role-based
access control.

The project is significant in promoting the automation of resident management system in a residential
community which could be then proposed to be used by residential communities which are operating their
management of residents manually currently. The project also promotes the awareness of information security
by implementing security practices in the system which included role-based access control and password hashing.

The rest of the paper is organized as follows. Section 2 discusses the related work of the resident management
system. Section 3 describes the methodology used in the development of the system. Section 4 discusses the GUI
of the system and section 5 concludes the project.

2. Related Work

Relevant research and studies are conducted on the theories, techniques and algorithms related to the developed
system. Comparative studies were conducted on three existing systems that are related to the developed system.

2.1 Theories, Techniques and Algorithms

Role-based access control is the security model where access permissions are based on the roles individuals
have in an organization. The users are assigned with specific roles that align with their responsibilities in the
organization. This model is useful in multi-user computing as the access permissions are tied to roles rather than
individual users, simplifying the access control management [5]. RBAC is implemented with 3 assigned roles
which are residents, committee members, and security guards.

User authentication is an important verification process to validate the identity of an active user. Multi-factor
authentication (MFA) involves using two or more authentication methods to verify the identity of a user [6]. MFA
is implemented by combining features of knowledge factor with features of possession factor in the developed
system.

Secure Hash Algorithms (SHA) is the cryptographic hash function developed by National Institute of
Standards and Technology (NIST). There are two hash functions in SHA-2 group which are SHA-256 and SHA-512
algorithms. SHA is chosen as the hashing algorithm to be used in the developed system as SHA is a more suitable
choice when prioritizing security requirements [7].

2.2 Existing Systems

Comparative studies were conducted on three existing systems that are related to the developed system
which are Resident Easy Decision System (MYREDS) [8], M4U Home Resident System [9], and i-Neighbour
Resident App [10].

MYREDS is a residence management system developed by AR Mechatronics PLT. MYREDS has a web panel for
admin and mobile applications for residents and guards. It allows residents to submit events, fill reports, and pay
monthly maintenance fees. Every transaction is securely logged in to the admin web panel and application.

M4U Home Resident System is the resident management system owned by Manage 4 U Sdn. Bhd. The features
offered for the admins are receiving resident feedback, generating invoices to residents, managing residents’ unit
profile, passing live messages to residents, managing users’ details, managing parking lots, and checking for
facilities booking. While the main features that are offered to residents include booking facilities, making payment,
submitting feedback, and managing visitors.

[-Neighbor Resident App is the resident community system developed by TimeTec Group. New users are
required to activate their account using an activation code that is sent to their registered email. The application
allows residents to make payments on maintenance fees and book facilities within the community. While the
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admin can manage e-billing on the portal such as importing invoices and generating collection reports. Table 1
shows the comparison between the existing systems and the developed system.

Table 1 System’s Comparison

Features MYREDS M4U Home i-Neighbour Resident
(Resident Easy = Resident System Resident App Management
Decision System for
System) Lestari Mansions
Login N N v v
Logout V v v v
Role-based access control v v v v
Forgot password V v v v
CAPTCHA v v X v
Two-factor authentication X X X v
Strong password policy X X v v
Account lockout policy X X X Vv

3. Methodology

This section explains the use of Agile model in this project and the activities that had been carried out in each
phase. Agile software development is an iterative and incremental approach which continue to deliver small and
functional pieces of software. It involves concurrent and collaborative development and testing throughout the
entire developmentlife cycle [11]. Fig. 1 shows the shows the 5 phases in Agile model which are planning, analysis,
design, implementation, and testing.

Testing Planning
1/ N \‘\.
f 3L
| Y
Implementation Analysis
;‘:\\\ > /:'/;-
\\\"' . { ,”/
~ Design

Fig. 1 Agile Software Development Cycle (SDLC)

3.1 Planning Phase

The planning phase is the fundamental process of identifying the goal of developing the system and
determine how to structure the project. The problem faced in the existing system is first identified through
observation and interview with the resident and committee members of Lestari Mansions residents’ association.
A solution is then proposed which is to develop a resident management system. After the objective of the project
is determined, the project scope and significance of project is identified to define the major deliverables of the
project.

3.2 Analysis Phase

The analysis phase is to understand the existing system, identify improvements and define requirements for

the new system. Literature review was conducted to gain insights from existing research and security techniques.

The functional requirements, non-functional requirements, and user requirements are then determined by

conducting an interview with the resident and committee member of Lestari Mansions residents’ association. The

software requirements and hardware requirements are also determined to ensure software compatibility during
system design. Table 2 shows the functional requirements and Table 3 shows the non-functional requirements.
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Table 2 Functional requirements of the system

Modules Functionalities

Registration

The system should allow committee member to register admin accounts using email and
password.

e The system should allow committee member to register inactive resident account using
resident’s email and house number.

e The system should send resident account activation link to the registered email upon
successful registration.

e The system should allow resident to activate their accounts by setting up a password and
filling up their personal information.

e The system should allow committee member to register security guard accounts using email
and password.

e The system should validate the inputs such as duplicate house number and confirm
password.

e The system should display invalid error messages for invalid input.
e The system should display a message on successful account registration.
e The system should display a message on successful account activation.
Login e The system should allow all users to login to the system using email and password.

e The system should authenticate the users using a One-Time Passcode which will be sent to
user’s email.

e The system should allow resident to reset password through a link sent to their email.
Profile e The system should allow users to view their own personal information.

e The system should allow users to update their own personal information.
Dashboard e The system should allow committee member to create new post.

e The system should allow residents to view the created post.
Users e The system should allow committee member to view list of users of the system.

e The system should allow committee member to update information of the users.

e The system should allow committee member to remove users.
Feedback e The system should allow residents to submit feedback.

e The system should allow residents to view feedback status.

e The system should allow committee member to update feedback status.
Invoice e The system should allow committee member to issue invoice to the residents.

e The system should display the unpaid amount on resident’s account.

e The system should allow residents to make payment for security fees.

e The system should update the invoice status after receipt is uploaded.

e The system should allow committee member to verify and update the invoice status.
Phone book e The system should allow security guard to view the resident’s contact details.

Report e The system should allow committee member to generate invoice report.

Table 3 Non-functional requirements of the system

Characteristics Requirements
Operational e The system should be able to run on computing devices.
e The system should be able to work on any Web browser.
Performance e The response time of system to users should not exceed 2 seconds.
e The system should be available for use 24 hours a day, 365 days a year.
e The system should be able to support 160 simultaneous users at all times.
Security e The system should only accept passwords with more than eight characters including at

least one uppercase letter, lower case letter, number, and symbol.
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Table 3 (cont.)

Characteristics

Requirements

Cultural and
political

e Passwords in the system database should be hashed.
e The system should validate the OTP before allowing the user to log in.
e The system should restrict access of users based on their roles.

e The system should support English language.
e The system should support transactions and display financial information in Malaysian
ringgit (RM).

Modelling of the gathered requirements is then accomplished using the Unified Modelling Language (UML).
Three types of UML diagrams are used to illustrate the process and behaviour of Resident Management System
for Lestari Mansions which are the use case diagrams, sequence diagrams, and activity diagrams. Use case
diagrams capture the business requirements of the system by illustrating its main functionalities and the different
users who will interact with it. Fig. 2 shows the use case diagram for committee member. The committee members
can manage users, manage dashboard announcements, manage payment, and manage feedback after successfully
log in to the system.
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Fig. 2 Use case diagram for committee member

Fig. 3 shows the use case diagram for resident. The resident has to activate their account before able to log in
to the system. After successful login, residents can manage their profile, view announcement made by committee
members, upload receipt, and submit feedback.

invoice

View invoice

View outstanding

View feedback status

<<Includes>>

Activate account
" <<Includes>>

Upload receipt

View profile

<<gxtends>> _.

status

Manage profile

__<<extends>>
Update details

<<extends>>

Submit feedback Resident

Change password
View announcement

Fig. 3 Use case diagram for resident
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Fig. 4 shows the use case diagram for security guards. The security guard can manage their own profile and
view the resident’s contact details after successfully login to the system.

<<extends>> View profile

Manage profile

<<extends>> - )
Update details

Security Guard

iew resident contact
details

Fig. 4 Use case diagram for security guard

Sequence diagrams which illustrate the objects that involves in a use case and the messages that pass between
them over time are shown in Appendix A.1, A.2 and A.3. It shows the dynamic view of the evolving system by
illustrating the detailed sequence of messages passed between objects to help in understanding real-time
specifications. Sequence diagrams of the system are created for three actors which are the committee member,
resident, and security guard. Registration of users have to be done before they can login to the system. The user
details will be stored in the database and the system will return a registration completion status message. After
successful login, the committee member can perform function such as managing dashboard, profile, users,
feedback, invoice, and generate report. The residents are required to activate their account before able to login to
the system. After successful login, residents can view the post posted on dashboard, manage their own profile,
submit feedback, and upload receipt for unpaid invoice. While the guard can update their own information and
view the resident contact information.

Activity diagrams which illustrate the flow from one activity to another activity in the system are shown in
Appendix B.1, B.2 and B.3. All users are required to login before accessing the system. If the entered credentials
are invalid, an error message will be displayed, while if the entered credentials are valid, the committee member
will be redirect to the committee dashboard, which they can perform various actions including manage dashboard
post, update profile, manage users, manage payment, manage feedback, and generate report. The resident will be
redirect to the resident dashboard where they can view the dashboard, update profile, view outstanding amount,
upload receipt, submit feedback, and check for feedback status. The guard will be redirect to the guard panel
where they can update profile and view the resident contact. Session will be terminated when user logout of the
system.

3.3 Design Phase

In design phase, the requirements are transformed into detailed and complete system design specifications
which help visualize the whole system before proceeding with coding of the system The overall system
architecture is presented in Fig. 5. The users which included the committee members, residents, and security
guards can access the system with a web browser. The web server will be receiving request from the users and
send the response back to users after retrieving it from the database.
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Fig. 5 Overall system architecture of resident management system

Access control matrix defines the access permissions between specific subjects and objects in a table. Table 4
shows the matrix that has specific access permissions defined by the user roles and the actions they can perform.
The letters that are used to abbreviate the access permissions are ‘C’ for create access, ‘R’ for read access, ‘U’ for
update access and ‘D’ for delete access.

Table 4 Access control matrix table

Role Committee member Resident Guard
Manage user C,R UD - -

Manage profile R, U R, U R, U

Manage dashboard C,RUD R -

Manage house C,R UD R -

Manage feedback R, U C,R,D -

Manage payment C,RU R, U -

Manage contact details C,R UD R, U,D R

Generate report C,R - -
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Fig. 6 shows the class diagram of the Resident Management System for Lestari Mansions. The resident class,
committee member class, and security guard class are inherited from the user class. Each of the user sub-classes
are related to other classes which included the dashboard, invoice, payment, feedback, and phone book. Two enum
classes which define the status are created for invoice and feedback class.

USER
+ user|D: int
+ fname: string PHONE BOOK
+ Iname: string ; ; + houseUnit: int
+ phoneNo: string update + phoneNo: string
FEEDBACK + userEmail: string + displayPhoneNo()
0=
+ feedbacklID: int + userPassword: string
+ user|D: int + rolelD: int 1.
+ feedbackType: string +login()
+ submitDate: timestamp ) + updateProfile)
submit
+ feedbackStatus: fbstatus view
A
+ submitFeedback()
+ deleteFeedback()
+ updateStatus() register register
1 1 1.4 1 1 1.* 1.7
h RESIDENT COMMITTEE MEMBER SECURITY GUARD
as
1 + houseUnit : int + position : string
tion> : stri .
<<en;g?z;i;on > + street : string + register() + viewContact()
Not reviewed + activateAce() 1 1 1.
In progress 1 1
DASHBOARD
Closed 1 update manage 0.*
issue ~—| + postiD: int
. | + postContent: string
make view 0..
+ postDate: timestamp
+ insertPost()
0. ! + deletePost()
PAYMENT INVOICE
+ paymentlD: int + invoicelD: int
+ invoicelD: int 1 update 1 | + invoiceBatch: datetime
+ paymentDate: timestamp + amount: int
+ uploadRecelpt() + issuedDate: timestamp
+ invoiceStatus: instatus

+ issuelnvoice()

+ updateStatus()

Fig. 6 Class diagram

3.4 Implementation Phase

The implementation phase is where the tasks associated with building the system are focused on. The system
design specifications are converted into codes and testing for each module’s usability are carried out with an
iterative approach. Bugs are fixed immediately to ensure the smooth functioning of each module.

3.5 Testing Phase

The testing phase takes place after coding of the system is completed. Testing the system before deployment
is important to ensure the system meets the specified requirements. The system is tested against the aspects of
system functionality, usability, and security. Two sets of test plan which are the functional test plan and security
test plan are designed to test if the actual result of each module meets the expected results. User acceptance test
is also carried out to ensure the user requirements are fulfilled.
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This section discusses the result of the implementation phase of the developed system.

4.1 Security Features

The developed system implemented several security features which aimed to prevent errors, maintain data
consistency, and enhance overall security of the developed system. Fig. 7 shows the code for CAPTCHA. The users
are required to complete the reCAPTCHA on the login page. It uses a secret key and the user’s response token to

check if the reCAPTCHA is successful.

private boolean verifyRecaptcha (String recaptchaResponse) throws IOException {
String secret "ELI1R0OPARAARICEOdDQR gxcOriltmwbvWElg30";
String url "https:/ ogle.com/recaptcha/api/siteverify";

String params = "secret=" + URLEncoder.encode secret, "UTF-8") +
"sresponse=" + URLEncoder.encode(s: recaptchaResponss, enc: "UTF-8") ;

HttpURLConnection conn = (HttpURLConnection) new URL(=ps=c: url) .openConnection() ;
conn.setDoOutput (doontput: true);
conn. setRequestMethod (x -"POST") ;
conn.setRequestProperty (x=y: "Content-Type", wvalus: "application/zx-—www-form-urlencoded");
try (OutputStream os = conn.getOutputsStream()) {

os.write (b: params.getBytes()):

os.flush () ;

(BufferedReader br = new BufferedReader (new InputStreamReader (in:
StringBuilder responseBuilder = new StringBuilder():

try conn.getInputStream()))) {

String line;

while ((line = br.readLine()) != null} {

responseBuilder.append(str: lins) ;
H

String response

responseBuilder.toString() ;

return response.contains(s: "\"success\": true");

Fig. 7 Code for CAPTCHA

Fig. 8 shows the code for account lockout mechanism. If users attempt to login to the account with wrong

password 3 times, the user account will be locked temporarily for 15 minutes.

public void incrementFailedAttempts (String userfmail) {
try (Connection con = dbConnect.createConnection()) {
string sqgl = "UPDATE credentials SET failed attempt = failed attempt + 1 WHERE userID = (SELECT userID FROM users WHERE userEmail = 2)";
try (PreparedStatement ps = con.prepareStatement (string:sgl)) {
ps.setString(:: 1, = userEmail) ;
ps.executeUpdate () ;
1
sql = "SELECT failed attempt FROM credentials WHERE userID = (SELECT userID FROM users WHERE userEmail = 2)";
try (PreparedStatement ps = con.prepareStatement (scring:sql)) {
ps.setString(:: 1, = userEmail) ;
try (ResultSet rs = ps.executeQuery()) {
if (rs.nmext()) (
int failedAttempts = rs.getInt(string:"failed attempt™);

if (failedAttempts >= MAX FATLED ATTEMPTS) {
lockAccount (userEmail) ;
}

Fig. 8 Code for Account Lockout mechanism

Fig. 9 shows the code for Two-Factor Authentication (2FA) using a 6-digit One-Time Password (OTP). The

OTP will be sent to user’s email and redirect the users to the 2FA page.

public String generateVerificationCode () {

byte[] randomBytes = new byte[10]:
new SecureRandom() .nextBytes (bytes: randomBytes)
String verificationCode = Base€4.getUrlEncoder() .withoutPadding() .encodeToString (s:c: randomBytes) ;

dex: O, dIndex:

10);
}

String generateOtp() {

StringBuilder otp = new StringBuilder():
9)) i
for (int i = 1; i < OTP_LENGTH; i++) {
random.nextInt (bound: 10));

otp.append (1l + random.nextInt (-

otp.append (i:
}
return otp.toString();

Fig. 9 Code for Two-Factor Authentication (2FA)
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Fig. 10 shows the code for generating salt and hashing password. The system uses SHA-256 hashing algorithm
to compute a hash of the password with the salt generated and stored it in the database.

private String generateSalt() {
byte[] salt = new byte[lE];
random.nextBytes (byt=s: salt);
return Basetd.getEncoder() .encodeToString (s:c:salt) s

private String hashPassword(String password, String salt) {

try {
MessageDigest md = MessageDigest.getInstance (z1c m: "SHA-256") ;
md.update (i : Basetcd.getDecoder () .decode (sxc: salt) ) ;
byte[] hashedBytes = md.digest (inpur: password.getBytes()) s
return bytesToHex (byt=s: hashedBytes) ;

} catch (NoSuchAlgorithmException e) {
e.printstackTrace () ;

return null;

Fig. 10 Code for Password Hashing

Fig. 11 shows the code for implementing strong password policy. The password must contains at least 8
characters, including at least one uppercase letter, one lowercase letter, one number, and one special character.

function wvalidatePassword() {

var password = document.getElementById("password") .value;
var confirmedPassword = document.getElementById("confirmed_password").value;
if (password !== confirmedPassword) {

alert ("Password and confirmed password do not match. Please check and try again.");
return false;
}
var complexityRegex = /*(2=.%*[a-z]) (?=.*[A-Z]) (?=.*\d) (2=.*[@5!%*?&]|) [A-Za-=z\dB5!%*2&] {8, }5/;
if (!complexityRegex.test (password)) {
alert ("Password must be at least 8 characters long and include at least cone uppercase \n\
letter, one lowercase letter, one number, and one special character.");
return false;
}

return true;

Fig. 11 Code for Strong Password Policy

Fig. 12 shows the code for authentication filtering. Access to the page is allowed only if the user is
authenticated. While the user is redirected to the login page if the user is not logged in.

public vold doFlilteri(ServlietRequest wst, ServlietResponse oy, FilterChain 11T

throws IOException, ServletException {

HrtpServletRegquest httpRequest = (HttpServletRegquest) request;

HrtpServletResponse httpResponse = (HttpServletResponse) I o

HrcpSegssion gession = htopRequest.getSession i falsa):
String loginURI = httpReguest.getContextPath() + "/Login®;
boolean loggedIn = session 1= null && session.getAttribute | "ugerID”) 1= null;
boolean loginBeguest = httpRequest.getRequestURI () .equals | loginURT) »
if {loggedIn || leginReguest)
n.deFilter( request, eaponEe) ;

} alsa |

httpResponse . sandRedirect ( leginURT) ;

Fig. 12 Code for Authentication Filtering
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Fig. 13 shows the code implementing Role-Based Access Control (RBAC). The filter servlet checks if the user
has a specific role and allows access to certain pages. Three filter servlets are created for three different roles. The
system will redirect users to an "Access Denied" page if they attempt to access pages beyond their role
permissions.

if (loggedIn) {

Integer roleID = (Integer) session.getAttribute (string:"roleID");
if (roleID != null && roleID == 1} {
chain.doFilter (sr: regquest, s=rl:response);
} else {
httpResponse.sendRedirect (string: "/accessDenied. jsp™) ;
}
} else {

httpResponse. sendRedirect (httpRequest.getContextPath() + "/Login");
}

Fig. 13 Code for Role-Based Access Control

Fig. 14. shows the "Access Denied" page when a user with the assigned role of “Resident” attempts to access
a page which is restricted to users with the assigned role of “Committee member”. By restricting access to pages
based on roles, the system maintains the confidentiality and integrity of the stored data.

You are not allowed to access this page

Fig. 14 Access Denied Page

4.2 Functional Module

The implementation of the system module within the developed system involved the creation and integration
of various components to fulfill the specific functionalities and features. Fig. 15 shows the registration page for
committee. The registration modules are only accessible by the committees. After inserting the details such as first
name, last name, phone number, email, password, and confirm password, the user accounts will be successfully
created and be able to login.

%
% A
m LESTARI MANSIONS RESIDENT MANAGEMENT SYSTEM

Register new LM committee

First Name:
Last Name:
Phone Number:
Email:
Passwaord

Confirm Password:

Fig. 15 Registration page for Committee

Fig. 16 shows the registration page for residents. The committee can register new residents by inserting the
resident’s email with house unit and house street. After successfully registration, an email with activation link will
be sent to the registered email address. The account activation page will require residents to input their first name,
last name, phone number, password, and confirm password.
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)
.>

LESTARI MANSIONS RESIDENT MANAGEMENT SYSTEM

Register new LM resident
Email:

House Unit
1

House Street:
Jalan LP &2

Fig. 16 Registration page for Resident

Fig. 17 shows the login page for all users. Users are required to enter their login credentials such as email
address and password to be able to login to their account. Users are also required to complete the reCAPTCHA.
Only activated users will be able to login. The users are also required to enter the one-time password (OTP) that
is sent to the user’s email address before accessing their user account. The system incorporates RBAC to ensure
that successful logged in users are redirected based on their assigned roles, providing access to relevant pages
according to their permissions.

m LESTARI MANSIONS RESIDENT MANAGEMENT SYSTEM

bestir Mandons

Login

Email

Password

Fig. 17 Login page

Fig. 18 shows the change password page. The users are required to enter their old password, new password,
and confirm new password. The system will first validate their old password before changing it to a new password.
The system will also check the new password complexity to ensure it follows the strong password policy.

LESTARI MANSIONS RESIDENT MANAGEMENT SYSTEM

Change Password

0ld Password:
New Password:

Confirm New Password:

Fig. 18 Change Password page
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Fig. 19 shows the dashboard page for committees. The committee can add new post to the dashboard and also
edit the content or delete the post. Residents can view the posts added by the committee as announcements in the
dashboard upon logging in to their accounts.

@ Dashboard

& Manage Users

# Manage Houses
9 Manage Feedback

€8 Manage Payment

®

LESTARI MANSIONS RESIDENT MANAGEMENT SYSTEM

v . 4 '
_\ N7
: FREE
BBQ
R

aturday, August 27

Activities:  nan: e G Satember

s

Fig. 19 Committee dashboard

Fig. 20 shows the manage users page where the list of users is displayed. The committees can navigate through
different lists categorized by user roles by clicking on the tabs at the top of the page. The committee can add users

accounts or delete committee and guard accounts. They can also edit the user’s phone number.

Hi, Committee Hui Yee
© Dashboard
& Manage Users
# Manage Houses
G Manage Feedback

@ Manage Payment

C 4

LESTARI MANSIONS RESIDENT MANAGEMENT SYSTEM

Committee Resident
Add committee

Committee List

Hul Yee Chin

omws226712

Woong Jeon on21015197

Fig. 20 Manage Users page

Fig. 21 shows the manage houses page where the list of occupied houses is displayed. The committee can
remove houses if they are no longer occupied. If there are no other houses occupied by the users, the users will be
deactivated and not be able to login to the system. The committee can also add houses for existing residents.

e Mardins

&+

Hi, Committee Hui Yee

O Dashboard

£ Manage Users

# Manage Houses
< Manage Feadback

G Manage Payment

[C 2

LESTARI MANSIONS RESIDENT MANAGEMENT SYSTEM

Add House (Exsting resident)

House List

w0 "

Jalan LP &1 &0 Vaung Hyun Kang
» E alan P&z s oo in Park
2 1 Jalan LP&/2 5 Vo iinark
52 o Jalar LP /2 60
10 w Jalan LP /2 s

Y 15 Jalan LP 6/6 80

T ” Jalan LP 6/6 60
a 4 Jalan LP6/7 65 Dong Hyun Kim

b1 i Jalan LP£/2 4] Bavid Lee

Fig. 21 Manage Houses page
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Fig. 22 shows the manage houses page where the list of occupied houses is displayed. Committees can filter
the feedback based on the type and status. The details of each feedback can be viewed, and the status can be
updated with added remarks.

LESTARI MANSIONS RESIDENT MANAGEMENT SYSTEM

Feedback List
Hi, Committee Hui Yee
2 0 Young Hyun Kang  08-06-2024 complaint There has beena . PLANNED Vi
) 60 YoUNgHyun Kang  DE-06-2024 Faulty equipment 1 am writingtabri_ 1N REVIEW vaw
O Dashboard
24 65 Dong Hyun Kim 08-05-2024 suggestion Ithas come to my.. NEW .
£ Manage Users 2 [ Diong Hyun Kim 08-06-2024 Faulty equipment  The raad along Jal 1N REVIEW View

# Manage Houses
 Manage Feedback

@ Manage Payment

C4

Fig. 22 Manage Feedback page

Fig. 23 shows the manage payment page where new invoices can be issued to residents. Committees can select
the invoice batch, house, and insert the amount for the invoice. The system will check whether the house has been
issued an invoice of the selected batch to avoid the creation of duplicate invoice. The committee can view the
receipt uploaded by the resident and update the status of the invoice.

Issue invoice
Batch (Month & Year): avzust, 2024 &

Select House:

Amount 80

JalanLP &/m
JalanLP &2
Jalan LPE/2
Jalan LR /2
JalanLP ez
JalanLP &6
Jalan LP 66
JalanLP E/9

Previous | Page 10f1 | Next

NENNHNNEI

Fig. 23 Issue Invoice

Fig. 24 shows the downloaded invoice report as Portable Document Format (PDF). The committee can

download the invoice report according to their batch.

Invoice
No.

Invoice List
Batch House ID House

August 2024 26 1, Jalan LP 6/2

August 2024 28 15, Jalan LP 6/6
August 2024 29 17, Jalan LP 6/9
August 2024 30 17, Jalan LP 6/2
August 2024 32 10, Jalan LP 6/2
August 2024 33 19, Jalan LP 6/12
August 2024 38 17, Jalan LP 6/6
August 2024 40 17, Jalan LP 6/11

Amount

RM80.00
RM80.00
RM80.00
RM80.00
RM80.00
RM80.00
RM80.00
RM80.00

Status

NOT PAID
NOT PAID
NOT PAID
NOT PAID
NOT PAID
NOT PAID
NOT PAID
NOT PAID

Fig. 24 Invoice Report
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Fig. 25 shows the feedback page for residents. The feedback that the resident submitted will is listed on this
page. The residents can add new feedback and view the feedback details to see any updates from the committee.
The feedback can also be revoked by clicking on the bin icon if the feedback status is “NEW”.

LESTARI MANSIONS RESIDENT MANAGEMENT SYSTEM

New feedback

Feedback List

Hi, Resident Dong Hyun
T L T =T == I
View

@ Dashboard 24 D8-06-2024 Suggestion It has come ta my attent . NEW =

view

< Feedback
E D8-08-2024 Faulty equipment The road along JalanL® . 1M REVIEW

@ Security Fee

=

Fig. 25 Feedback page

Fig. 26 shows the security fee page. The list of invoices issued by the committee is listed with their details. The
total unpaid amount is shown in the red box at the top right. The residents can view the details of the invoice and
can upload a receipt to be reviewed by the committee. Once submitted the receipt, the status of the invoice will be
changed to “PENDING CONFIRMATION".

LESTARI MANSIONS RESIDENT MANAGEMENT SYSTEM

a Please make payment to:
Hi, Resident Young Hyun
33350038888 (Hong Leong Bank)
PERSATUAN PENDUDUK LESTARI MANSIONS
 Dashboard
) Feedback Invoice List

e T T N = R ™
»

July 2024 ] 15, Jalan LP /6 RMB0.00 PENDING CONFIRMATION view
a2 June 2024 2 15, salan LP /% RM60.00 paID View

4 August 2024 = 15, alan LP /5 RMBO0D NOTPAID view

C4

Fig. 26 Security Fee page

Fig. 27 shows the phone book page. This module is only available for the guards where the residents with
their houses and phone number is shown. The guard can search for the record using the search bar.

LESTARI MANSIONS RESIDENT MANAGEMENT SYSTEM

Resident Contact
‘ (o
i, ard i N S = =
1 Jalan LP /2 Woa Jin Park o1g2zeTN2
w Jalan LP 6/3 David Lee 0120128201
1w Jalan LP &/2 Woa Jin Park 01822612
19 Jalan LP 612 Woa Jin Park o18z2eTe
" Jalan LP &/ Yaung Hyun Kang 0166666666
9 Jalan LP 6/2 Dong Hyun Kim 012091198
=
Fig. 27 Phonebook page
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4.3 Security Checklist Result

Security testing is conducted to ensure that the security procedures are implemented to protect the system
information. Table 5 shows the security checklist result of the developed system. The developed system managed
to pass all the checklist.

Table 5 Security Checklist Result

No. Check List Actual
Result
Ensure error message does not directly indicate the incorrect authentication data. Pass

2 Enforce strong password policy which requires a minimum of eight characters with at Pass
least one uppercase letter, at least one lowercase letter, at least one number, and at least
one special character.

3 Password should be masked in the text box. Pass
Ensure users can only perform actions based on their assigned role. Pass
Enforce two-factor authentication in order to add an additional layer of security to Pass
authentication process.

6 Ensure user is not allowed to login using an expired OTP. Pass

7 Ensure user is not allowed to reset password using an expired link or used link. Pass

8 Ensure user account is lock for 15 minutes after 3 failed login attempts. Pass

9 Password in database is hashed with SHA256 algorithm. Pass

4.4 User Acceptance Result

User acceptance testing is conducted by allowing the users to test the developed system. Two committee members
and three residents are involved in the testing. A google form to rate satisfaction of the functional module is sent
to the users after testing session.

Fig. 29 shows the user acceptance testing result. All five (5) users are very satisfied with the function of users
are able to logout, users are able to view and edit their own personal details, users are able to change password,
committee members are able to post announcement on dashboard, and security guards are able to view residents
phone number. While four (4) users are very satisfied and one (1) user is satisfied with the function of committee
members are able to register users based on the users’ role, users are able to login using correct username and
password, and committee members are able to generate payment status report. Three (3) users are very satisfied,
one (1) user is satisfied, and one (1) user is ok with the function of residents are able to upload payment receipt
using the system and committee members are able to generate payment status report.

User Acceptance Testing Result

O B, N W B~ U O
|
|
|
|
|
|

& Q& & o e o o e e o
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© Y % RN @ > o © © o
e <O O & o & >
& N @ ) e % 2 ¢ & ?
& e? 0 N > & & & < ¥
'3 < & & 2 2 >

& > @ 2 . S & <& R

& ) 2 \ N\ S\ X X %

N < > 0 > o & N N

& & © & X X & & D
o@ N) £ & £ 0@ & &
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B Very dissatisfied ™ Dissatisfied Ok Satisfied M Very satisfied

Fig. 29 User Acceptance Testing Result
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5. Conclusion

The development of the Resident Management System for Lestari Mansions with Role-Based Access Control has
been completed. The implementation of Role-Based Control (RBAC) in the developed system enhances data
security and operational efficiency. For future implementation, the system can add a notification function to notify
the residents when new invoices are issued to them and when their submitted feedback has any changes in status.
The system can also add engagement features to the announcement module such as allowing the residents to react
to post and write comments under the post. The system should offer alternative options for users to receive OTPs
and password reset links such as via SMS in case email is not available or accessible to the user.
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Appendix A: Sequence Diagram
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Committee
member

| | Dashboard ‘ ‘ Profile H Users ‘ | Feedback ‘ ‘ Payment ‘ ‘ Report ‘

% ‘ Register ‘ ‘ Login

Enter user details : : : : :
Store in H H H
Register completion database i : : H ;
,,,,,,,, status | : : : |
Enter email and password 3 E E E :
Verify j H H H :
Login status user i H | |
e R ‘ 5 e 5 ‘
Update personal information : : :
Store in : H '
e Updated information database ! ' 1
Manage users N : : :
> Store in
Updated users database ! H :
[€rmmemmrmmmo o m et : H :
Update feedback status o ' ‘
al Store in ; ‘
Updated status database :
SRt ettt ettt ettt H !
Insert invoice details and update payment status - |
» Store in |
Outstanding invoice and updated status database
Generate report o
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ot LS
Appendix A.1: Sequence diagram of committee member
Resident
f Activate account Login Dashboard Profile Feedback Payment
] Enter details | : : : : : :
g Store in : : : ; :
database | H H ' H
Activation status : : : : :
Enter email and password : : : :
g Verify . . : .
Login status user . 1 i :
€= H H i H
L H H i H
[  View post : ; :
Retrieve ! ' !
Display post data H ! !
Update personal information | ' H
> Store in : :
< Updated information database | .
Submit feedback :
> Store in [
> Feedback submission status database !
Feedback status Retrieve :
g e data '
View outstanding invoice N
' Retrieve
< Qutstanding amount data
Upload receipt N
Store in
< Payment status 'database

Appendix A.2: Sequence diagram of resident
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Security guard

¥

Login Profile

}-------1

Enter email and password
Ll

j\/erify
Login status user
,<_ ........................

Update personal information

Updated information

View resident contact

' Store in
database

Phone book

Display contact

» Retrieve

data

<_ ___________________________________________________

Appendix A.3: Sequence diagram of security guard

Appendix B: Activity Diagram

H
Authentication,
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reate dashboart elete dashboar
post post

( Delete user ) (Issue invoice) (Update sla!us) (View feedback) Gpdatset:uzdba

)

(Register user )
h 4

Edit user

Appendix B.1: Activity diagram of committee member
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H
Valid

Resident panel

h 4 Y

C/\ewci)e:)ssqboartD (Updateprcﬁ\e) ( Payment ) ( Feedback )
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Appendix B.2: Activity diagram of resident

Invalid

View resident
contact

Update profile

Logout

Appendix B.3: Activity diagram of security guard
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