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Inventory management system for Heng Huat Motor & Electrical 
Trading is a system designed to modernize and enhance its inventory 
control process. Since the current manual system lacks of inadequate 
security measures for safeguarding inventory data, it potentially leads 
to data loss and unauthorized access. To secure the system, role-based 
access control and two-factor authentication are implemented to 
restrict unauthorized access. Strong passwords and time-based one-
time passwords add an extra layer of security. Each user has different 
access based on their role within the company to safeguard the 
sensitive information. With limited access control, the data are easily 
susceptible to potential breaches of confidentiality. An agile model is 
used to develop the system since it is flexible and adaptable. This web-
based system is mainly written in PHP programming language and all 
data are stored in MySQL. This system simplifies inventory 
management by providing a comprehensive view of the product 
inventory and timely stock alerts. The product restocking and checkout 
process is enhanced by the use of barcode scanning to ensure accuracy 
in inventory level calculations. Barcodes are generated for each product 
and barcode scanners are used to simplify the data entry process. The 
system integrates with Google Authenticator app for two-factor 
authentication. During the first login, users need to scan a QR code to 
establish a connection between the Google Authenticator app and their 
user account so that users can input a one-time password provided by 
Google Authenticator app during each login. In short, this inventory 
management system with two-factor authentication helps Heng Huat to 
manage its inventory effectively. 
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1. Introduction 

Effective inventory management involves efficiently monitoring stock levels and analyzing sales data. An in-store 
inventory management system eliminates the need for manual recording of every sale and new stock by 
automatically recording these transactions in the system [1]. Heng Huat Motor & Electrical Trading currently 
relies on a traditional manual inventory management method. With the current system, the inventory records 
mainly depend on memory. Any products that run low are manually recorded in a logbook for the purpose of 
restocking. Besides, all invoice statements received from suppliers are collected and stored by the owner in a 
separate file for record-keeping purposes. However, it is challenging for owners to organize the inventory 
efficiently in the existing system without a proper record-keeping system. Thus, a risk of forgetting certain 
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products and thus potentially leading to inventory obsolescence. The forgotten products may become less 
valuable after a long time as technology advances. At the same time, it also increases the storage costs. The current 
manual system also raises a significant risk of potential data loss since it is susceptible to human errors. An 
unintentional error may result in inaccurate data. Besides, the inadequate security measures for safeguarding 
inventory data makes inventory data vulnerable to unauthorized access. This may raise concerns about data 
breach. 

The objective of this project is to design, develop and test a web-based inventory management system with 
Time-Based One-Time Password (TOTP) authentication for Heng Huat Motor & Electrical Trading. The system 
will be implemented with security elements including role-based access control, password hashing and two factor 
authentication for secure inventory management. In short, the proposed inventory management system provides 
Heng Huat an efficient control over its inventory and streamlines the inventory management process. 

2. Literature Review 

The literature review is presented by discussing various subjects relevant to the project including inventory 
management system, two-factor authentication, time-based one-time password, Google Authenticator and role-
based access control. Three similar existing systems will be compared with the proposed system. 

2.1 Inventory Management System 

Inventory refers to the stock of goods or resources used in a business [2]. An inventory management system 
is a structured way to control an organization’s stock of goods. Inventory modelling plays an important role in 
inventory management systems to derive an operating doctrine. The methodology for modelling inventory 
situations involves three simple steps [3]. Firstly, analyze the inventory situation carefully, documenting 
characteristics and underlying assumptions. Then, create the equation for the total annual relevant cost and lastly 
optimize the cost equation to determine the optimal order quantity and reorder point. It provides real-time 
tracking of inventory levels to support accurate demand forecasting. By monitoring the movement of all stocks in 
an organized manner, sales and remaining stock reports can be generated quickly and accurately. It enhances 
decision-making by providing insights into product movement. The automated system also decreases manual 
errors and streamlines the inventory management process. 

2.2 Two-Factor Authentication 

Two-Factor Authentication (2FA) is a security method that requires two different ways of identification to 
gain access to something [4]. 2FA adds an extra layer of security to the traditional SFA by using two different types 
of credentials. If one factor of the identification is compromised, the second factor can act as a backup to prevent 
unauthorized access of attackers. The second factor of authentication can be simply divided into three categories 
which are “something you know”, “something you have” and “something you are” [5]. “Something you are” 
typically refers to password, PIN or security question which is usually used in SFA as the basic authentication 
method. The example of “Something you have” can be a one-time password sent to phone, hardware token or 
smart card. “Something you are” is considered as the most secure category since it involves biometric traits such 
as fingerprints, facial features, voices and retinas. This category provides extra safety since each person’s physical 
characteristics are unique. In the proposed system, TOTP with Google Authenticator app is chosen for the second 
factor in 2FA. It provides a good balance between security and user convenience as users do not need specialized 
hardware or complex setup. However, users still risk to lose their accounts if their devices with authenticator are 
lost. 

2.3 Time-Based One-Time Password 

Time-Based One-Time Password (TOTP) is a time-based algorithm that employs the counter as a moving 
factor which was proposed by OATH members in 2008 and was formally accepted in 2011 [6]. The TOTP algorithm 
is a variation of the HMAC-based One-time Password (HOTP) algorithm that is computed using the common 
function but works based on time [7]. HOTP is an algorithm for generating OTP using the hash-based message 
authentication code. It relies on hash functions that convert message from an arbitrarily length into a sequence of 
bits with specific length. Since they are one-way functions, the hash value is calculated from the input and the 
reverse operation is prohibited. 

Before creating a TOTP, both the client and the certifier need to synchronize their clocks by ensuring they 
have access to the current UNIX time [7]. They share a key or have information to create a key during the initial 
set up process. The shared key and the current time are used in TOTP algorithm to generate a unique TOTP code. 
Since the code is created based on the current time and the shared secret key, it becomes unique and can only be 
used once. These characteristics makes it more secure compared to traditional static passwords. TOTP codes are 
generated dynamically and remain valid only for a specific period. After this period, a new code will be generated 
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immediately, and the cycle will be repeated. The delay issue in OTP delivery is solved by generating TOTP codes 
on the client side. Authenticator app is used as the medium to deliver codes to users. TOTP creates a unique code 
which is synchronized between user’s device and the system based on the current time. The TOTP mechanism 
working with authenticator app can efficiently verify that the user is associated with the phone. The continually 
changing security code which only works for a short time makes it challenging for attackers to sneak in and thus 
efficiently enhances resistance against unauthorized access.  

2.4 Google Authenticator 

Google Authenticator is a free mobile application specially used to provide security protection to users’ 
accounts against attacks [8]. It is an authenticator app which is developed by Google to generate TOTP using a 
specific algorithm. It is primarily designed for Google accounts and services but also available for other platforms 
that support TOTP authentication. It operates offline for generating codes without requiring an internet 
connection. This increases reliability especially when having limited connectivity. However, users potentially lose 
access to the accounts linked to the app if without a proper backup. It is widely compatible with platforms and 
services that support TOTP for two-factor authentication. In short, Google authenticator focuses primarily on 
TOTP-based authentication. 

2.5 Role-Based Access Control 

Role-Based Access Control (RBAC) is a robust access control policy that regulates user permissions within 
an organization based on different roles. RBAC policy decides what actions can be taken by users in an 
organization by assigning specific functions associated with their roles [9]. This enables users to successfully 
access the data needed for their job duties while minimizing the risk of unauthorized access to sensitive 
information or engaging in unlawful operations [10]. In RBAC, different roles are defined, and each role represents 
a special set of responsibilities and functions. RBAC system will only allow access if the user’s role has the required 
permissions for the requested action. Otherwise, access will be denied. RBAC provides a scalable approach to 
access control by allowing the modification of roles and the access rights as an organization evolves. It efficiently 
enhances security by ensuring that users only have the permission necessary for their roles so that any 
unauthorized access to sensitive information can be prevented. 

2.6 Study Of Existing System 

In this section, three similar existing systems will be discussed respectively. The chosen existing inventory 
systems are Zoho Inventory, Odoo Inventory and Quickbooks Inventory. 

2.6.1 Zoho 

Zoho Inventory is a cloud-based solution which is designed to streamline the inventory management for 
different sizes of business. It is developed by Zoho Corperation [11]. The platform provides an efficient oversight 
of the stock, orders and supply chain processes as shown in Fig. 1. The data is encrypted using the 256-bit 
Advanced Encryption Standard (AES). Zoho’s security framework is built based on OWASP standards. It 
distributes and maintains cloud space for organizations to ensure logical separation of each organization’s service 
data and thus prevent any unauthorized access. The implementation of single sign-on (SSO) in Zoho streamlines 
the login process, provides robust access control and reduces the risk of password fatigue. Multi-factor 
authentication (MFA) is also offered during login sessions to restrict unauthorized access. 
 

 
Fig. 1 The dashboard interface of Zoho Inventory 
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2.6.2 Odoo 

Odoo is an open-source business management software tool that integrates and centralizes the structure and 
details of work [12]. It includes CRM, e-commerce, accounting, billing, manufacturing, warehouse, project 
management and inventory management. The data is stored in dedicated databases to ensure complete isolation 
between organizations. All login credentials are always transmitted securely via HTTPS. Strong password policies 
are also implemented in Odoo. State-of-the-art 256-bit SSL encryption is used to secure all communications to 
client instances. SSH encryption is used to secure all internal data communications between servers. Odoo 
encrypts all customer data including data in production and backups by using AES-128 or AES-256 encryption. 
This comprehensive approach makes Odoo with top security standards listed by the OWASP. Fig. 2 shows the 
dashboard interface of Odoo Inventory. 

 

 

Fig. 2 The dashboard interface of Odoo Inventory 

2.6.3 Quickbooks 

QuickBooks is an accounting software package that extends its functionality to include inventory 
management services [13]. It is developed and marketed by Intuit. QuickBooks offers password-protected logins, 
firewall-protected servers and 128-bit SSL encryption to increase the security of data. Automatic back-ups are 
automatically done in QuickBooks so that data can be accessed from any computer which is connected to the 
internet if any unexpected accidents happen. QuickBooks relies on redundant servers and a self-correcting error 
detection program to ensure the service can remain unaffected if any server is unavailable. Fig. 3 shows the 
product and services interface of QuickBooks Inventory. 

 

 
Fig. 3 The products and services interface of QuickBooks Inventory 
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2.6.4 Comparison Between Existing System With Proposed System 

Table 1 Comparison between Existing System and Proposed System 

Features Zoho Odoo QuickBooks Proposed 
System 

2FA (TOTP with Google 
Authenticator app) 

Yes Yes No Yes  

Strong Password Yes Yes Yes Yes 

RBAC No Yes No Yes 

Data encryption Yes Yes Yes Yes 

Single Sign-On Yes Yes Yes Yes 

Register and Login Yes Yes Yes Yes 

Product Management Yes Yes Yes Yes 

Auto Reordering Yes No Yes No 

Sales Reporting Yes Yes Yes Yes 

Product Checkout Yes Yes Yes Yes 

Barcode Item Tracking Yes Yes Yes Yes 

Stock Alert Reminder Yes Yes Yes Yes 

 
The systems have similar essential features and characteristics which are crucial for an inventory 

management system as shown in Table 1. The proposed system combines the security characteristics of the 
existing systems discussed including two-factor authentication and RBAC policy to enhance security and access 
control. However, the proposed system does not offer the auto reorder functionality which presents in discussed 
existing systems. All the discussed existing systems and the proposed system implement a registration and login 
system to ensure privacy and access control exclusively for internal workers. In the proposed system, 2FA will be 
implemented with strong password as first authentication factor and TOTP with Google Authenticator as second 
authentication factor. 

3. Methodology 

Agile development model is an iterative and incremental development approach which allows flexible 
adjustments to requirements based on customer needs [14]. It emphasizes the orderly delivery of specific system 
components rather than the complete system. Agile is chosen as the methodology in this project to adapt to 
changing business requirements including variations in demand and the introduction of new products. Agile 
effectively responds to these changes with regular iterations. It also encourages ongoing collaboration between 
development teams and the customer throughout the development cycle for effective feedback gathering. There 
are six phases included in Agile as shown in Fig. 4 which are plan, design, develop, test, deploy, review and launch. 
Table 2 shows the system development workflow. 

 

 

Fig. 4 Agile Development Model 
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Table 2 System Development Workflow 

Phase Task Output 

Plan  

 

 

 

 

 

 

 

 

 Propose title of system 

 Determine problem statement, objective and scope 

 Interview with stakeholders 

 Identify users and system requirements 

 Construct work plan with Gantt chart 

 Review similar inventory management systems 

 Study relevant components to the system 

 List out software and hardware requirements 

 Proposal 

 User and system requirements 

 Gantt chart 

 Literature review 

 Hardware and software 
requirements 

Design  Design interface of system by producing wireframes 
for inventory management system 

 Construct flowchart, entity relationship diagram 

 Interface design 

 Backend design 

 Database design 

 Wireframe 

 Flowchart of system 

 Entity Relationship diagram 

Develop  Implement backend code using PHP programming 
language 

 Implement frontend code using HTML and CSS 

 Detect errors  

 Complete developed system 

Test  Interface testing 

o Ensure that users can navigate through different 
sections of the system seamlessly. 

o Check the system's compatibility with various 
browsers and devices. 

o Ensure that system interfaces adapt to different 
screen sizes. 

 Functional testing 

o Ensure all functions run smoothly. 

o Check the interactions between modules. 

o Ensure the system meets end-users’ 
requirements through User Acceptance Testing. 

 Security testing 

o Configuration and deployment management 
testing 

o Identity management testing 

o Authentication testing 

o Authorization testing 

o Session management testing 

o Input validation testing 

o Testing for error handling 

o Testing for weak cryptography 

o Business logic testing 

o Client-side testing 

 Testing results 

 Final tested system with 
functionality test, security test 
and User Acceptance Test. 

Deploy  Deliver the system to customers 

 Installed the system in customers’ devices 

 Successful system release 

Review  Update the system regularly  Users’ feedback 



349 Applied Information Technology and Computer Science Vol. 6 No. 1 (2025) p. 343-361 

 

 

 Add new features based on customers’ requirements  New feature requirements 

4. System Analysis and Design 

This section explains the system analysis and design of the proposed system. It covers requirement analysis, 
flowchart and sequence diagram.  

4.1 System Requirements Analysis 

Functional requirements are used to define the intended behavior of the proposed inventory management 
system including the services, tasks or functions that should be performed by the system [15]. It outlines the 
functions of each module in the system as a comprehensive guide in the development process. Table 3 shows the 
functional requirements of the proposed system. 

Table 3 Functional requirements of the proposed system 

Module Functionality User 

Login 

 

 

 

 

 

 

 

 The system should authenticate username and password for first 
layer authentication. 

 The system should validate user inputs to ensure they are in 
required format. 

 The system should prompt users to correct the input if invalid 
input is detected. 

 The system should authenticate TOTP for second layer 
authentication if username and password are valid. 

 The system should redirect users to the respective account after 
successful login. 

 Administrator 

 Manager 

 Stork clerk 

 Cashier 

User 
management 

 The system should provide administrators with the ability to 
deactivate or create user accounts.  

 The system should provide administrators with the ability to 
assign roles for all users. 

 The system should allow users to modify account details. 

 Administrator 

 Manager 

Product 
management 

 The system should allow users to add or delete products. 

 The system should allow users to modify the product details 
including product name, original price, supplier and quantity. 

 The system should allow administrators and managers to modify 
the product selling price. 

 The system should provide product search and filtering. 

 Administrator 

 Manager 

 Stork clerk 

Checkout  The system should locate specific products through responding 
to barcode. 

 The system should accurately calculate the price of selected 
products. 

 The system should automatically delete the sold product from 
the inventory. 

 The system should save each transaction details as record. 

 Administrator 

 Manager 

 Cashier 

Reminder  The system should send reminders to users if product quantity 
falls below the stock alert threshold. 

 Administrator 

 Manager 

 Stork Clerk 

Sales report  The system should provide sales reports based on the 
transaction record. 

 Administrator 

 Manager 

 
Non-functional requirements are important to define the constraints that affect the overall behavior of the 

system. It ensures that the system can perform effectively while meeting the functional requirements. The non-
functional requirements of the proposed inventory management system are discussed from four categories which 
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are operational, performance, security and usability. Table 4 shows the non-functional requirements of the 
proposed system. 

Table 4 Non-functional requirements of the proposed system 

Module Functionality 

Login 
 
 
 
 

 The system should authenticate username and password for first layer authentication. 
 The system should validate user inputs to ensure they are in required format. 
 The system should prompt user to correct the input if invalid input is detected. 
 The system should authenticate TOTP for second layer authentication if username and 

password are valid. 
 The system should redirect users to the respective account after successful login. 

User 
management 

 The system should provide administrators with the ability to deactivate or create user 
accounts.  

 The system should provide administrators with the ability to assign roles for all users. 
 The system should allow users to modify account details. 

Product 
management 

 The system should allow users to add or delete products. 
 The system should allow users to modify the product details including product name, 

original price, supplier and quantity. 
 The system should allow administrators and managers to modify the product selling 

price. 
 The system should provide product search and filtering. 

Checkout  The system should locate specific products through responding barcode. 
 The system should accurately calculate the price of selected products. 
 The system should automatically delete the sold product from the inventory. 
 The system should save each transaction details as record. 

Reminder  The system should send reminders to users if product quantity falls below the stock alert 
threshold. 

Sales report  The system should provide sales reports based on the transaction record. 
 The system should provide inventory report. 

4.2 Sequence Diagram 

Sequence diagram is used to visualize the interactions and flow of messages between different objects within 
a system. Fig. 5 shows the sequence diagrams for administrator. Google authenticator is used to scan the QR code 
generated by system to get the shared secret key. The key is used for the TOTP generation. Once successful login 
system with correct username, password and valid TOTP, administrator is able to assign role, manage user, 
manage product, set stock alert reminder, check out and generate report. All accounts are created by the 
administrator. 
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Fig. 5 Sequence diagram for administrator 

Fig. 6 shows the sequence diagrams for manager. Manager has similar actions with administrator excluding 
create, edit and deactivate user account as well as assign role. Fig. 7 shows the sequence diagrams for stock clerk. 
Stock clerk can manage product and view stock alert reminder. Fig. 8 shows the sequence diagrams for cashier. 
After successfully login, cashier can view product and checkout product 

 

 

Fig. 6 Sequence diagram for manager 
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Fig. 7 Sequence diagram for stock clerk 

. 

 

Fig. 8 Sequence diagram for cashier 

4.3 System Flowchart 

The system flowchart provides a clear representation to the flow of control and the order of operations in a 
system. It helps to understand the overall workflow of the system from beginning to end. Fig. 9 shows the 
flowchart of the proposed system. Once login to the system successfully, users are redirected to different panels 
based on their roles. Each role has different access privileges and can perform different actions. There are four 
characters in the diagram which are administrator, manager, stock clerk and cashier. 
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Fig. 9 flowchart of the proposed system 

4.4 System Architecture 

The system architecture is produced to organize and manage the structure and behavior of the proposed 
system as shown in Fig. 10. It provides a clear understanding of the system’s structure. The system generates a 
secret key as QR code and shares it with Google authenticator. Users can scan the QR code provided by the system 
using Google authenticator to connect them. Google authenticator will generate TOTP to user for login. User with 
valid username, password and TOTP can login to the system successfully. The system able to manage inventory 
data, send stock alert reminder and generate sales report based on the inventory data. All gathered data within 
the system will be stored in a database. 
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Fig. 10 System architecture of the proposed system 

5. Implementation 

This section explains the implementation of security modules of the proposed system.  

5.1 Implementation of Security Module 

In this section, the security modules implemented in the inventory management system for Heng Huat Motor 
& Electrical Trading are explained. There are four security modules implemented in the developed system which 
are multi-factor authentication, forgot password, input validation and role-based access control.  

5.1.1 Implementation of Two-Factor Authentication (2FA) 

In this inventory system, TOTP is implemented as part of 2FA during the login process. TOTP generates a 
unique temporary code to add an extra layer of security on top of traditional username and password verification. 
The Google2FA library is used to implement TOTP with Google authenticator. When a new user is created, a TOTP 
secret key is generated using the Google2FA library as shown in Fig. 11 and saved in the database.  
 

 

Fig. 11 A secret key for TOTP is generated 

After verifying the username and password, a QR code is generated with the secret key as shown in Fig. 12 for 
first-time login users to scan with the Google Authenticator app on their phones and link the app to the inventory 
system. Once scanning the QR code, a connection is established between the Google Authenticator app and the 
system.  
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Fig. 12 QR code generation with secret key (a) code; (b) interface 

Fig. 13 shows the process of validating the TOTP code. For subsequent login, the system retrieves the user’s 
secret key from the database. It is used along with the current time to generate a TOTP code using the Google2FA 
library. This generated code is compared to the code entered by the user from the Google Authenticator app. If the 
TOTP code matches and is within the valid time period, the verification is successful. Once users successfully enter 
the TOTP code during their first login, their TOTP connection status is set to true in the database. So that users 
only need to enter the TOTP code from the Google Authenticator app on future logins after passing the username 
and password verification and the QR code will not be shown again. 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 

 

Fig. 13 TOTP validation (a) code; (b) interface of Google Authenticator app 

5.1.2 Implementation of Forgot Password 

The "Forgot Password" feature allows users to securely reset their passwords if they forget them. This 
feature uses the PHPMailer library in PHP to send reset password emails with Gmail as the email service provider. 
When users click the “forget password” link on the login form, they are directed to the interface shown in Fig. 14. 

 
 
 
 
 
 
 
 
 

 
 

(a) (b) 

  
(a) (b) 
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Users are requested to enter their username and registered email address. The system checks the credentials 
against the database for a match.  

 

 

Fig. 14 Forgot password interface 

Fig. 15 shows that a unique 16-byte cryptographic random token is generated and encoded to hexadecimal. 
The token is only given one hour expiry time from the current time. Both the token and token expiry are stored in 
the database.  

 

 

Fig. 15 Unique token is generated and stored 

An email containing the password reset link which includes the token as a parameter is sent from 
henghuat35@gmail.com to the user’s email address as shown in Fig. 16. Fig. 17 shows the code for generating and 
sending the reset link.  

 

 
Fig. 16 The reset link is sent to the user’s email address  

 

Fig. 17 Code for generating and sending the reset link 

mailto:henghuat35@gmail.com
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When the user clicks on the reset password link, the token in the URL is validated to ensure the request is 
from the legitimate account owner and the token expiry is checked against the database as shown in Fig. 18. This 
process reduces the risk of malicious use of the password reset link. If the token is valid, the user is directed to 
reset password page to reset their password. The consistent minimum requirements must be achieved as when 
creating a password. Once the new password is validated, it is hashed and updated in the database. The user is 
then requested to login again with the new password. 

 

 

Fig. 18 Validate the token 

5.1.3 Implementation of Input Validation 

Input validation is crucial in web-based systems to ensure data integrity and prevent security vulnerabilities. 
It verifies that user inputs are correctly formatted and within expected parameters to reduce the risk of attacks 
such as SQL injection and cross-site scripting (XSS). All input fields are marked as 'required' in HTML to prevent 
empty submissions. Fig. 19 shows the PHP code of the input validation for username. The system ensures 
username only contain letters, numbers and underscores with no spaces and it checks for existing usernames in 
the database to prevent duplicates. Similar input validation is implemented for product names by limiting them 
to contain only letters, numbers, and spaces. 

 
Fig. 19 Input validation for username 
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The system also checks the format of the password to ensure a strong password is used. Passwords length 
must be in between 10 to 20 characters and include at least one number, one lowercase letter, one uppercase 
letter and one special character. The system only allows letters and spaces in first and last names. Phone numbers 
are restricted to 10 or 11 digits and quantity contains only positive numbers. The system checks the email format 
to ensure only Gmail addresses are allowed by ensuring that the format ends with "@gmail.com". Product details 
can include letters, numbers, common symbols and spaces. Prices are restricted to numeric values. It is formatted 
to two decimal places and prefixed with "RM". Input validation is consistent across creating and editing users and 
products as well as for resetting and creating passwords. 

5.1.4 Implementation of Role-Based Access Control (RBAC) 

Role-Based Access Control (RBAC) assigns permissions to users based on their roles within Heng Huat. It 
ensures that users have access only to the resources necessary for their duties. In the database, the roles are saved 
in the roles table with roleId as a foreign key in the users table to assign roles to each user. The role_privileges 
table stores the actions each role can perform in JSON format for different pages using roledId as a foreign key. 
The data with no privileges is hidden for that role. The system has four roles which are admin, manager, stock 
clerk and cashier. 

Fig. 20 shows the JSON code stored in privileges column in role_privileges table for admin in user 
management and product management. Admins have full access to user management and product management. 
For user management, they are allowed to view and edit user details such as username, first name, last name, 
gender, phone number and email. They also can create and deactivate the user accounts and assign roles. For 
product management, admins can view and edit product details such as product image, product name, product 
details, category, original price, selling price, quantity and supplier. They also can create and delete products. 
Similar privileges are assigned to managers excluding the ability in user management to create, edit and deactivate 
user accounts as well as assign roles to other users. Stock clerks have similar access in product management but 
no access to user management. 

 

 

 

 

 

 

 

 

 

 

Fig. 20 JSON code for admin in (a) user management; (b) product management 

Fig. 21 shows the JSON code stored in privileges column in role_privileges table for admin in checkout and 
report. Admins have full access to checkout and report. For checkout, they are allowed to view product details 
such as product image, product name, category, selling price, quantity and barcode. Admin also can add products 
to the checkout list and confirm the transactions. In this checkout module, managers and cashiers have similar 
while stock clerks have no access. For report, admins can view the sales reports with filter by date. Managers have 
similar access while stock clerks and cashiers have no access. 

 

 

 

 

 

 

 

Fig. 21 JSON code for admin in (a) checkout; (b) report 
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6. Result and Discussion 

This section presents the results of security test plan and user acceptance testing for each role. 

6.1 Security Test Plan Result 

The result of the security test plan is presented in Table 5 which indicates that the developed system has 
successfully passed the tests and performed as expected outcome. 

Table 5 Security test plan for the proposed system 

No. Checklist Result 

1 The error message does not directly show which authentication data is incorrect such as 
“incorrect username” if user fails to login. 

Pass 

2 Enforce strong password policy for the password of user for login. The password should 
contain a minimum of 10 characters which consist of uppercase, lowercase, number and 
special character. 

Pass 

3 Verify that the password entered by user does not include SQL injection attack symbols such 
as '=' or '+'. 

Pass 

4 Ensure the password input length is restricted to a maximum of 20 characters. Pass 

5 Successful login is only allowed after passing both the username and password 
authentication and TOTP authentication. 

Pass 

6 Restrict user access privilege based on role. Pass 

7 Ensure password is obscured in the textbox. Pass 

6.2 User Acceptance Testing Result 

User Acceptance Testing (UAT) was conducted by employees of Heng Huat Motor & Electrical Trading. The results 
of the tests for administrator, manager, stock clerk and cashier are presented in Table 6, Table 7, Table 8 and Table 
9 respectively. The results show that the proposed system has successfully met the requirements of employees. 

Table 6 User Acceptance Testing result for administrator 

No. Question Test Result 

(Dissatisfied1- 5 Very 
Satisfied) 

1 2 3 4 5 

1 Administrator can connect Google Authenticator app with the user 
account. 

     

2 Administrator can login account with valid username, password and TOTP.      

3 Administrator can create new user account.      

4 Administrator can assign role for all users.      

5 Administrator can view user account details.      

6 Administrator can edit user account details.      

7 Administrator can delete user account.      

8 Administrator can add product.      

9 Administrator can view product added.      

10 Administrator can edit product details.      

11 Administrator can delete product.      

12 Administrator can set stock alert threshold.      

13 Administrator can checkout product.      

14 Administrator can generate report.      
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Table 7 User Acceptance Testing form for manager 

No. Question Test Result 

(Dissatisfied1- 5 Very Satisfied) 

1 2 3 4 5 

1 Manager can connect Google Authenticator app with the user 
account. 

     

2 Manager can login account with valid username, password and 
TOTP. 

     

3 Manager can view user account details.      

4 Manager can add product.      

5 Manager can view product.      

6 Manager can edit product details.      

7 Manager can delete product.      

8 Manager can set stock alert threshold.      

9 Manager can checkout product.      

10 Manager can generate report.      

Table 8 User Acceptance Testing form for stock clerk 

No. Question Test Result 

(Dissatisfied1- 5 Very Satisfied) 

1 2 3 4 5 

1 Stock clerk can connect Google Authenticator app with the 
user account. 

     

2 Stock clerk can login account with valid username, 
password and TOTP. 

     

3 Stock clerk can add product.      

4 Stock clerk can view product added.      

5 Stock clerk can edit product details.      

6 Stock clerk can delete product.      

7 Stock clerk can receive stock alert reminder.      

Table 9 User Acceptance Testing form for cashier 

No. Question Test Result 

(Dissatisfied1- 5 Very Satisfied) 

1 2 3 4 5 

1 Cashier can connect Google Authenticator app with the user 
account. 

     

2 Cashier can login account with valid username, password 
and TOTP. 

     

3 Cashier can view product details       

4 Cashier can add product to the checkout list.      

5 Cashier can delete product from the checkout list.      

6 Cashier can checkout product.      
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7. Conclusion 

In conclusion, the inventory management system with two-factor authentication for Heng Huat Motor & Electrical 
Trading is complete. It successfully achieves objectives and goals based on project scope and user requirements. 

This inventory management system has several advantages. It effectively helps Heng Huat Motor & Electrical 
Trading in systematically managing the inventory data with enhanced security measures such as implementing 
two-factor authentication with TOTP to significantly reduce the risk of unauthorized access. Its role-based 
approach also enhances security by ensuring that users only receive the minimum level of access necessary to 
perform their duties. Next, efficient product management and barcode scanning feature streamlines the product 
retrieval and management. The real-time inventory updates provided by the checkout module offer immediate 
visibility into inventory levels. Moreover, the reporting module provides analytical insights into product sales 
through data analysis and visualization. It helps Heng Huat to identify trends and capitalize on opportunities for 
growth. 

While the inventory management system for Heng Huat Motor & Electrical Trading provides several 
advantages, there are also some disadvantages to consider. The implementation of two-factor authentication with 
TOTP may introduce complexity for users during the login process while enhancing security. This potentially leads 
to frustration adopting the system. Besides, the system’s reliance on technology for barcode scanning and real-
time inventory updates may pose a risk of system downtime which could disrupt operations. Moreover, the 
reporting and data analysis capabilities of the system are less flexible and thus limit Heng Huat to get useful 
insights from its inventory information. The lack of scalability of the proposed system also decreases the 
operational efficiency and limits the ability to effectively manage inventory as business expands. 

There are some improvements that can be made to the system for future implementation to overcome its 
weaknesses. First, simplify the two-factor authentication process by using user-friendly methods such as 
biometric authentication to reduce complexity during login. Second, integrate advanced reporting and data 
analytics tools to provide dynamic control and deeper insights into inventory data. Third, design the system with 
scalability by using cloud-based infrastructure to easily scale resources based on inventory levels and business 
needs. Finally, the barcode scanning functionality can be improved by adding function to automatically checkout 
the products instead of just searching for the product ID.  
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