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Received: 30 July 2024 In today's digital landscape, where online transactions and systems are
Accepted: 18 June 2025 ubiquitous, ensuring information security is paramount. The existing
Available online: 30 June 2025 manual order management process at Alghail Furniture lacks

necessary security measures and operational efficiency, posing critical
challenges in the realm of online furniture ordering. To address these
issues, this project introduces a Furniture Ordering System for Alghail
One-Time Password, E-Commerce, with a One-Time Password (OTP) verification after registration. This
Ordering, Alghail Furniture, Account  project caters to the domain of e-commerce by implementing a robust
Verification, Authentication, Security OTP verification system during user registration, which introduces
dynamic and time-sensitive verification codes. Key security features,
including Berypt hashing, password validation, Captcha, session time-
out, and OTP-based verification, are integrated to fortify the system.
The Agile methodology was employed, focusing on iterative
development and continuous testing to ensure functionality and
security. The system's beneficiaries include customers and
administrators, providing a secure and user-friendly platform for order
placement and account management. The anticipated outcomes
encompass heightened security, a more efficient order processing
system, and enhanced user experience. The project successfully
improved order processing efficiency and user satisfaction,
contributing to a safer and smoother landscape for online furniture
shopping, addressing the evolving challenges in the digital realm.
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1. Introduction

In today's digital era, ensuring information security is paramount, especially in the realm of online systems and
transactions[1]. The Alghail Furniture Ordering System project focuses on enhancing security and streamlining
the ordering process using One-Time Password (OTP) verification. This system addresses significant challenges
in online furniture ordering, such as ensuring the security of personal and financial information. By automating
the order placement process and implementing OTP-based user verification, the project aims to build user trust
and reduce the risk of unauthorized access.

Currently, Alghail Furniture relies on a manual order management process that lacks essential security
measures and operational efficiency. This manual approach is vulnerable to security breaches, operational
inefficiencies, errors, and order processing delays. The proposed solution involves developing an automated
ordering system with integrated OTP, providing dynamic user verification, and enhancing both security and
efficiency[2]. This system will benefit various stakeholders, including users who can conveniently place orders
online and administrators who can efficiently manage orders and user accounts.

The primary issue with the current manual system is the lack of robust security measures, which expose
sensitive customer data to potential breaches. Additionally, operational inefficiencies result in errors and delays
in processing high order volumes. Implementing an automated system with OTP verification after registration will
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enhance security by ensuring that only legitimate users can create accounts, thereby reducing the risk of
unauthorized access and improving operational efficiency.

The objectives of the project include designing and developing a web-based furniture ordering system with
OTP verification and conducting security and user acceptance testing to ensure its reliability. The system's scope
encompasses user registration, order placement, account management, and an admin interface for managing
products, orders, and user accounts.

The outcomes of the project include enhanced security through OTP integration, streamlined order
processing, and an interactive user interface that simplifies the registration and login process. Administrators will
benefit from effective control over orders and user accounts via a user-friendly interface. Overall, the project aims
to deliver a secure, user-friendly system that aligns with its objectives and scope.

The significance of this project lies in its potential to improve security and efficiency in online furniture
transactions. By verifying user accounts through OTP during registration, the system ensures only legitimate
access, contributing to a safer and more efficient online shopping environment. This project not only benefits
Alghail Furniture but also sets a user-friendly standard for the broader e-commerce industry.

In this documentation, Section 2 discusses the related works and systems that are currently available in the
market and provides a comparison between the available system and the proposed system. Next, Section 3 will
explain the methodologies used for the development of this system. Section 4 will investigate the System Analysis
and Design of the proposed system.

2. Literature Review

This section reviews relevant literature for the Alghail Furniture Ordering System with OTP. It covers Alghail
Furniture's manual order process, explores e-commerce, emphasizes OTP, and analyzes key security features. The
section also reviews existing online shopping systems for discussion.

2.1 Alghail Furniture

Alghail Furniture, situated on Algeria Street in Sana'a, Yemen, is a well-regarded furniture shop specializing
in Sofas, cupboards, beds, tables, and desks. Despite its established reputation, Alghail Furniture currently relies
on manual record-keeping using traditional methods such as paper and Excel spreadsheets. The five-person team,
including a manager and cashier, manages day-to-day operations by manually handling orders. This conventional
approach, though functional, presents challenges in efficiency, accuracy, and scalability. To address these issues
and enhance information security, the Alghail Furniture Ordering System project introduces an OTP, aiming to
revolutionize the order management process for improved security and efficiency in online furniture transactions.

2.2 E-Commerce

The evolution of e-commerce has transformed retail, providing convenience for consumers and new
opportunities for businesses. Online ordering allows customers to browse, select, and purchase items from home,
contrasting with the traditional need to visit physical stores. This shift emphasizes the importance of security to
protect sensitive information and build user trust[3]. Key security measures include encryption technologies like
OTP verification for user identity during registration. The Alghail Furniture Ordering System incorporates these
best practices to ensure a safe and trustworthy online shopping experience.

2.3 Account Verification

Ensuring the authenticity of user accounts is crucial in e-commerce to maintain a secure and trustworthy
platform. Account verification during registration prevents unauthorized access and protects sensitive
information. Implementing One-Time Passwords (OTPs) offers a secure and user-friendly method, generating
single-use code that cannot be reused if intercepted. OTP verification enhances security and is easy for users,
involving code entry via email or SMS[4]. In the Alghail Furniture Ordering System, OTP verification safeguards
the platform by ensuring only legitimate users can create accounts, prevent fraudulent registrations and aligning
with industry’s best practices.

2.4 Authentication

Authentication is essential for enhancing system security by validating user identities at the start of
interactions, ensuring only authorized access. Traditional methods use usernames and passwords, but modern
techniques employ multiple authentication factors, adding layers of security. In web applications, authentication
confirms user identities by verifying credentials against a database of authorized users[5]. Advanced methods,
like two-factor and multi-factor authentication, further strengthen this process, protecting against unauthorized
access and potential breaches.
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2.5 One-time Password

One-Time Password (OTP) is a crucial security mechanism for user authentication, generating unique codes
for single use. In the Alghail Furniture Ordering System, OTPs are used for email verification during user
registration, ensuring only legitimate users can create accounts. This method is resistant to various attacks, such
as brute force and phishing scams, due to the time-sensitive nature of OTPs[6]. The system employs a robust OTP-
generating algorithm, making code hard to guess or detect. Email OTP enhances authentication by reducing
interception risks and enabling encryption[7]. In the Alghail system, users receive OTPs via email to complete
registration securely.

2.6 Security Features

The Alghail Furniture Ordering System will bolster security with two-factor authentication and robust
features such as Berypt hashing, stringent password policies, Captcha, session management, and activity logging.
These measures aim to safeguard user information, prevent unauthorized access, and ensure the system's overall
security integrity. Detailed explanations of these features will follow in subsequent sections as part of the ongoing
system development and enhancement.

2.6.1 Bcrypt Hashing

The Alghail Furniture Ordering System employs Bcrypt hashing, a secure method that incorporates salting
and intentional slowness to enhance password protection. Bcrypt's features make it resistant to precomputed
attacks and brute-force attempts, adding an extra layer of defense against cybersecurity threats[8]. The system's
use of Berypt ensures long-term efficacy and resilience, contributing to robust password security.

2.6.2 Password Validation

The Alghail Furniture Ordering System prioritizes password security by implementing password validation
rules and ensuring strong and resilient passwords. Recognizing the risks associated with weak passwords, the
system encourages users to create robust passwords through guidelines such as minimum length and the use of
alphanumeric characters. Password meters provide visual feedback on password strength, guiding users to
adhere to recommended security practices. Following OWASP guidelines, the system promotes the adoption of
lengthy passwords and passphrases, emphasizing their significant impact on password strength[9].

2.6.3 CAPTCHA

The Alghail Furniture Ordering System incorporates CAPTCHA as a vital security measure, using diverse
challenges to distinguish between human users and automated scripts. These challenges enhance digital security
by preventing automated bots from exploiting the system[10]. The continual evolution of CAPTCHA techniques
contributes significantly to safeguarding digital interactions, fortifying defenses against unauthorized access, and
countering malicious activities.

2.6.4 Session Time-Out

The Alghail Furniture Ordering System incorporates a session time-out feature, a crucial security measure to
enhance user authentication and prevent unauthorized access. This mechanism automatically logs users out after
a predefined period of inactivity, minimizing the risk of security breaches, particularly in shared or public
computer environments[11]. The implementation of a well-defined session time-out period in the Alghail system
contributes to a secure and trustworthy online ordering experience, ensuring the confidentiality of user data and
preventing potential security vulnerabilities.

2.7 Study of Existing Related Systems

In this section, a few existing systems related to furniture shopping systems were examined. The systems are
Fortytwo, Mumu, and Majuhome websites. The purpose is to study the features and authentication mechanisms
of the existing system. As a result of this, the Alghail furniture ordering system with OTP can be improved.

2.7.1 Fortytwo Website

FortyTwo Shop is a prominent online retail platform headquartered in Singapore[12]. Committed to ensuring
a secure shopping experience, the platform's registration process mandates users to provide essential details,
including their names, email addresses, and a secure password. The inclusion of a captcha adds an extra layer of
security, deterring unauthorized registrations by automated bots. During the straightforward login process, users
authenticate through a combination of their email address and the password created during registration.
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2.7.2 Mumu Website

Mumu Shop, a trusted furniture retailer in Johor, Malaysia, focuses on providing a secure and personalized
shopping experience[13]. The registration process gathers comprehensive user information, including names,
email, telephone, address, and a secure password. With commitment to customer engagement, Mumu Shop tailors’
services to specific regions. The straightforward login process requires users to enter their email and password.

2.7.3 Majuhome Website

Majuhome Shop in Kuala Lumpur, Malaysia, prioritizes a secure and personalized shopping experience[14].
The comprehensive registration process gathers user information for enhanced engagement. The streamlined
login emphasizes security and user trust, aligning with the shop's success in Kuala Lumpur and providing a
strategic model for regional market tailoring.

2.8 Comparison with the Existing Systems

Table 1 Analysis between Fortytwo, Mumu, Majuhome, and Alghail System

System Fortytwo[12] Mumu[13] Majuhome[14] Alghail furniture
Features ordering system with OTP

Platform Used Web-based Web-based Web-based Web-based
Account verification No No No Yes
Login Yes Yes Yes Yes
Ordering Yes Yes Yes Yes
Password Validation Yes No Yes Yes
Captcha Yes No Yes Yes
Session Time- out No Yes No Yes
One-Time Password No No No Yes

Table 1 provides a comparative analysis of online shopping platforms, Fortytwo, Mumu, and Majuhome, with
the proposed Alghail Furniture Ordering System. All operate on a web-based model, prioritizing user-friendliness
and featuring a login function. Differences arise in password validation and captcha usage during registration.
Mumu and Alghail include session time-out for enhanced security. The Alghail system introduces an innovative
one-time password mechanism during registration, adding an extra layer of authentication security.

3. Methodology

This section provides an overview of the methodology employed in crafting the Alghail Furniture Ordering System
with OTP. The chosen development model, Agile methodology, is explored in detail, where each phase of the Agile
development model is examined as individual subsections. Following this, a comprehensive summary of the
system development workflow is presented, encapsulating the key activities within each phase. The section delves
into the software and hardware requirements essential for the successful implementation of the proposed project.

3.1 Agile Model

The agile model is a modern and flexible software development approach that has replaced traditional
methodologies[15]. It emphasizes adaptability to changing project requirements. Fig. 1 presents the process
involving iterative cycles covering planning, requirements analysis, design, development, testing, and deployment.
With six structured phases, the agile methodology ensures responsiveness and ongoing value for development
teams.

3.1.1 Planning Phase

The planning phase in the Agile methodology for the Alghail Furniture Ordering System involves collecting
requirements and setting priorities. This foundational stage emphasizes interactions with stakeholders to
understand challenges with the existing manual ordering process at Alghail Furniture. The goal is to address
operational inefficiencies and security vulnerabilities. Thorough planning ensures a clear grasp of project
requirements and fosters collaboration for a cohesive development journey.
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Fig. 1 The Phases of Agile Model [16]
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3.1.2 Analysis Phase

In the Analysis phase of developing the Alghail Furniture Ordering System, a comprehensive system
architecture is designed to align seamlessly with gathered requirements. Utilizing visuals like Data Flow Diagrams
(DFD) and Entity-Relationship Diagrams (ERD), the phase involves a thorough examination of existing systems,
extensive research on features, and specific requirements gathering for OTP verification. Relevant information is
systematically collected from journal papers and articles related to e-commerce and OTP, providing insights into
both functional and non-functional requirements.

3.1.3 Design Phase

In the Design phase of developing the Alghail Furniture Ordering System with OTP, a detailed plan and
blueprint are created. This involves defining system architecture, designing the user interface for a seamless
experience, planning the database schema, specifying algorithms for core functionalities, and integrating security
measures. The phase establishes a clear and detailed plan, laying the foundation for the systematic
implementation of the Alghail Furniture Ordering System in subsequent phases.

3.1.4 Development Phase

The Development phase of the Alghail Furniture Ordering System involves building the system based on
design specifications. Key elements include implementing functionalities, features, and the OTP mechanism for
enhanced security. Visual Studio Code is a development tool, XAMPP serves as the local host, and PHP, HTML, CSS,
and JavaScript are utilized for systematic and user-friendly development.

3.1.5 Testing Phase

In the Agile methodology for the Alghail Furniture Ordering System, the Testing phase ensures system
functionality through positive and functionality testing. Comprehensive testing, including user acceptance testing,
system, OWASP, and unit testing, is conducted on modular segments. This approach guarantees a thorough
examination of functionalities, addressing identified issues for enhanced system performance. The focus is on
validating alignment with both functional and non-functional requirements, delivering reliable and user-friendly
online furniture ordering experience.

3.1.6 Deployment Phase

In the Deployment phase, the Alghail Furniture Ordering System is released and installed into the operational
environment, involving server configuration, database uploading, and OTP integration. Thorough testing precedes
deployment, with user training and documentation ensuring effective navigation. Continuous monitoring
addresses challenges, ensuring a smooth integration into the online furniture ordering landscape.

4. System Analysis and Design

This section explained the system analysis and design that have been conducted for this project.

4.1 System Requirements Analysis

The system requirements for the Alghail Furniture Ordering System with OTP through Email encompass
functional and non-functional aspects, and user requirements. These requirements delineate the essential tasks
and feature that the system must fulfill to meet user needs effectively.
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4.1.1 Functional Requirements

The functional requirements for the Alghail Furniture Ordering System with OTP define the necessary
features for the system's proper operation. The project includes the allocation of different modules, each
accessible only to authorized users. Table 3 presents a detailed overview of the functional requirements for the

Alghail Furniture Ordering System.

Table 3 Functional Requirements for Alghail Furniture

Module Functional Requirements User

Registration Alghail System should allow customers to register and verify their account using Customer
an OTP sent to their email.

Login Alghail System should allow customers able to login using Email, and Password. Customer

Register Alghail System should allow admin to register new admin and able to login using Admin

and Login username, and password.

Order Alghail System should allow customers to browse the catalog, select items, and Customer
place orders for furniture products.

Manage Alghail System should allow the admin to manage accounts, categories, products, Admin

orders, and payments.

4.1.2 Non-Functional Requirements

The non-functional requirements for the Alghail Furniture Ordering System with OTP delineate the system's
behavior during execution, covering operational, performance, security, and usability aspects. Table 4 provides

an overview of the non-functional requirements for the Alghail Furniture Ordering System.

Table 4 Non-Functional Requirements for Alghail Furniture

Module Non-Functional Requirements
Operational 1. The system should be straightforward to maintain and upgrade.
2. The system is compatible with a wide variety of browsers.
Performance 1. Alghail System should always be accessible.
2. The system can handle concurrent users.
Security 1. The password must be a combination of capital letters, small letters, numbers, and
characters to meet the strong password requirements.
2. The password is encrypted with Berypt.
Usability 1. Provides admin and customers with a user-friendly dashboard.

4.1.3 User Requirements Analysis

In this section, the features and functionalities of the proposed application will be elucidated for the user.
User requirements, outlining the tasks achievable by both customers and admins, are presented in Tables 5

Table 5 User Requirements Analysis for Alghail Furniture

Module Non-Functional Requirements

Operational  Users shall be able to securely register, and OTP sent to their registered email for account

verification.

Performance Users shall be able to efficiently manage user accounts, including categories, products, and

orders.

Security Users shall be able to securely register, log in, browse the catalog, select furniture, place
orders, and access order history and account details.

Usability Users shall be able to securely log out, ensuring overall system security and positive user
experience.
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4.2 System Analysis

System Analysis for the Alghail Furniture Ordering System with OTP through Email employs Structured
Analysis principles, providing a logical understanding of the system's operations. Visual aids, including the Data
Context Diagram, Data Flow Diagram, Entity Relationship Diagram, and System Flowcharts, are presented in the
following subsections to illustrate the operational dynamics of the system.

4.2.1 Data Context Diagram (DFD CD)

Fig. 2 depicts the Data Context Diagram (DFD CD) for the Alghail Furniture Ordering System with OTP
through Email. It illustrates the data flow for admins, customers, and the system, emphasizing the need for
customers to provide the correct email, password, for system access to access authorized modules.

Submit payment

Confirmed payment
Edit profile Get order information
ﬁupdated profile —I ¢—Conﬁrm order status
h 4 Y Y A 4
Register with information=——» 4 < Log in with username and password—
|¢—————Send OTP to email———ro , —————————Authentication————————» -
ALGHAIL FURNITURE
Customer ———Log in with email, password——3) RSN AR Admin
|¢——————Authentication o View Accounts
)€ Edit Accounts
A A \ t A \
Enter OTP for verification Add and edit products
view products
Order
'v'erify payment
————0Order status

Get payment

Fig. 2 Data Context Diagram for Alghail Furniture

4.2.2 Entity Relation Diagram (ERD)

An entity relationship diagram is designed to outline the relationship between entities in Alghail Furniture
Ordering System. Fig. 3 shows the connection between entities in Alghail Furniture Ordering System.

payments
PK | payment id : int(11) orders
N FK | order_id : int(11) PK | order id : int(11)
admins
= = FK | customer_id : int(11) FK | customer_id : int(11)
PK | admin _id : int(11)
payment_method : varchar(250) FK | cart_id - int(11)
name : varchar(250)
payment_amount : varchar(100) amount - varchar(250)
email : varchar(250)
payment_reference: varchar(250) date - timestamp(8)
username : varchar(250)
= payment_status : int(50) order_status : int(11)
password : varchar(250)
ayment_date - timestamp(6
status - int(11) o= - P
payment_proof - varchar(250)

cart

PK | cart id : int(11)

customer

——ig FK | customer_id : int(11)

PK | customer id : int(11) calfudiyz vardhadB50)

name : varchar(250)
qty - varchar(250)

email : varchar(250
) amount - varchar(250)

password : varchar(250)
cart_status : int(11)

address : varchar(250)
phone : varchar(15)
active © int(11)

status - int(11)

master_cart

products FK | cat_id - int(11)
product_categories PK | product id : int(11) FK | product_id - int(11)
PK | cat id : int(11) FK | cat_id - int(11)
cat_title : varchar(250) product_title : varchar(250)
cat_image : varchar(250) product_img - varchar(250)
status - int(11) product_price : int(20)
qty - varchar(250)
status - int(11)
date : timestamp(6)

Fig. 3 Entity Relation Diagram (ERD) for Alghail Furniture
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4.2.3 System Flowchart

The flowchart for the Alghail Furniture Ordering System illustrates processes for two main users. There are
admins and customers. Fig. 4 shows that customers start at the home page. New customers register with an OTP,
creating an account if valid. Existing customers log in, add products to their cart, place orders, make payments,
and view order status, ending with logout. Admins log in with credentials to access the dashboard for managing
accounts, categories, products, orders, and payments, also ending with logout.

2

Customer l Home Page J Admin

L2
/\ [Input username and password]-
V
Yes

l Input customer information ]

‘alid username and
password

Display homepage

T Y
I i

.

Yes
v
Add product to cart

Place order

No

Display Dashboard

Manage Accounts

Manage Categories

Manage Products

Payment

Manage Orders

|

Fig. 4 Flowchart for customer register for Alghail Furniture

4.3 System Design

After all the user requirements are successfully analyzed, the project will proceed in the design phase. In this
phase, both interface and database had been designed to help visualize Alghail Furniture Ordering System with
OTP through Email before proceeding with the development.

4.3.1 System Architecture

Fig. 5 outlines the system architecture design of the Alghail Furniture Ordering System with OTP through
Email. For customer login, email and password verification trigger OTP generation and email dispatch. Admin
login involves username and password verification. Admin activities include managing accounts, categories,
products, orders, and payments, all recorded in the database. Customers can order, edit accounts, payment, and
check order status within the system.
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4.3.2 Interface Design
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Fig. 5 System Architecture for Alghail Furniture
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The user interface is designed to provide a clear image of the page that will be developed into Alghail
Furniture Ordering page. The design of Alghail Furniture’s user interface is illustrated in Fig. 6 through Fig. 9.

Home Products Contact

User Login

|Password

Search products...

N

I'm not a robot [

Don't have an account? Register

Fig. 6 Login Interface Page for Customer

Home Products Contact

OoTP

Send OTP

I'm not a robot " e

Daon't have an account? Register

Search products...

3 3

Fig. 7 OTP Interface Page
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Home Products Contact Search products...

Product Name Product Name Product Name
S— —~—
YR 2000 L% YR 2000 I YR 2000 |

Fig. 8 Homepage Interface Page for Customer

‘ Search products... m
Dashboard

Product Categories Recent Orders

Customers
. Number of | Total Quick
“ Drder COd cus‘omer prUducts Amount m Date Action

Dashboard

Products

Contact us meesages

Admin Settings

Fig. 9 Homepage Interface Page for Admin

5. Implementation and Testing

This section explains in about the implementation and testing of Alghail System. This section will describe the
implementation of security module, and implementation of system property. This section will describe user
acceptance testing results.

5.1 Implementation of Security Module

This section discusses the security modules implemented in the Alghail Furniture system, ensuring
confidentiality, integrity, and availability. The key security features include one-time password (OTP) verification,
Berypt hashing, password validation, CAPTCHA, and session time-out.

5.1.1 One-Time Password

In Fig. 10 the ‘generateOTP" function enhances security by creating a one-time password (OTP) based on the
user's phone number. Initially, the phone number is converted to a string and hashed using SHA-256, ensuring the
original number is not easily retrievable. The numeric digits are extracted from the hash, shuffled, and the first six
digits form the OTP, padded with leading zeros if necessary. This process guarantees a consistent six-digit OTP,
enhancing user experience and system processing. The secure, unique OTP verifies user identity without relying
on third-party services, reducing costs and protecting sensitive user data.
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generateOTP($phone) {

$phone = ( )$phone;

$hash = hash('sha256", $phone);
$digits = preg replace('/\D/', "', $hash);

$digitsArray = str_split($digits);
shuffle($digitsArray);
$shuffledDigits = implode(’", $digitsArray);

$otp = substr($shuffledbigits, @, 6);

if (strlen($otp) < 6) {
$otp = str_pad($otp, 6, '©', STR_PAD LEFT);

f%tuPn $otp;

Fig. 10 Partial Code Generating OTP

Y

Alghail Account Verification inbox x =]

Alghail Furniture <furniturealghail@gmail.com> 1:35AM (Ominutesago) v @ €

tome =
Email Verification for Your Account in Alghail

Your Code:

701496

Fig. 11 The OTP Generated and Received by User

Fig. 11 shows the email verification message sent to Alghail website users. The email includes a prominently
displayed verification code that users must enter on the verification page to confirm their email address, activating
their account. This process ensures the validity and security of user accounts, preventing unauthorized access.
The email's clear and simple design aids users in easily locating and using the verification code.

Alghail SHOP Home Products Contact _

verification

Email verification code

You have not received the Verification code? Send again &

Fig. 12 One-Time Password (OTP) Verification Page for User

Fig. 12 shows the email verification page for Alghail SHOP. Users are prompted to enter the verification code sent
to their email to activate their account. If users have not received the code, they have the option to resend it by clicking
the provided link.
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SHA-256 Hash Generator

01161977519

d144086e7b4bc9213bfOd2f1lc2cdab8da8ob36945ee3e39669b967dadabs
b97

Fig. 13 SHA-256 hash generator

Alghail Account Verification nbox 2 @

® Alghail Furniture <furniturealghail@gmail.com= 226AM (Ominutesago) vy @ &
@ o

Email Venfication for Your Account in Alghail

Your Code:

144086

Fig. 14 OTP email sent to the user

Fig. 13 and 14 provide evidence that the One-Time Password (OTP) is generated based on the hashed value
of the user's phone number, demonstrating the system's capability to derive an OTP from user-specific
information. For this demonstration, the OTP generation code was temporarily modified to take the first six digits
from the SHA-256 hash of the phone number. In Fig. 14, the phone number "01161977519" is hashed using SHA-
256, resulting in a unique 64-character hexadecimal string. The first six digits of this hash are extracted to form
the OTP. Fig. 15 shows the OTP email sent to the user, with the OTP "144086" matching the first six digits of the
hashed phone number. This process ensures that each OTP is securely linked to the user's phone number, verifying
the system's capability to generate user-specific OTPs.

5.1.2 BCRYPT Hashing

Fig. 15 demonstrates the process of hashing and confirming user passwords during registration or password
change. The password is first trimmed to remove extra spaces using the “trim()" function. Itis then securely hashed
using the “password_hash()" function with the PASSWORD_DEFAULT algorithm, ensuring it is stored in a hashed
format in the database. This method enhances the security and integrity of user passwords, adhering to best
practices in user authentication and data protection.

$password = trim($_POST[ “pa

$password = password_hash($password, PASSWORD DEFAULT);
1
¥

if (empty($_POST["confirm |
r_confirm_password ert ale g class="ico ease Enter Confirm P

¥
$confirm password = trim($_POST["confirm p 5
$confirm_password = password_hash($confirm_password, PASSWORD_DEFAULT);
1

1
$confirm_password = $_POST[ 'confirm_|

do not match</label>";

Fig. 15 Partial Code for Berypt Hashing for Password
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user_id name email password

30 motea alnusdddwirihani@gmail.com $2y$10$ryA0XOXRduxpnv.OVCOGN.tyCCyKW55Y7IDgRAMXFm
Mohammed

35 Alqadsi mohammed1@gmail.com $2y$103 VjelNQefYhjvgOveBgNnO2FcORitvLGIs3vJ4YyWD. .

36 ali ali ali@gmail.com $2y$10$gom7STiQhkHiKaGKeNO 1/uglbDMKgx6nXXUZtUnBTBZ
Abdulgader ~

37 Alquadhi obad@gmail.com $2y$108$GawAIRgGYIUOGWAIKSc K. UYvSCOTSWOCL9gRLznLpX

gg FHasan hsn@gmail.com $2y$105HXZhavkaDr90mON7hz7RumcVEIEepfhhtiNsi3Dz2/
Mohammed | 2omal v ! P R

Fig. 16 BCRYPT Hashing for Password in Database

Fig. 16 shows a sample of user data stored in a database. The passwords are securely stored using the
BCRYPT hashing algorithm, ensuring that even if the database is compromised, the passwords remain protected.

5.1.3 Password Validation

Fig. 17 shows the code for enforcing password complexity requirements. The code first checks if the
password is at least 8 characters long using the “strlen()’ function. If not, an error message prompts the user to
enter a longer password. It then uses the ‘preg match()" function to ensure the password contains at least one
uppercase letter, one lowercase letter, one number, and one symbol. If any condition is not met, an error message
informs the user of the requirements. This approach enhances account security by enforcing strong, hard-to-guess
passwords.

if (empty($_POST[
$error_password

} else [

if (strlen($_POST ) <8
$error_password a ="alert alert-wa

else

if (!preg_match(
Ipreg_match(
Ipreg match(
Ipreg match(
$err

Fig. 17 Partial Code for Validation Process for Password Complexity

Password

Enter Password

UShow Password

Confirm Password

Enter Confirm Password

Fig. 18 The Error Message if User Enter Password That Does Not Fulfil the Password Policy

Fig. 18 illustrates a user interface for entering and confirming a password, with a validation message
indicating the requirements for a strong password. The password must contain uppercase letters, lowercase
letters, numbers, and symbols.

5.1.4 CAPTCHA

In Fig. 19, the ‘onSubmit™ function enables the submit button upon successful reCAPTCHA completion. The
“onloadCallback’ function renders the reCAPTCHA widget, and “grecaptcha.render” initializes it with a site key and
specifies “onSubmit™ as the callback. This adds security against spam and automated submissions, ensuring only
genuine users can register on the platform. Fig. 20 shows the integration of Google's reCAPTCHA in a registration
form. This mechanism helps prevent automated bots from submitting the form, enhancing the security and
integrity of user registrations.
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onSubmit = (token) {
document.getElementById( “submitBt

I

Fig. 19 Partial Code for CAPTCHA Integration

I'm not a robot

reCAPTCHA

By creating an account you agree to our Terms & Privacy.

Fig. 20 CAPTCHA Integration

5.1.5 Session Time-Out

Fig. 21 shows a PHP code snippet implementing a session timeout mechanism to log out users after 15
minutes of inactivity. It checks if the time since the last activity exceeds 900 seconds. If so, it unsets session
variables, destroys the session, and redirects to the login page. If the session is still active, it updates
*$_SESSION['last_activity']" to the current time, maintaining session activity with user interaction. This enhances
security by preventing unauthorized access to inactive sessions.

if (time() - $_SESSION['last_ac
session_unset();

session_destroy();

header(
l1ce I

Fig. 21 Partial Code for Destroy Session

5.2 Implementation of System Properties

In this section the modules implemented in Alghail Furniture System are discussed. There are four modules
implemented in Alghail Furniture System which are login module, register module, ordering module and admin
module.

5.2.1 Login Module

Fig. 22 shows the user login page requiring email, password, and CAPTCHA. Fig. 23 shows the code for
handling user login securely. It uses prepared statements to prevent SQL injection, verifying the email and
password against the database. If the password matches and the account is active, a session starts, setting session
variables and redirecting the user. If inactive, the user is prompted to activate their account via email. Incorrect
credentials display an error message. This ensures secure authentication and session management, enhancing
security and user experience.

Penerbit
UTHM



Applied Information Technology and Computer Science Vol. 6 No. 1 (2025) p. 284-304 298

Alghail SHOP o (s @ se

Login
Email
Enter your Email
Password
Enter Password

[Jshow Password

I'm not a robot

Don't have an account? Register. Forgot pas:

Fig. 22 Login Page for User

h
header

femail;

Fig. 23 Partial Code for Login Page in User

5.2.2 Register Module

Fig. 24 shows the registration page for Alghail SHOP. Users must provide their full name, email, phone
number, address, password, and confirm their password. They also need to complete a reCAPTCHA challenge to

register an account.

Alghail SHOP.

Register

Full Mame

Fig. 24 Register Page for User
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5.2.3 Ordering Module

Fig. 25 shows the product details page with images, descriptions, prices, quantity selection, add-to-cart
options, and user reviews. While Fig. 26 depicts the shopping cart page, allowing users to review items, adjust
quantities, and see an order summary with subtotal, shipping fees, tax, and total amount.

BROWN G09 TABLE
* % & & & 40/5

1 reviews

Brown Table. Model 901

CURRENT PRICE: YER250 RM300
Quantity

1

ADD TO CART -

Fig. 25 Product Page for User

Shopping Cart
You currently have 1 item(s) in your cart

Unit

Price Delete Sub Total

m YER250.00

YER250.00

# Product

1 W

Total

Quantity

Brown G08 1 YER250

table

Payment method

© Online Transfer
© Cash on delivery

Order Summary
Shipping and additional costs are
calculated based on the values you
have entered

Order Subtotal ~ YER250.00
Shipping and YER500.00
handiing

Tax RM40.00
Total YERT50.00

Fig. 26 Cart Page for User

Fig. 27 lists user orders with order codes, item counts, total amounts, statuses, dates, and actions. Fig. 28
details specific orders, including codes, dates, product details, prices, statuses, payment proof uploads, and a print
invoice option. Fig. 29 displays the payment page for online transfers, featuring account details, reference IDs, and
payment proof uploads. These pages facilitate product viewing, cart management, order tracking, detailed order
access, and secure payments.

All my orders

You currently have 1 orders

# Order Code Order ltems Total Amount Order Status Order Date Action Delete
1 #BNDS1100041651 1 YERS5,250 00 1 week ago m
Fig. 27 Orders Page for User
Order #BNDS 1100041651 Order Status Payment stalus Reportissue
W 2024-05-29 10:16:33
Order summary
Proof of payment uploaded
# Product Image Product Quantity Unit price Subtotal
# File Name View Download
1 u Zeta Bedroom 1 YER4,750.00 YER4,750.00
* 1 352f4fcdfb2c51aacc7637a2bad065 pdf m
Tax fee: YER40.00
Shipping fee: YER500.00
Total: YER5,250.00

Fig. 28 Order Page for User
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Complete checkout
Your order #BND$284642098 is pending paymant. Pay now

You're paying using transfer Please make the payment to the following account
Account Name: Alghail Furniture

Account Number: 123456789

Account Bank: Bank Al-kuraimi

Make sure to include reference id #BNDS5284642098 while making the payment

Paid Amount (YER)

750
Proof of payment (Receipt)

Cho No file chosen

[ 1 scknowiedged that | fransferred the same amount required and my transfer is subject to approva’

Upload file

Fig. 29 Online Transfer Payment Page for User

5.2.4 Admin Module

Fig. 30 presents the product management page for viewing, editing, deleting, or adding products. While, Fig.
31 shows the orders management page, detailing customer orders and providing management actions.

Dashboard / Products

show| 10 v | entries Search] |

# 4 Title Price Sold Label Date Status Edit Delete

Image
1 Brown GOS table E YER 300 2 Brown 2024-05-29 07:31:17.119609 [ Aciive} £ Edit & Delete
2 Black Ct4 table n VER 250 2 ct4 2024-05-29 07:13:13.001625 [ Aciive} £ Edit & Delete
nwe

3 G&W Livingroom SNE YER 2000 0 Gaw 2024-05-29 07:07:43.038802 m # Edit i Delete

4 Green bedroom m YER 3000 1 green 2024-05-29 06:54:09.178604 [ Aciive} £ Edit & Delete
5 Pink bedroom 'VF YER 3000 0 Fink 2024-05-20 06:28:35.323898 [ acive | 2 Edit & Delete
! n
L |*9
= I'!\

[ Blue bedroom g YER 3000 0 Blue 2024-05-28 06:33:20.495199 [laciive] 2 Edit B Delete

Fig. 30 Products Page for Admin

Dashboard / Orders

Showl 10 v ‘ entries SEarch:| |

# % Order Code ‘Customer Number of products Total Amount Status Date Quick Action

1 #BNDS603159266 Hasan Mohammed | YER6,100.00 21 minutes ago m
Mot paid

2 #BNDS284642098 Hasan Mchammed 1 VER750.00 32 minutes ago m
Not paid

3 #BNDS1100041651  Hasan Mchammed 1 VERS,250.00 1 week ago mm

4 #BNDS1573522430  Abdulgader Alquadhi 1 VER6,300.00 1 week ago m

5 #BNDS1582167851  motea 1 VERS10.00 1 week ago m

5 #BNDS330372063 motea 1 YERS20.00 1 week ago m

Showing 1ta 6 of 6 entries Previous ‘ 1 ‘ Next

Fig. 31 Orders Page for Admin

Fig. 32 depicts the categories management page for editing, deleting, or adding product categories. Fig. 33
displays the customers management page, listing customer information and management options.
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Dashboard / View Categories

Show| 10 v | entries

2 A Category Title
1 Bedroom Set

2 Livingrooms

3 Kids Bedrooms
4 Tables

5 Beds

Showing 1to 5 of 5 entries

Fig. 32 Categories Page for Admin

Dashboard / Customers

All Customers
show| 10 ¥ entries
# *  Name Email

1 Hasan Mohammed hsn@gmail.com

2 Abdulgader Alquadhi obad@gmail.com
3 ali ali ali@gmail.com

4 Mohammed Algadsi mohammed1@gmail.com

5 motea alnusddduwirinani@gmailcom

Showing 1to 5 of 5 entries

Fig. 33 Customers Page for Admin

Status

Phone

0123456783

0123456789

5234523545

0123456789

Q774777750

Address

Sanaz Althorah, 11

Sanaa Alnahdsh 10

Sanas Althorsh qairo

sanaa Althorah gairo

sanaa laizz street sanaa

Add new category

Search:

Delete

Previous 1 MNext

Add new customer

Orders Delete

Ei
3 2ose

Search:
dit

:
ﬂ
ﬂ
:

Previous 1 Next

Fig. 34 illustrates the reports page with charts for monthly income, product sales, and customer orders,
supporting data-driven decisions. These pages improve efficiency in managing products, orders, categories,

customers, and sales analysis.

Reports

Total Income Per Month

Total Orders by customers.

Fig. 34 Reports Page for Admin

5.3 Testing

Print Chart

Total Sales per product
. Khama Bedioom

I eta Do

In this section, the testing results of the proposed system are discussed. The testing phase is conducted on
the entire system to verify its security and ensure it meets the project requirements.

5.3.1 User Acceptance Testing

This section discusses the user acceptance form, which evaluates the test case of the proposed system from
the user's perspective. The system involves two types of users: the admin of Alghail Furniture and the customers,
who interact with the system differently. The user acceptance form results, collected through interview sessions
with both customers and admins after using the system, are presented in Tables 5 and 6 respectively. Table 5
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presents the user acceptance form results for users, based on a scale from 1 (Extremely Dissatisfied) to 7
(Extremely Satisfied). The findings show high user satisfaction across all system modules, including the login page,
OTP page, Customer Page, and overall system performance. Table 6 presents the user acceptance form results for
the Admin of Alghail Furniture, based on a scale from 1 (Extremely Dissatisfied) to 7 (Extremely Satisfied). The
findings show high satisfaction across all system modules, including the login page, Admin page, and overall

system performance.

Table 5 User Acceptance Form for customers

No Question Result
Dissatisfied 1 -7 Satisfied
Login Page
1 User can login without problem
2 User can use reCAPTCHA
3 Display message easy to understand
OTP Page
4 User can get OTP via email
5 User can enter the correct OTP
6 User can use OTP without problem 7
Customer Page
7 User can add products to cart 7
8 User can place order 6
9 User can do the payment without problem 6
10 User can view and edit user information 7
Overall System
11 Each user can use system without problem 6
12 The interface is easy to understand
13 The system easy to understand
Table 6 User Acceptance Form for Admin
No Question Result
Dissatisfied 1 -7 Satisfied
Login Page
1 User can login without problem
2 Display message easy to understand 6
Admin Page
3 User can edit, add, and delete categories 7
4 User can edit, add, and delete products 6
5 User can edit, add, and delete orders 7
6 User can manage payments 6
Overall System
7 Each user can use system without problem 7

The interface is easy to understand

The system easy to understand

6. Conclusion

In conclusion, the proposed Alghail Furniture Ordering System successfully achieved its primary objectives by
incorporating a robust OTP verification mechanism during user registration, ensuring enhanced security and user
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authentication. The development process resulted in an efficient, secure, and user-friendly platform for online
furniture ordering, with functionalities such as user registration, order placement, and account management
thoroughly tested and validated.

The system offers several advantages, including enhanced security through OTP verification, an intuitive user
interface, efficient order processing, scalability for future growth, and improved data management. These features
collectively enhance user experience and operational efficiency while maintaining accurate and up-to-date
information for better inventory and order management.

However, the system has some disadvantages. The initial setup cost may be a financial burden, and its
dependency on internet connectivity can be a limitation in areas with unstable access. Additionally, users
accustomed to traditional methods may require time and training to adapt to the new system.

Future implementations could include developing a mobile application for increased accessibility, integrating
various payment gateways to offer more payment options, and incorporating advanced data analytics to provide
insights into customer behaviour, sales trends, and inventory management.
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