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Abstract: Digital marketing allows more intensive interaction, especially getting
personal information. The mechanism of digital marketing on social media is also
experiencing evolution, like on Facebook. Facebook is the choice of companies and
service providers, both large and small, as an advertising medium. This is because
they quickly get customers. Ads will be displayed on the customer's Facebook
homepage. This ease will pose many threats in the future. Therefore, the formulation
of this research is how to evaluate information security awareness in digital
marketing, especially at MSME. This study evaluates MSME in Indonesia but is
constrained by the number of MSME participating. There were 384 MSME needed,
but only 17 were collected—data processing using these data resulted in a good test
on reliability, validity, and normality. When assessing the validity, only a few
variables are invalid, such as K15, K17, K9, K13, K1, K2, A12, A1, A2, B2, B3, B4,
and B14. Overall valid variable items are 79.4%. In contrast, the reliability of each
variable K, A, and B is dependable. However, for the data normality test, only the
Attitude (A) variable has not been standard.
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1. Introduction

The development of social media in the past few years has increased rapidly along with the high

level of penetration of social media usage. Facebook social media penetration is 63.03%, Pinterest

14.23%, YouTube 9.66%, Twitter 8.29%, Instagram 2.16% and Tumblr 0.91%. based on the page

quoted from the gs.statcounter.com website. The high level of penetration will certainly cause various
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information security threats, such as phishing, identity theft, and so on. On the other hand, a high level
of penetration will also increase the digital market. The use of advertising by social media includes user
information such as hobbies, status updates, comments, search keywords, and others (Gupta et al.,

2018).

Therefore, an evaluation of the user's awareness of personal information is very much needed.
According to (Bibi et al., 2017), respondents have an elevated level of concern for privacy but a lack of
knowledge about information leakage. Related research also includes social media user awareness
assessments such as public risk perceptions related to security and privacy on social media and
identifying perceived risk factors and pre- warning behavior when using Facebook (van Schaik et al.,
2018), analysis of social networks viewed from aspects level of awareness and security policy (Lopes
& Pereira, 2017), Trust and Security influence user desires on social networks (Sriratanaviriyakul et al.,
2017). Factors of privacy concerns, trustworthiness, the influence of risk beliefs, and the
competitiveness of these three factors (Menard & Sharma, 2017). Behavioral intention factors influence
Behavioral factors. The apathetic factor does not affect the attitude factor, while the Perception
Behavior Control factor influences Social Trust. Perceived Behavior Control Factors do not affect
Behavior, and Social Trust does not affect Behavioral Intentions (Foltz et al., 2016). No Significant
influence between perceived security factors and perceived privacy and perceived security. Also,

sharing information and developing new relationships have negligible effect (Almadhoun et al., 2011).

Based on these problems, an evaluation is needed to anticipate violations of social network security.
Limited access to social media allows limited research opportunities; this is because of the policy of
supporting user privacy. Therefore, the focus of research is directed at how users can utilize social
media to avoid existing threats. This study uses a Hais-Q evaluation tool (Parsons et al., 2017) and

measurement of information security awareness levels (Kruger & Kearney, 2006).

Privacy has become something that cannot be resolved by some earlier studies, especially on digital
marketing. Many researchers have explored privacy on social media. However, it is limited by limited
information because the system sets standards for user privacy. Security standards will no doubt bring
latest problems, especially in privacy. Some time ago, Facebook provided data to Cambridge Analytica
(Palos- Sanchez et al., 2019). Does the user have an attitude of awareness towards the data after the

event?

Case study research is Micro, Small, and Medium Enterprises (MSMEs). Micro, Small, and
Medium Enterprises (MSMEs) are among the drivers of the country's economic progress, especially

Indonesia (Merdeka, 2018). MSMEs have also succeeded in reducing unemployment (Kompas, 2016,
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2017). Therefore, the Government pays special attention to increasing the growth of MSME:s, such as
tax relief (Apip, 2018), seminars, or workshops (Directorate General of Learning and Student Affairs,
2019; Kominfo, 2017) and others. The selection of this case study is due to several previous studies in
Indonesia, mostly in the Government, Private and Education sectors such as the evaluation of
information security awareness of Makassar city government employees (Amin, 2014), bank x
employees in Bandung (Islami et al., 2016), financial service authority employees (Natasia, 2018), the
ministry of communication and informatics as well as the Directorate General of Resources and
Equipment of Post and Information Technology (Puspitaningrum et al., 2018), Sandi Negara High
School (Jumiati et al., 2011), high school students equals Jabodetabek (Maulidha, 2018), and Amikom
University Yogyakarta (Destya, 2018). However, no research discusses information security awareness
in MSME. Digital marketing allows more intensive interaction, especially getting personal information.
The mechanism of digital marketing on social media is also experiencing evolution, like on Facebook.
Facebook is the choice of companies and service providers, both large and small, as advertising media
(Tran, 2017). This is because they quickly get customers. After all, ads will be displayed on the
customer's Facebook homepage. Young man This day will pose many threats in the future. Therefore,
the formulation of this research is how to evaluate information security awareness in digital marketing,
especially at SMEs?
The purpose of this study is:

1. Knowing the results of evaluating information security awareness by digital marketing users on social
media.

2. Providing recommendations when interacting on social media for digital marketing.

2. Material and Method

2.1 Information Security Awareness

There is very little information awareness research at MSMEs, mainly the focus on digital
marketing. Several studies in Indonesia on information security awareness were carried out on
Makassar city government employees (Amin, 2014), and this study successfully identified information
security awareness at a moderate level using the Multiple Criteria Decision Analysis (MCDA) method.
The study (Islami et al., 2016) used interviews and survey methods based on the Guidelines for the
Implementation of Information Security Governance for Public Service Providers for bank x employees
in the city of Bandung. The average bank employee has information awareness, but several aspects
must be improved again (Islami et al., 2016). Research (Natasia, 2018) evaluates information awareness
on Financial Services Authority (OJK) employees using the Knowledge, Attitude, Behavior (KAB)
model. The model succeeded in identifying the level of information security awareness of OJK
employees, which is at a reasonably good level but has several improvements that must be implemented,

such as internet use, incident reporting, and remote work (Natasia, 2018). The use of the National
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Institute of Standards and Technology (NIST) standard SP800-100 as an evaluation of information
security issues at the Sandi Negara High School (Jumiati et al., 2011). the use of NIST SP800-100

successfully evaluated information awareness at the School (Jumiati et al., 2011).

Very little research on information security awareness on digital marketing by MSMEs. Research
is only about cybersecurity at MSMEs, for example, the collaboration of ISO / IEC 27001 and the
Analytic Hierarchy Process (AHP) for information security management (KauSpadiené &
Ramanauskaite, 2019). Review of cybersecurity at SMEs in the era of the Internet of Things (IoT) (Kasl,
2018). Cybersecurity at MSME is influenced by five internal factors, namely budget, lack of
management support, [T complexity and legacy systems, attitude toward security, and compliance to
regulations. In comparison, external factors are technology groups (security hygiene, software and
bandwidth availability and wireless technologies), customer groups (novice users, usage patterns, IT
Education, Adversary perspectives and socio-cultural challenges) and pressures and institutions

(coercive, normative and mimetic) (Kabanda et al., 2018).

2.2 Electronic Word-of-Mouth (eWOM) in Digital Marketing

eWOM is one of the instruments used by marketing, especially at this time, which has evolved due
to the internet. EWOM platforms have sprung up to accommodate the internet, such as blogs, discussion
forums, review sites, shopping sites, and social media (Erkan & Evans, 2016). Social media is the most
popular platform for users because it allows users to communicate with each other with their networks.
EWOM research has been extensively researched on social media such as Facebook, WeChat,

Instagram, Twitter, QQ, and other social media.

Current eWOM research is more about evaluating how users interact with eWOM on social
media. Research (Kapoor et al., 2019) uses variable source credibility, brand attitude, message
credibility, and intention to purchase. Research (Gvili & Levy, 2018) uses Social Capital variables:
Bonding Bridging, Credibility, Channel Type, Attitude toward eWOM, and eWOM Engagement:
Receive, Send. Research (Biihler et al., 2017) uses variables of social media stimulus, social media
experience, and trust. The study (Aghakhani et al., 2016) used Image Building, Tie Strength,
Engagement, Affective Attitude, and Implicit eWOM adoption variables. Research (Hsu et al., 2016)
uses Sense of Virtual Community, Normative Influence, Information Influence, Perceived eWOM
Review Credibility, and eWOM Review Adoption variables. Research (Wu et al., 2014) uses the
variable Product attitude, Intention to purchase, Intention to click, Product type, Friends' involvement
with an advertisement, and Ties strength. As well as research (Y. C. Yan et al., 2014) using the variable

message source credibility, message appeal, and eWOM response.
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Several studies have also done the same thing, namely evaluating eWOM on social media Instagram
(Danniswara et al., 2017), Twitter (Chu & Sung, 2015), QQ (Teng et al., 2014), and weChat (Sohaib et
al., 2019; Yang, 2019), As well as evaluations on the website and social eWOM (Erkan & Evans, 2016;
Wang et al., 2018; Q. Yan et al., 2018). Therefore this study very few evaluates information security
awareness in digital marketing but can be related to information security aspects such as several
research variables Source and Message Credibility (Kapoor et al., 2019; Teng et al., 2014), Trust
(Biihler et al., 2017; Sohaib et al., 2019), Information Quality (Danniswara et al., 2017; Erkan & Evans,
2016), Information Credibility (Erkan & Evans, 2016) and Perceived Credibility (Q. Yan et al., 2018).

2.3 Related Research

Very little information security awareness research on MSMEs like (Bada & Nurse, 2019)
conducted an information security awareness review on the Small Medium Enterprise (SME) in the
fields of finance, education, communications and technology, health, transportation, real estate, and
manufacturing (Bada & Nurse, 2019). (Bada & Nurse, 2019) The London Digital Security Center
(LDSC) oversees SME information security awareness through workshops for 3 to 6 months. It is best
to (Bada & Nurse, 2019) conduct an evaluation of the existing MSMEs, then only carry out a guard
against information security awareness. It aims to make it easier to provide an overview of the problems
faced by the SME. Meanwhile, (Lejaka et al., 2019) conducted a review and identified a framework for
information security awareness in SMME. (Lejaka et al., 2019) conducted research in South Africa and
produced the components needed for cybersecurity awareness research. Therefore, information security
awareness research is currently limited to the review and identification of information security

awareness 1n certain cases.

Some studies are more likely to evaluate information awareness, but not at MSMEs such as research
(Ahmad et al., 2019) evaluating information security awareness of parents of students in Malaysia. The
research is limited to parents of students in public schools, so that it has not been able to provide
generalization results for parents of students in Malaysia. However, this research has revealed that

parents' information security awareness is of a moderate level.

Some studies also evaluate information security awareness at the university level as conducted by
(Gkioulos et al., 2017; Zeki & Hamid, 2016). Respondents (Zeki & Hamid, 2016) are postgraduate
students, while (Gkioulos et al., 2017) are students born in 1987-1997. Both studies are equally
concerned with aspects of the use of information and communication technology in everyday life. (Zeki
& Hamid, 2016) evaluates information security awareness on the use of information systems while
(Gkioulos et al., 2017) on the use of mobile devices. (Zeki & Hamid, 2016) and (Gkioulos et al., 2017)
did not provide information security awareness levels in their research. So, it is not known what the

results of the evaluation of the level of information security awareness in the study.
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(Alotaibi et al., 2017) also conduct information security evaluations of people in Saudi Arabia
with criteria of age 18 years and above, because they want to focus on how the results of evaluating
information security awareness in adults. This research succeeded in identifying the information

security awareness of the community, but it was not stated in terms of level.

Some cybersecurity awareness studies are also conducted in Indonesia but not at MSMEs,
such as Research (Destya, 2018), conducting a review of the RBS (Risky Behavior Scale) model, CBS
(Conservative Behavior Scale), and EOS (Exposure Offense Scale). The research will be applied at
Yogyakarta Amikom University to get the results of the review. Research (Akraman et al., 2018) and
(ULTA, 2018) conducted an information security awareness evaluation on smartphone users at the
general and university level. They use information security awareness measurement scales from
(Kruger & Kearney, 2006) and Knowledge, Attitude, and Behavior (KAB) instruments. However, what
is different from their research is the findings of the study, namely (Akraman et al., 2018) describing
the results of each evaluation on the KAB instrument while (ULTA, 2018) provides information about
the effect on each KAB instrument. The KAB instrument successfully found the security awareness of
the user's information on the smartphone. However, some studies evaluate information security
awareness using instruments from research results (Parsons et al., 2017). (Parsons et al., 2017) said that
the Hais-Q instrument had been developed and refined for various populations including students, the
general public as well as government and financial institutions. Several studies using Hais-Q are the
collaboration of Hais-Q and HEXACO (Maulidha, 2018), a review of ISO 27001 collaboration, our
index, and Hais-Q (Budi & Tarigan, 2018) and the collaboration of Hais-Q and Our Index
(Puspitaningrum et al., 2018). Based on research (Budi & Tarigan, 2018; Maulidha, 2018;
Puspitaningrum et al., 2018), the Hais-Q instrument can provide an overall picture of information

security awareness for users.

This study will use the Hais-Q instrument based on recommendations from (Budi & Tarigan,
2018; Maulidha, 2018; Puspitaningrum et al., 2018). Nevertheless, this research is different from
(Puspitaningrum et al., 2018), they evaluated information security awareness at the ministry of
communication and informatics as well as the Directorate General of Resources and Equipment of Post
and Information Technology, while this research was to MSMEs where this case study had no research
focused on MSMEs what else in Indonesia. Existing research is still limited to reviewing and monitoring
the results of information security awareness training (Bada & Nurse, 2019; Lejaka et al., 2019).
Furthermore, the use of information security awareness levels (Kruger & Kearney, 2006) to measure

the level of information security awareness at MSME:s.
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Figure 6. Theoretical Framework
3. Analysis and Discussion
3.1 Demographics of Respondents
This research experienced problems in gathering respondents; we have tried to collect data optimally
by distributing questionnaires online. The questionnaire has been distributed on various social media.
Karis until now only filled by 17 respondents. The following is a general description of the respondent's

profile.

Lokasi Usaha/UMKM

Suwat Gianyar

Pemalang

Padang
Kampar Riau

Jambi

R e e e e e

Banda Aceh

Figure 3. Distribution of MSME locations
The dominant respondents came from the city of Pekanbaru based on Figure 3. Distribution of MSME
locations.
Apakah terdapat

penggunaan IT untuk
membantu usahaf/UMKM

Ya [ seperti:___ [

Tidak ada

Figure 4. The use of IT in MSMEs
However, the use of IT is beneficial for the efforts of MSMESs based on Figure 4.
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Figure 5. MSME:s are under cyber attack
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According to table 5, invalid variables,
namely K15, K17, K9, K13, K1, and K2.

Table 13. The validity of Attitude variable
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sandi tion akun Sig. (2- »
pekerjaan tailed) saya 9
dengan
rekan sejawat N 00 [ Valid
[B2] Jika Pearson email
dari Correla pengirim tion | .31
yang tidak Sig. (2- dikenal
tailed) terlihat 4
menarik, saya
.22
mengklik link N di
dalam email 0
tersebut not Valid
[B3] Saya Pearson
mengunduh Correla file| .24
apa pun tion 9
ke komputer Sig. (2- kerja
saya tailed) yang akan 33
membantu ;
N 6 not Valid
mAANnUIA lacail A
[B4] Ketika  Pearson
mengakses Correla| .42
internet di tion 5
saya tailed) .08
mengunjungi 9 not Valid
[B5] Saya Pearson tidak
secara Correla teratur 48
tion meninjau Sig. (2- .
pengaturan tailed) privasi &
akun
media sosial N 04 Valid
Q
[B6] Saya Pearson
memposting Correla .58 203
apa pun yang tion x
:eayz.a inginkan Sig. (2- Valid
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Su
m
of Justifica
Behavior variable scal | tion
pekerjaan
saya di media N 17
[B7] Ketika Pearson
bekerja di Correla .83
tempat tion umum, saya | ..
Sig. (2- meninggalka
tailed)
.00 .
n laptop saya Valid
[a]
[B8] Saya Pearson
mengirim file Correla 64
kerja yang tion rahasia | 2,
Sig. (2- menggunakan 1
tailed) jaringan Wi-
Fi umum. N .00 | Valid
[B9] Saya Pearson
meninggalka Correla n 84
cetakan tion dokumen .
Sig. (2- rahasia di tailed) Y
meja saya
.00
ketika tid .
berada diah 0 Valid
[B10] Jika Pearson rekan
sejawat Correla 71
mengabaikan tion ”
aturan Sig. (2- 1
keamanan, tailed) saya
tidak 00
akan 1
mengambil N Valid
[B11] Saya Pearson
menggunakan Correla .49
kata sandi tion yang .
berbeda Sig. (2- untuk 4
akun tailed) media
sosial
04 1 valid
dan pekerjaan N 4
[B12] Saya Pearson
menggunakan
&8 Correla 87 Valid
Lanmrlhinnan: E PPV

Behavior variable
huruf, angka, Sig. (2-

dan simbol tailed)

dalam kata
sandi akun

sistem

informasi
thau aplikasi yang

berkaitan
[B13] Saya Pearson tidak

selalu Correla mengklik
link tion dalam email
Sig. (2- hanya karena
tailed) link berasal

dari

yang saya
[B14] Saya Pearson tidak
Correla membuka tion
lampiran Sig. (2- email
jika tailed) pengirimnya

seseorang N
kenal.

[B15] Saya Pearson
menilai Correla
keamanan tion situs
web Sig. (2- sebelum
tailed) memasukkan

&Qformasi ke N

[Bl-6] Sayé Pearson tidak
Correla memposting
tion

apa pun di Sig. (2-
media sosial tailed)
sebelum

mempertimba
ngkan N

LancaliiAaneci

Su

of
scal

Justifica
tion

.00

.57

.01

Valid

.03

.89

not Valid

.89

9**

.00

Valid

.88

*%

.00

Valid
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Su Based on Table 8, all variables have passed the
specified cut-off value (> 0.8). This means that
m all variables have excellent reliability.
of Justifica
Rahauviar variahla cral | tian Table 14. Reliability each variable
pun yang Variable Cronbach's | Sum of
Alpha Item
[B17] Saya Pearson Knowledge 0.874 21
memastikan Correla| .88 (K)
bahwa orang tion 0" Attitude (4) 0.906 21
lain tidak Sig. (2- dapat Behaviour 0.913 21
melihat tailed) layar 00 (B)
laptop : All (K,A,B) 0.962 63
saya sebelum ° valid D. Information Security Awareness Level
[B18] Ketika Pearson . .
hasil cetakan Correla 88 The purpose of th1§ study is to measure the level of
. information security awareness in MSMEs. The
dokumen tion rahasia 3" number of questions was 63 items with six answer
perlu Sig. (2- dibuang, options in the form of a Likert scale. If each
saya tailed) memastikan respondent answers each question on a scale of 6,
bahwle itu robek 00 the total scale for all questions is 6426.
atau 0 Valid Table 15. Sum of scale each variable
[B19] Saya Pearson Knowledg | Attitud | Behavio | Tota
tidak akan Correla .84 € € r 1
mencolokkan tion USB . 1659 1785 1797 5241
Flash Sig. (2- Drive yang | 1
tailed) ditemukan di So to get the level of awareness from
MSMEs are:
tempat umum 00
ke N 0 5241 o _ .
Valid (6426) X 100% = 81,56%
[B20] Jika Pearson saya
melihat Correla .76
seseorang tion o
bertingkah Sig. (2- 2 Baseqt on Table 2,. thftﬁevgl()(())t;) in{ormation
: . security awareness is at the stage.
mencurigaka tailed) HoweV};:r, this result cannot be geniralized
n di tempat .00 because the number of respondents did not
meet the target to generalize the results.
kerja, saya 0
. Valid 4. Discussion
[B21] Jika Pearson saya .
?::22; rcrgr:::]a |Sri1;|.d;e2n_ 88 This researc;h has flaws in terms of aspects of
o ** data collection, namely the number of
saya akan tailed) 3 respondents, only 17 of the 384 respondents
melaporkann needed. However, based on data processing
.- N Valid done, such as validity, reliability, and

normality in general, get good results.
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When testing the validity, only a few variables are invalid, such as K15, K17, K9, K13, K1, K2, A12,
Al, A2, B2, B3, B4, and B14. Overall valid variable items are 79.4%. In contrast, the reliability of each
variable K, A, and B is reliable. Nevertheless, for the data normality test, only the Attitude (A) variable
has not been typical.

5. Recommendations

Based on research data, recommendations are focused on passwords, internet access, file sharing,
and e-mail. This is because respondents experienced severe problems with this. The use of passwords
should be limited to social media and activities. The password is one of the benchmarks; if we neglect
to pay attention to it will be fatal. It is recommended that recommendations from each application, for
example, use a combination of letters, numbers, and symbols.

If the use of the internet is one of the main activities, we should ensure that every website, we visit
is safe from viruses or malware. We recommend that we use an antivirus that always updates virus
definition, especially those that can prevent viruses or malware from interacting on the internet. If we
are in the public room, for example, café, wi-fi areas and so on, we should make sure the environment
is safe. However, if we do not know that the environment is safe, but we are forced to work there, it
would be nice to use a VPN (Virtual Private Network). The use of a VPN minimizes the occurrence of
hacker attacks, but the use of antivirus must always be ensured always to update the virus definition.

Phishing threatens email users, especially businesspeople. Therefore, some things that need to be
known to avoid these phishing attacks are alert. Make sure we do not open any incoming e-mail,
especially e-mails and e- mail attachments. If the email is sourced from a client or a customer, we should
first confirm with the client.

6. Conclusions

Information security awareness is critical in the current era of information technology. Every IT
actor must always evaluate information security awareness. Vigilance is the key to preventing the
emergence of information security threats.

This study evaluates MSMEs in Indonesia but is constrained by the number of MSMEs
participating. There were 384 MSMESs needed, but only 17 were collected—data processing using these
data resulted in a reasonably good test on reliability, validity, and normality. When assessing the
validity, only a few variables are invalid, such as K15, K17, K9, K13, K1, K2, A12, Al, A2, B2, B3,
B4, and B14. Overall valid variable items are 79.4%. In comparison, the reliability of each variable K,
A, and B is dependable. However, for the data normality test, only the Attitude (A) variable has not
been standard. The development of this research is very much expected, especially from data collection,
because this study was only able to get 17 respondents.
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