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1. Introduction 

In the early March 2020, several countries started to declare a stringent lockdown to practice social distancing and 

prevent the spread of novel coronavirus (COVID-19) infections [1]. In Malaysia, the government has enforced the 

Movement Control Order (MCO) due to this pandemic, which began on 18th March 2020. The implementation of the 

MCO was a restrictive activity order under the Prevention and Control of Infectious Diseases Act 1988, the Police Act 

1967, and the Prevention and Control of Infectious Diseases (Measures Within Infected Local Areas) (National Recovery 

Plan) Regulations 2021. To date, the Malaysian government has implemented three levels of the Movement Control 

Order (MCO), consisting of the Movement Control Order (MCO), the Conditional Movement Control Order (CMCO), 

the Recovery Movement Control Order (RMCO), and the Enhanced Movement Control Order (EMCO) before changing 

to the National Recovery Plan [2]. During the MCO, the government controlled the people by prohibiting mass 

movements and gatherings across the country, as well as the closure of most government and private premises, except 

those involved in essential services (The Malaysian National Security Council). Following the implementation of the 

MCO, all Malaysians were instructed primarily to stay indoors. Other restrictions imposed included the prohibition of 

mass gatherings, compulsory health screening and quarantine for Malaysians coming from abroad, restrictions on 

foreigners entering the country, and the closure of all facilities except primary and essential services such as health 

services, water, electricity, telecommunication, and food supply companies [3].  

The movement restriction was also implemented by other countries globally as a precautionary step to stop the 

spread of the COVID-19 virus starting in March 2020. Most countries struggled initially to manage the pandemic with 

fast responses to mitigate the effects of COVID-19. The use of digital technology and its applications has helped 

governments to manage health care facilities during pandemic, health care surveillance, rapid testing to symptomatic 
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patients, contact tracing, quarantine facilities and procedure, and managing the pandemic planning. South Korea, for 

instance, managed to flatten their incidence curve with the help of digital technologies [4]. South Korea gathered all the 

important information before crafting their policies on pandemic planning using  security camera footage, facial 

recognition technology, bank card records, and global positioning system (GPS) data from vehicles and mobile phones to 

provide real-time data and detailed timelines of people’s travels [5]. On the other hand, Singapore employed the 

Bluetooth technology by launching a mobile phone application that exchanges short-distance Bluetooth signals when 

individuals are in proximity to each other. This application captured all the data and stored in respective individual’s 

mobile phone for 21 days. If an individual is diagnosed with COVID-19, Singapore’s Ministry of Health would access 

the data to identify contacts of the infected person [6]. Similarly, Malaysia also came up with the mobile application viz 

MySejahtera to gather all the information for contact tracing and surveillance. Taiwan initiated health checks for airline 

travellers from Wuhan, integrating data from immigration records with its centralised, real-time national health insurance 

database as soon as they received information about the outbreak that occurred in Wuhan province, China [7]. South 

Korea, Singapore, and Taiwan are examples of successful countries that have adopted and integrated digital technologies 

for pandemic planning, surveillance, testing, contact tracing, quarantine, and health care.  

As a local authority in Malaysia that provides services to the livestock industry and the welfare and well-being of all 

animals, the Department of Veterinary Services (DVS) planned a protocol and method to accommodate our stakeholders, 

such as farmers, the food industry, pet clinics, and others, to obtain an exception in the MCO. It involved manually 

inserting document forms and obtaining approval at the local office before transitioning to a simpler and more user-

friendly online system. Figure 1 shows the workflow of the manual process to obtain an approval letter from the DVS. 

From the previous approval processes, some problems arose; thus, alternative ways were sought to make the process 

more efficient and effective. Some weaknesses or issues have arisen from the manual system, such as application crashes 

or data loss, distance limitations, limited time for submission (depending on the premises’ operation hours), real-time 

data lags, and reporting issues. In designing a solution to these issues, a new system should consider important criteria 

such as easy access for all users, real-time or up-to-date information, rapid adaptability, and easy maintenance or simple 

alteration, which could provide a standard report data for the entire country. To date, there has been no system for the 

entire country to monitor and provide approval to farmers or the livestock industry to move or access their premises 

throughout the MCO period. Thus, there was a mounting need to design a simple and user-friendly application that could 

enhance the approval process. Hence, this study aims to improvise the traceability system by adopting QR code 

technologies to expedite the validation and authentication process.   

 

 

Fig. 1 - Manual application process 

 

2. Illustrations 

For system development, agile approaches were used because stakeholders’ involvement was emphasised. This 

helped teams execute work more efficiently while delivering the highest quality product within budget constraints [8], 

and a QR code was added to the system for each approval letter’s traceability and security. The QR code technology 

allows an easier way to retrieve farmers’ information through checking and verifying it in this system. Previous studies 
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have shown that QR technologies are able to retrieve real-time data easily [9,10]. An online system was developed by 

DVS through in-house development. This system is divided into three main parts: registration from farm users; 

verification from local subdistrict or regional veterinary authorities for verifying the information; and approval by the 

Veterinary District Headquarters. Each part has a user restriction level to access the system. Moreover, two more types 

of user level are in place, which involve the Department of Veterinary Services Malaysia Putrajaya (Main 

Headquarters) to check daily and total approval records for the entire country and the Enforcement user level to check 

approval letters at checkpoints or roadblocks. 

This real-time centralised database was created using a basic programming language such as HTML, PHP, CSS, 

and SQL. The database is collected on a server with the UNIX operating system and the MySQL database installed. 

The system uses a simple interface and a simple guide to help all users. A simple world-wide web (WWW) user 

interface was developed using common gateway interface (CGI) scripts written in the PHP language. The rationale for 

this approach was to simplify what users needed to do to access the data. The system was made to be user-friendly for 

the interface and mobile-view friendly so that it can be accessed across devices. This online application involves a 

combination of computer languages used for the front-end and back-end systems. The front-end uses an interactive and 

easy-to-understand GUI. At the same time, the system process that takes place in the back-end involves some scripting 

for the data migration from and to the database. This application uses a database that is simple to maintain and can 

store, process, and retrieve data to satisfy the users’ needs. Besides that, this integrated system receives information 

about the farmer’s industry from the DVS epermit2 system that contains details such as premises, owners, and animal 

registrations [11].  

 

2.1 Architecture of System   

 

Fig. 2 - Web Application Architecture 

Fig. 2 shows the architecture of the system. It consists of 2 tiers (front-end and back-end). The front-end focuses on 

the look and feel of the website utilised by web users. Users will make a request through a web-based graphical user 

interface (GUI) developed using HTML, CSS, and JavaScript. The front-end will retrieve the data from the back-end 

and submit it to the users in the front-end. In the development of this system, bootstrap was used to design a responsive, 

interactive, and user-friendly GUI. Bootstrap is the most popular open-source front-end framework for interactive web 

design, mobile-first web, and application development. It mainly works on a grid structure with the use of rows and 

columns to create page designs and supports all browsers on multiple platforms. By using bootstrap, it delivers the 

appropriate user experience to the correct device. The back-end focuses on the file system and database used to make 

the front-end possible. It consists of a server, a file system, and a database. PHP and MySQL are used to make the 

server, the file system, and the database communicate with each other. The combination “PHP and MySQL” has more 

coverage in a web search, providing more than 4 million results on a Google search, which means more tutorials, 

forums, assistance, and problem solving. [12]. 
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2.2 Application development 

The application was developed on a computer using Windows 10 installed with the XAMMP version 7.1.29 

software. XAMPP is an open-source software programme developed by Apache Friends. The XAMPP 7.1.29 software 

package contains Apache distributions for Apache Server, Maria DB, PHP, and Perl, which is basically a local host or a 

local server. The use of XAMPP is to test the clients or websites before uploading data to the remote web server. The 

XAMPP server software provides a suitable environment for testing MySQL, PHP, Apache, and Perl projects on a local 

computer. The application would be developed using the web and database locally before being uploaded to the web 

server for online access [13]. For the server side, CentOS Linux release 7.9.2009 was used, which is also installed with 

PHP 7.2.34, Apache/2.4.6, and MySQL Ver 15.1 with 5.5.68-MariaDB. 

 

3. Results and Discussions 

The system’s concept was presented and approved at a DVS top management meeting on 26 July 2021. Selangor 
state was chosen as the pioneer to use this system. A one-month period was allocated for implementing the system, so 
that improvements could be made before it could be widely implemented across the country. For all processes, all users, 
including the general public and staff, were directed to the URL http://eternak.dvs.gov.my/. The front page of the system 
is shown in Figure 3, which consists of some details of the system such as status check (Semakan), manual for the user 
(Panduan), registration page (Pendaftaran), and Frequently Ask Questions (FAQ). The interface was created clearly for 
the users. There was also a quick response WhatsApp button link to allow users to interact with staff for all inquiries or 
assistance. All information was transferred to farmers and the industry in all Malaysian states through blast platforms 
such as emails, WhatsApp groups, and the official website. 

 

 

Fig. 3 - Font page of the system 

This system is divided into three main categories as shown in Fig. 4: client registration; verification or approval from 
the local state or district veterinary authority; and the DVS Headquarters that checks daily and total approval records for 
the entire country, as well as the Enforcement level, which will check approval letters at checkpoints or roadblocks. This 
system would generate an approval letter automatically after obtaining approval from the state DVS. The letter was 
available in pdf format and could be downloaded or printed as proof to be used as a permit during the MCO restriction. 
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Furthermore, the letters contained a QR code that could be verified for authenticity and traceability. The QR technology 
also helped enforcement officers validate the letters in an easier and faster manner. The generated letters are shown in 
Figures 5 and 6 below:  

 

Fig. 4 - System workflow 

 

Fig. 5 - Approval letter to the livestock industry 
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Fig. 6 - Approval letter to the farmer or worker 

 

3.1 Evaluation and Approval 

DVS Selangor created seven users for its district officers (Fig. 7) to check all applications received based on locality 
to verify farm information. Moreover, DVS Selangor also created two state admins who could monitor and approve the 
supporting letters. Since the system was linked to epermit2, the process of verification and approval was made easier. All 
new applications would be notified to the district officers by email and would appear on their desktop (Fig. 8). Through 
this integration, the system would receive all of the essential information for verification. The continuous information 
would assist state officers in obtaining the necessary information for approval at the appropriate level (Fig. 9). 

 

Fig. 7 - Nine districts at Selangor State 
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Fig. 8 - DVS User Dashboard 

 

Fig. 9 - Approval by Authority (DVS) 
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3.2 Reporting 

Process status reporting would be generated as soon as the process is completed. In the beginning, the report could 
be exported to an Excel sheet for further processing, such as generating charts and tables according to evaluation 
categories. The reason was to ascertain the end format for reporting purposes so that it could be standardised and 
developed into the system. An example is shown in Figure 10. In the first month of the testing period, 70 applications 
were received by Selangor state officers. From the total, 56 applications were approved while others were rejected (9 
applications) or pending approval (5 applications). 

 

 

Fig. 10 - Approval status by Authority (DVS) 

According to the approval record, the process only took three days from application submission to completion, which 
was significantly faster than the previous manual process. Nonetheless, instances were unsuccessful due to insufficient 
data or a lack of information at the district level. 

4. Conclusion 

In conclusion, this application is expected to replace the old manual application that had been used in Malaysian 
states, as it is much easier and more effective compared to the manual form. Indeed, it also contributed to more efficient 
response time to serve all stakeholders within reasonable time frame. Using this application, the flow and format for 
applying the exclusion to movement during the pandemic period can be standardised. By doing this, DVS clients will 
receive the same information and obtain standard approval letters. The full online procedure helps clients and DVS users 
throughout the process, regardless of location and time. The notification system will help officers be more alert with 
updates. The centralised database ensures data availability and traceability, as well as collects all the information for 
reporting purposes. All collected information is stored and can be used for monitoring or further analysis, enabling the 
DVS to conduct monitoring more efficiently. Presently, this system is on hold due to the termination of the MCO, but it 
may be used again if needed.  
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