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Deep-learning-based diagnosis of skin cancer is now at the 
dermatologist level, yet further challenges remain in its application in 
practice: lack of generalization between institutions, lack of confidence 
in estimates, and lack of transparency in decision-making. This paper 
presents and tests an explainable deep learning model that utilizes a 
Bayesian uncertainty quantification to facilitate automatic skin cancer 
diagnosis from multi-institutional dermoscopic images. The framework 
combines data harmonization, transfer learning for convolutional 
features extraction, Monte Carlo Dropout for uncertainty estimation, 
and Grad-CAM for visual explainability, enhancing the robustness, 
reliability, and interpretability. A comprehensive experimental 
evaluation showed that the proposed approach outperforms CNN 
baselines in terms of accuracy, sensitivity, specificity, and AUC, and that 
the performance drop with cross-institutional domain shift was less 
than that of CNN baselines. Uncertainty-sensitive deferral strategies 
enhanced confidence in the diagnosis of high-confidence cases, and 
calibration analysis showed good calibration in the probabilistic 
prediction. Visual attribution analysis confirmed stable patterns of 
attention to lesions, ensuring an agreement between clinicians' beliefs 
and transparent human-AI interaction. To conclude, the results indicate 
the need for a common framework for explainability, uncertainty 
quantification, calibration, and cross-institutional testing as a crucial 
step toward clinicians' safety and reliability when using AI for the 
diagnosis of skin cancers. 
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1. Introduction 

Skin cancer was one of the most common and increasing malignancies around the world, and early diagnosis and 
identification were very crucial in reducing morbidity and mortality. One of the reasons was that dermoscopic 
images became more widely available and deep learning algorithms were developed at the same time, which had 
entirely altered the automated analysis of skin lesions, enabling the high-quality classification of harmful and non-
harmful lesions [1]. However, in spite of the improvement in performance, applying the deep learning-based 
diagnostic systems to the real world remained challenging due to the problems of overall generalizability of the 
system across hospitals, the consistency of model confidence, and the lack of explicit decision-making processes 
[2]. These challenges have led to the study of explainable deep learning models and uncertainty quantification for 
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the skin cancer diagnosis with the aim of creating secure, dependable, and clinically viable AI-aided diagnostic 
systems [3]. 

Previous studies have shown that CNNs could achieve dermatologist-level performance in skin cancer 
detection in controlled lab settings [4]. Big data dermoscopy and global benchmarking programs were used to 
boost automated lesion analysis. However, most of the current systems are designed and tested with single-source 
data or randomly partitioned data, and in practice, they are often not applicable in heterogeneous clinical 
environments [5]. Furthermore, the current deep learning algorithms produced deterministic predictions, but 
with no quantifiable measure of confidence and without any explanations for the prediction, making them an 
unsuitable choice for safety-critical clinical applications. The lack of these features highlighted the need for the 
development of the Artificial Intelligence platforms that would go beyond the scope of achieving performance 
optimization and towards reliability, interpretability, and cross-institutional strength. 

Convolutional neural networks (CNNs) in particular and deep learning approaches have been in a craze in 
automated feature extraction and lesion segmentation of dermoscopic images. The models were found to be very 
effective in visualizing complex images, which are, in most cases, related to malignant and benign skin lesions, 
rather than the conventional handmade feature-based models [6]. The scalability of deep learning to train the 
large-capacity models and large amounts of data of dermoscopic cases enabled them to be used with higher 
diagnostic capabilities. However, these models were also susceptible to changes in data distribution, and when 
applied to data from other institutions, some of these models tended to be degenerate, and this was still the 
generalization and strength problem [7]. 

In risk management of diagnostic decisions, clinical decision-making, consistency of the model prediction, and 
availability of uncertainty measures were key factors. Deterministic deep learning models could not give any 
information about how confident they are in their predictions, which could lead to overconfident errors in unclear 
and out-of-distribution problems. The measurement of epistemic uncertainty, and therefore making decisions 
with confidence, was a more popular research agenda, using Bayesian deep learning and probabilistic inferences 
[8]. The uncertainty estimation mechanisms allowed the automated systems to identify cases with low confidence 
and to escalate such cases to the experts, leading to safer human-AI interactions for medical diagnostic processes. 

The lack of interpretability of deep learning diagnostic systems was a huge barrier to clinical adoption. The 
clinicians had to have a clear-cut reason to decide if the automated predictions were based on clinically relevant 
visual cues or spurious correlations. Being able to understand how models make their decisions, explainable 
artificial intelligence methods, including visual attribution mapping and feature-level explanation methods, were 
created [9]. Explainable models enhanced clinically significant areas in dermoscopic images, which promoted 
interpretability, accountability, and trust, which were needed to incorporate AI systems into the regular practice 
of dermatology. 

This research was inspired by the lack of a unified framework of solutions that can simultaneously address 
performance, uncertainty, and explanation problems, which is needed for transferability across institutions, 
confidence-based decision making, and transparent explanation [10]. To address these limitations, this paper 
developed a single explainable deep learning (DL) model to automatically diagnose skin cancer from multi-
institutional dermoscopic images, presented a novel approach using Bayesian uncertainty quantification to assist 
physicians in making decisions based on model confidence and enabled safer human-ai interaction, and 
systematically cross-institutional generalization to assess model robustness to domain shift, and explored the 
calibration and interpretability of the model to improve the trustworthiness and clinical meaningfulness of AI-
driven skin cancer diagnosis. The specific objectives of this research are outlined as follows: 

• To develop an explainable deep learning framework for automated skin cancer diagnosis using multi-
institutional dermoscopic data. 

• To incorporate uncertainty quantification for improving the reliability and safety of AI-based 
diagnostic decisions. 

• To evaluate the generalization performance of the proposed framework under cross-institutional 
domain shift. 

• To assess the calibration and trustworthiness of probabilistic predictions in a clinical decision-

support context.  

2. Literature Review 

This section reviewed past deep learning-based research in skin cancer diagnosis, such as comparing the 
performance of deep-learning models with that of clinicians, the use of large-scale multi-institutional dermoscopic 
databases, and recent uncertainty-aware and explainable AI results. The framework was reviewed in the context 
of the overall history of automated dermatological decision support systems and put forward current 
methodological trends that would be pertinent to clinical implementation. 
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2.1 Deep Learning for Skin Cancer Diagnosis and Clinical-Level Performance 

The original literature indicates that deep convolutional neural networks (CNNs) have become as effective as 
dermatologists for skin cancer classification. Esteva et al. developed a deep learning approach trained on a large 
amount of dermoscopic and clinical images and achieved performance results similar to board-certified 
dermatologists [11]. Similarly, Haenssle et al. conducted a large reader study and showed that a CNN surpassed 
the majority of the dermatologists who participated in the melanoma recognition study [12]. Moreover, Brinker 
et al. noted that deep learning models performed better than most dermatologists in the head-to-head 
classification task, demonstrating the level of development of automated diagnostic systems [13]..  

Additionally, comparisons between human professionals and AI-based models provided further empirical 
evidence of the clinical potential of these techniques. Tschandl et al. compared machine learning algorithms with 
human readers in a cross-national open environment and found that in some cases the machine learning 
algorithms outperformed human readers and that they could perform on a comparable level [14]. Han et al. 
demonstrated the use of AI systems to enhance dermatologists' decision-making in skin cancer diagnosis and 
treatment by predicting treatments for various skin diseases [15]. All these studies confirmed that deep learning 
models are effective in the diagnosis of dermatological diseases. 

2.2 Multi-Institutional Dermoscopic Datasets and Generalization Challenges 

The development of big and heterogeneous dermoscopic datasets played an important role in the study of skin 
lesion classification. The massive multi-source dataset of dermoscopic images, HAM10000, provided by the 
authors allowed us to build standardized classification models [16]. Similarly, the International Skin Imaging 
Collaboration (ISIC) released large datasets of skin lesions for comparison of machine learning models [17]. 
Cassidy et al. have done an in-depth analysis of the ISIC datasets and made recommendations about the usage of 
the datasets, the biases, and benchmarking procedures [5]. 

While there is ample data, there were studies showing problems with class imbalance, bias of the data sets, 
and poorer generalization across acquisition conditions. Nguyen et al. employed soft attention to tackle class 
imbalance and showed that it attained better performance for minority lesion classes [18]. He et al. proposed deep 
metric attention learning to enhance discriminative feature learning in dermoscopic images [19]. Gouda et al. [20] 
and Naqvi et al. [21] examined different deep learning architectures and identified the current challenges in model 
performance under real-world variability. The results highlighted a need for domain-specific models and inter-
institutional validation for clinical deployment [21]. 

2.3 Uncertainty Quantification and Explainable AI in Skin Lesion Analysis 

Uncertainty quantification and explainability started to receive increasing attention, and attention was given to 
the issue to make deep learning-based diagnostic systems more credible in recent studies. Abdar et al. proposed 
a Bayesian deep learning model to quantify uncertainty in skin cancer classification and showed that predictions 
with uncertainty gave a better level of reliability in the decision-making process [22]. Tabarisaadi et al. presented 
a method for skin cancer detection using uncertainty measures and highlighted the importance of modelling the 
uncertainty of prediction in high-risk clinical applications [23]. Shamsi et al. also presented an uncertainty-aware 
deep learning method and demonstrated its ability to enhance the reliability of diagnosis in ambiguous input 
scenarios [24]. 

Explainable Artificial Intelligence (XAI) techniques were also used for dermatological imaging, similar to 
uncertainty modeling [25]. The explainable deep learning frameworks with uncertainty estimation gave a more 
interpretable result with comparable accuracy in classification [25]. A systematic review by Hauser et al. pointed 
out that transparency is critical for clinical acceptance of AI systems [26]. Attallah and Munjal et al. proposed deep 
learning models that included feature selection and visual explanation mechanisms to improve the trust of the 
clinicians [27, 28]. Moreover, Ray et al. gave an extensive summary of the recent advances in skin cancer 
classification methods and highlighted the following promising avenues for future research: performance, 
interpretability, and reliability [29]. 

2.4 Identified Research Gaps 

Although the advances made in the area of deep learning-based skin cancer diagnosis were significant, there were 
still a number of significant gaps in existing literature that hampered safe and scalable clinical implementation of 
AI-based diagnostic systems. The following research gaps were uncovered from the systematic review of the 
earlier studies: 

• Limited Integration of Explainability and Uncertainty Quantification: Most of the existing research 
focused on improving the precision of a classification, or uncertainty quantification/explainability 
was not integrated into the classification. Few frameworks are integrated that can explain AI and 
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quantify uncertainty in one diagnostic pipeline, to limit clinical interpretability and safety of 
automated predictions. 

• Inadequate Cross-Institutional Generalization Evaluation: The percentage of previous studies was 
high and evaluated the model performance with single-source or randomly split datasets, but not 
representative of the real-life deployment conditions. Extensive cross-institutional validation to 
determine the strength of the shift of domains was under-researched. 

• Other studies produced high accuracy of the classification without calibration analysis and without 
providing the reliability and confidence of probabilities. The limitation of the clinical utility of the 
predicted probabilities to risk-aware decision-making was due to the absence of calibration 
assessment. 

• Low-Confidence and Ambiguous Cases: Current systems of diagnosis tend to make deterministic 
predictions without any uncertainty or ambiguity detection mechanism. Uncertainty-aware deferral 
plans were not available to enable human supervision in high-risk clinical processes. 

• There was less attention paid to the interpretability, uncertainty, and reliability, as these issues were 
not studied in conjunction to boost levels of clinician trust and thus facilitate responsible deployment 
of AI systems into the daily workflow of dermatologists. 

• To achieve these gaps in the greatest possible way, such a holistic construction was required in order 
to achieve the diagnostic performance, uncertainty-conscious reliability, cross-institutional 
soundness, and explainability. The proposed study was to fill these gaps by introducing and validating 
an integrated explainable deep learning model with uncertainty measures on multi-institutional 
dermoscopic data, and thus, make AI prepared to support skin cancer diagnosis in a more 
translational manner. 

3. Proposed Methodology 

This study presented and tested a clarified deep learning framework for automated detection of skin cancer with 
uncertainty quantification using a multi-center dermoscopic picture dataset. The methodology involved 
standardized data harmonization, deep convolutional feature learning, Bayesian uncertainty modeling, and post-
hoc explainability, which enabled the clinical relevance, transparency, and effectiveness of its predictions, even in 
the presence of multi-modal clinical data. The overall design has been designed to compensate for the diversity of 
the domain, the confidence of the predictions as a whole, and their interpretability, which are the main challenges 
for the successful use of the AI-based diagnostic systems in the field of dermatology. 

 

Fig. 1 Conceptual framework of the proposed system 

This pipeline facilitated the precision of model predictions and made them interpretable, and possessed 
quantified predictive uncertainty. To optimize the classification goal, the categorical cross-entropy loss function 
was minimized as follows: 

ℒ𝐶𝐸 = −∑ ∑ 𝑦𝑖,𝑐
𝐶

𝑐=1

𝑁

𝑖=1
log(𝑦̂𝑖,𝑐)                                                                                    (1) 

 
Where yi,crepresents the ground-truth label and ŷi,cdenotes the predicted probability for class c. Monte Carlo 
sampling was applied to provide estimates of uncertainty in the model, and hence, predictions were amenable to 
epistemic interpretation that made the clinical decision more reliable. 
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3.1 Data Acquisition and Preprocessing 

To represent various imaging contexts, patient characteristics and prevalence of disease, dermoscopic images 
were sampled from publicly available and institutionalized data sets. The datasets were additionally harmonized 
to decrease inter-institutional area shift. All the images were resized to a fixed resolution and channel-wise mean 
and standard deviation normalized. Various data augmentation techniques were used to reduce overfitting and 
class imbalance, such as random rotations, horizontal flips, contrast adjustments, and elastic deformations. The 
techniques used in the removal of artifacts were used to diminish noise due to hair occlusion, lighting changes, 
and imaging devices. 

3.2 Deep Learning-Based Feature Extraction and Classification 

Derma images were automatically processed for features using a convolutional neural network (CNN) backbone. 
The optimal network parameters were determined using the technique of backpropagation, in which the change 
of weight was the next step: 

𝜃𝑡+1 = 𝜃𝑡 − 𝜂∇𝜃ℒ𝐶𝐸                                                                                     (2) 

 
Here, the parameters of the network are denoted as θ, and the learning rate as η. Finally, large-scale databases 

of medical and natural images were used to obtain pre-trained weights, and then these weights were transferred 
to train the target skin lesion dataset. This was an effective method to learn discriminative lesion representations 
with little training time and improved inter-institutional generalization. 

3.3 Model Architecture and Learning Framework 

The proposed diagnostic system uses an architecture of a convolutional neural network (CNN) but with 
uncertainty quantification and explainability modules.. The model is implemented to process dermoscopic images 
using a hierarchical feature-learning pipeline to extract discriminative representations of skin lesions. 
There are several key components in the architecture: 

• The dermoscopic images are resized to a fixed resolution, and this is the Input Layer. 
• Feature Extraction Backbone – a Deep CNN to get high-level visual features. 
• The Classification Layer is a fully connected layer using a softmax activation, which is used to classify 

the lesions. 
• Uncertainty Estimation Module – Monte Carlo Dropout applied during inference to estimate 

uncertainty.  
• Explainability Module – Grad-CAM was used to provide a visualization of discriminative regions that 

contribute to the model's decision. 
 
The complete framework enables reliable prediction while providing a combination of classification 

performance, uncertainty estimation, and interpretability within a single deep learning architecture. 
 

 

Fig. 2 Architecture of the proposed explainable deep learning framework 



J. of Soft Computing and Data Mining Vol. 7 No. 2 (2026) p. 429-446 434 

 

 

Figure 2 illustrates the overall workflow of the proposed explainable deep learning framework, showing the 
sequential process from dermoscopic image preprocessing to CNN-based classification, uncertainty estimation 
using Monte Carlo Dropout, and Grad-CAM-based visual explanation. 

3.4 Uncertainty Quantification using Bayesian Deep Learning 

To model predictive uncertainty, Monte Carlo dropout was added at the inference stage, which allowed 
approximate Bayesian inference. Several stochastic forward passes were done, and the predictive distribution 
was estimated as: 

𝑝(𝑦 ∣ 𝑥) ≈
1

𝑇
∑ 𝑝(𝑦 ∣ 𝑥,

𝑇

𝑡=1
𝜃𝑡)                                                                                    (3) 

 

 
Where Tdenotes the number of Monte Carlo samples and θtrepresents randomly sampled network weights 

induced by dropout.  
Predictive uncertainty was quantified using the variance of model outputs: 

 

Uncertainty(𝑥) =
1

𝑇
∑ (

𝑇

𝑡=1
𝑦̂𝑡 − 𝑦̄)2                                                                                    (4) 

 
 

This probabilistic model was used to find the ambiguous cases in which the model had little confidence, to 
support the risk-conscious clinical decision-making, and to possibly refer to human experts. 

3.5 Explainability through Visual Attribution Mapping 

Gradient-weighted Class Activation Mapping (Grad-CAM) was used to visualize discriminative regions that affect 
model predictions to increase the level of transparency. The localization map of the classes was calculated as: 

𝐿Grad-CAM
𝑐 = ReLU(∑ 𝛼𝑘

𝑐
𝑘

𝐴𝑘)                                                                                    (5) 

 
Where Akdenotes the feature maps of the final convolutional layer and αk

crepresents the importance weight 
of the feature map kfor class c.  

The resulting heatmaps demonstrated clinically important areas of the lesions, and clinicians could use their 
eyes on the heatmap to tell whether the model concentrated on meaningful pathological patterns other than 
spurious background artifacts. 

3.6 Model Evaluation and Cross-Institutional Validation 

The proposed framework was evaluated on stratified cross-validation and cross-institutional tests for testing its 
generalization performance. The performance metrics were accuracy, sensitivity, specificity, F1 score, and area 
under the ROC curve (AUC). Two approaches were explored: confidence-calibrated predictions and uncertainty-
aware deferral, whose predictions were uncertain, and uncertainty-aware predictions were deferred. This 
validation plan was used to make sure the proposed framework was situated well in the center of clinical variation 
and institutional prejudice in the field. 

4. Experimental Setup 

The design of the experimental setup for evaluating explanatory capacity, strength and generalizability of the 
explainable deep learning model for the diagnosis of skin cancer, including the degree of uncertainty was 
presented. The experimental design was aimed to be fair, reproducible and clinically relevant, and to be evaluated 
across multi-institutional and heterogeneous datasets. Training experiments were carefully designed to ensure 
that the experiments were conducted in a controlled environment with standardized partitions of the data, model 
configurations, hyperparameter settings, and evaluation procedures, which allowed for a rigorous evaluation of 
the classification performance and reliability of the uncertainty and high interpretability of the trained models. 
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4.1 Datasets and Multi-Institutional Data Partitioning 

Experiments were performed on the datasets of dermoscopic images gathered in a variety of institutions, as well 
as in public repositories. The various images of skin lesions (benign and malignant) in the datasets were collected 
under different imaging conditions, different acquisition devices and various patient demographics. The data were 
split both within and across institutions and held out across institutions to ensure the closest to real-world 
deployment and cross-domain generalization.  

The dermatoscopic images used in this study were obtained from public image databases like HAM10000, 
ISIC Archive, and PH2. Some dermoscopic images of each of these datasets are presented in Figure 3. 

 

Fig. 3 Representative dermoscopic images of different skin lesion categories, including melanoma, nevus, basal cell 
carcinoma, and keratosis, obtained from publicly available datasets used in this study 

The dermoscopic appearance of the images reveals diversity in color, texture, and the structure of the lesions 
in different categories of skin cancers, as illustrated in Figure 3. The variations show the difficulty of automated 
skin lesion classification and motivate the need for powerful deep learning models that can be trained to learn 
discriminative visual features. The distribution of dermoscopic image classes of the used dataset is depicted in 
Figure 4. 

 

 

Fig. 4 Distribution of skin lesion classes in the dataset 

The entire dataset is dominated by melanocytic nevi, with fewer samples in other classes such as 
dermatofibroma or vascular lesions, as shown in Figure 4. This imbalance may cause the model, or deep learning 
model, to over-represent the majority class. To help reduce this problem, data augmentation and stratified 
sampling methods were used in the model training and in the preprocessing phase. 

Models in the cross-institutional setting were trained on data from sampled institutions and tested on unseen 
institutions to determine how robust they were to domain shift. To ensure that there is a proportional 
representation of the classes of lesions across training, validation, and test sets, stratified sampling was used to 
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address the issue of unbalanced class distribution. To ensure transparency and reproducibility of the 
experimental setup, the dermoscopic data of the experimental setup used in this study are summarized in Table 
1. 

Table 1 Summary of dermoscopic datasets used in the study 

Dataset Number of 
Images 

Lesion 
Classes 

Data Source Purpose in Study 

HAM10000 10,015 7 ISIC Archive 
Primary dermoscopic dataset for 

model training 

ISIC Archive 25,000+ Multiple 
International Skin Imaging 

Collaboration 
External validation and 

additional training samples 

PH2 Dataset 200 2 Pedro Hispano Hospital 
Benchmark dataset for 

evaluation and comparison 

Institutional 
Dataset 

3,000+ Multiple 
Partner clinical 

institutions 
Cross-institutional testing and 

domain shift evaluation 

 
As seen in Table 1, the datasets are a mix of publicly available dermoscopic image repositories and 

institutionally curated data. The multi-dataset approach allowed for a wide range of evaluation of the proposed 
framework in the presence of heterogeneous clinical conditions and different image acquisition scenarios. 

4.2 Implementation Details and Training Configuration 

All experiments were implemented using a deep learning framework and accelerated with a graphics card to 
ensure efficient computations. Transfer learning was used to fine-tune the CNN backbone with initial layers 
pretrained on the original data and additional higher levels being retrained on new data. Minimizing the models 
was done with mini-batch gradient descent with an adaptive optimization algorithm.  

The learning rate, batch size, number of training epochs, and dropout rate were determined by validation 
performance. In particular, EfficientNet-B3, pretrained on ImageNet and fine-tuned with the Adam optimizer, 
learning rate 1×10⁻⁴, decay factor 0.1 every 10 epochs with no improvement, was used as the backbone for the 
CNN. The number of training epochs was up to 100, with a batch size of 32 and early stopping (patience = 10). 
Inference with T = 50 stochastic forward passes was performed with the Monte Carlo Dropout rate set to 0.5. All 
the input images were resized to 224×224. All experiments were performed with NVIDIA A100 GPU (40 GB VRAM) 
and PyTorch 2.0. To prevent overfitting, early stopping was employed by converging the validation loss. To 
improve inter-institutional generalization, regularization methods were implemented, such as weight decay and 
dropout. 

4.3 Baseline Models and Comparative Evaluation 

Some benchmark deep learning models were trained under the same conditions to compare the performance of 
the suggested framework. These baselines were obtained by using standard non-uncertainty and non-
explainability CNNs. Further comparative experiments were done using models that were trained in the absence 
of data harmonization to measure the contribution of preprocessing and domain normalization strategies.  

These baselines were then compared to the results of the proposed model using the standardized evaluation 
metrics to validate the benefits of uncertainty quantification and explainability for predictive reliability and 
clinical trustworthiness. 

4.4 Evaluation Metrics and Performance Assessment 

Various quantitative indicators, including accuracy, sensitivity, specificity, precision, F1-score, and area under the 
receiver operating characteristic curve (AUC), were used to assess the concept of model performance. Their 
importance in reducing the rate of both false-negative and false-positive rates when diagnosing skin cancer was 
emphasized, as they are of clinical significance. The calibration performance was assessed in order to assess the 
reliability of predicted probabilities, particularly in terms of measuring the uncertainty.  

The distributions of the predictive uncertainty and error rates were also explored on sets of high and low 
levels of predictability. To check the significance of the performance difference between the proposed framework 
and the baseline model, statistical significance testing was carried out. 
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4.5 Experimental Protocol for Explainability and Uncertainty Analysis 

To test the explainability module, samples of correct and incorrect classification were used in the production of 
Grad-Cam visualization in multiple institutions. The areas transferred were qualitatively evaluated for consistency 
and clinical relevance to see if the model included the clinically relevant areas of lesions.  
The analysis of decisions under uncertainty was introduced by adding a threshold for confidence to delay any 

prediction with a confidence level below that threshold, as in a human-in-the-loop clinical workflow. The impact 

of uncertainty-driven deferral on overall diagnostic accuracy and error rates was investigated to assess the value 

of uncertainty quantification in risk-aware medical decision-making. 

The key points of the experimental design are summarized in Table 1, from which it can be seen that the strategy 

for partitioning the data, the model configuration, the training parameters, and the evaluation protocols are 

transparent, helping to ensure the experimental setup was repeatable. The following is a good description that 

can be repeated and then compared to models for the proposed framework or benchmarking. 

Table 2 Summary of experimental setup and configuration 

Component Description 

Datasets 
Multi-institutional dermoscopic image datasets from public and curated 
sources 

Data Partitioning Stratified train/validation/test split; cross-institutional hold-out evaluation 

Preprocessing Image resizing, normalization, artifact removal, data augmentation 

Model Backbone CNN with transfer learning from pre-trained weights 

Optimization Strategy Mini-batch gradient descent with adaptive optimizer 

Regularization Dropout, weight decay, and early stopping 

Uncertainty Modeling Monte Carlo Dropout during inference 

Explainability Method Grad-CAM visual attribution mapping 

Evaluation Metrics Accuracy, Sensitivity, Specificity, Precision, F1-score, AUC, ECE, Brier Score 

Validation Protocol Intra-institutional and cross-institutional testing 

Deployment Simulation Uncertainty-based deferral with human-in-the-loop evaluation 

 
In Table 2, the experimental design aimed at systematically assessing not just the performance of 

classification, but also the robustness of generalization, reliability of calibration, decision making that is sensitive 
to uncertainty, and quality of interpretability, as summarized. 

5. Experimental Results 

This section introduced an empirical study demonstrating an explainable deep learning framework for skin cancer 
diagnosis, with uncertainty quantification, across multiple institutions' dermoscopic datasets. The results were 
reported in terms of classification performance, cross-institutional generalization, uncertainty reliability, and 
interpretability quality. The proposed approach was shown to be effective and robust in a comparative analysis 
against baseline models across heterogeneous clinical conditions. 

5.1 Overall Classification Performance 

The framework proposed was quite diagnostic on all evaluation parameters and outperformed the traditional 
deep learning baselines (with no uncertainty modeling and no explainability modules). The procedure of data 
harmonization and transfer learning helped significantly in the generalization of the model between institutions. 

Table 3 presents the overall diagnostic accuracy of the proposed framework relative to the baseline deep 
learning frameworks under the same experimental conditions. The results confirm the benefits of data 
harmonization, transfer learning, uncertainty modeling, and explainability on the classification performance using 
meaningful metrics in clinical practice. 
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Table 3 Overall performance of the proposed framework on the test set 

Model 
Accuracy 

(%) 
Sensitivity 

(%) 
Specificity 

(%) 
F1-score 

(%) 
AUC 

Baseline CNN 87.2 85.6 88.3 86.1 0.921 

CNN + Data Harmonization 89.4 88.1 90.2 88.6 0.941 

CNN + Harmonization + Transfer 
Learning 

91.6 90.4 92.1 91.0 0.958 

Proposed Framework (CNN + 
Uncertainty + Explainability) 

93.2 92.1 93.8 92.9 0.972 

 

As presented in Table 3, the suggested architecture achieved the highest score in all the evaluation metrics 
when compared with the baseline CNN architectures. The harmonization of data and transfer learning assisted in 
gaining significant advantages in accuracy and sensitivity, and uncertainty modeling and explainability helped to 
increase predictive reliability. The above improvement in AUC value is an indication that the proposed model has 
better discriminatory power; it is observed that the model is able to differentiate between malignant and benign 
lesions in a heterogeneous clinical data set. 

In order to further assess the discriminative ability of the proposed framework at different decision 
thresholds, receiver operating characteristic (ROC) analysis was done on the proposed model and the baseline 
CNN variants. The ROC curves show how the true positive rates and the false positive rates change as the 
classification threshold changes. 

 

 

Fig. 5 ROC curves of proposed model vs baseline models 

As illustrated in Figure 5, the proposed framework demonstrated better true positive rates at the same false 
positive rates when compared to the baseline CNN and harmonization-enhanced model, which shows that it has 
better discriminative performance. The stronger the curvature of the ROC plot, the stronger the proposed method 
in relation to the larger space of operation points, which have to be adapted to different levels of clinical risk 
tolerances. The fact that the ROC curve undergoes an increase in area further supports the increased ability to 
separate the classes of lesions, which are malignant and benign. Interestingly, the disparity between the 
performances was greater in low false positive regions, which is important in clinical practice to avoid 
unnecessary biopsies and patients' anxiety. These results justify the use of uncertainty-conscious learning and 
data harmonization for improving the diagnostic reliability of heterogeneous clinical data. 

A confusion matrix was created to explore the proposed framework's classification behavior on the test set, 
with the idea being to observe the distribution of true positives, true negatives, false positives, and false negatives 
in the test set, as shown in Figure 6. 
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Fig. 6 Confusion matrix of the proposed framework on the test dataset 

As illustrated in Figure 6, the proposed framework correctly classified the majority of benign and malignant 
lesions, resulting in high true positive and true negative counts. The relatively small number of false negatives and 
false positives indicates that the model effectively distinguishes between malignant and benign skin lesions, 
supporting the strong diagnostic performance reported in Table 3. 

5.2 Cross-Institutional Generalization Performance 

To assess domain-shift robustness, the proposed model was evaluated on institutionally held-out datasets. It was 
shown that the proposed framework was able to better generalize in comparison with baseline models and, 
therefore, was less sensitive to variations in imaging and institutional biases. To evaluate the strength of the 
proposed framework in the case of domain shift, a cross-domain evaluation protocol was adopted in which the 
framework was trained by the data of multiple sources and tested by data from an external source, which is 
unknown. This was a simulated real-world deployment environment, where diagnostic models are deployed in 
new acquisition environments and new population features. The suggested framework showed significantly 
better generalization test performance on cross-domain testing as compared to the baseline CNN and transfer 
learning-based model, as presented in Table 4. 

Table 4 Cross-institutional evaluation results (train on institutions A+B, test on institution C) 

Model Accuracy (%) 
Sensitivity 

(%) 
Specificity 

(%) 
AUC 

Baseline CNN 81.5 79.3 83.1 0.887 

CNN + Transfer Learning 85.9 84.1 87.0 0.913 

Proposed Framework 89.8 88.5 90.6 0.948 

 

The sensitivity results observed have shown decreased risk of missed malignant cases when compared on 
hidden data distributions, which is vital to clinical safety. There is also an improvement in specificity, which means 
that there is less unnecessary clinical follow-up due to false positives. It is remarkable that the larger AUC of the 
proposed framework is associated with more stable discrimination performance across different decision 
thresholds under distributional shift. These results show that data harmonization and uncertainty-based learning 
can help boost the quality of models beyond the training set. Overall, the results support the suitability of the 
proposed framework to be deployed in hospitals of this type in practice. To evaluate the strength of the proposed 
framework under domain shift, cross-institutional experiments were conducted in which models were trained to 
predict using data from specific institutions and tested on new institutional data. This decrease in performance 
compared to the in-domain measure was analyzed to assess for sensitivity to inter-institutional variation. 

The base CNN—the one that performed the least well on unseen institutional data—is the CNN that yielded 
the lowest diagnostic scores, as shown in Figure 7, and the one that showed the lowest level of resistance to 
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domain shift. The sensitivity to the institutional biases was reduced but not minimized by the introduction of 
transfer learning, but there was still a performance decrease. Contrarily, the proposed framework showed the 
least performance decline, which shows its better generalization capacity in heterogeneous clinical settings. This 
strength can be attributed to the combined effect of the data harmonization, uncertainty-aware learning, and 
regularization approaches, all of which reduced overfitting to the imaging features unique to the institutions. The 
performance degradation was less than expected, indicating that the proposed solution is more likely to be useful 
in the actual implementation, where the variability in the protocols of the acquisition and the number of patients 
cannot be avoided 

 

Fig. 7 Performance drop under cross-institutional shift 

5.3 Uncertainty Quantification and Confidence-Aware Performance 

The predictions of uncertainty allowed for the effective identification of the cases of low confidence. In cases 
where the uncertain predictions were not applied in real-time, but rather postponed to experts to refine, the 
diagnostic accuracy of the automated system was much better, and it paid attention to the clinical value of 
uncertainty modeling. To evaluate the applicability of the uncertainty-aware decision-making, the proposed 
framework was implemented with different values of the confidence thresholds. The impact of the uncertainty-
based triaging on the diagnostic accuracy was systematically explored by selectively withholding predictions that 
were considered to be of low confidence to be reviewed by experts, as summarized in Table 5. 

Table 5 Performance with uncertainty-based deferral strategy 

Confidence Threshold Coverage (%) Accuracy (%) Sensitivity (%) AUC 

No deferral 100 93.2 92.1 0.972 

Moderate threshold 87 95.4 94.8 0.981 

High threshold 72 97.1 96.5 0.989 

 

The results show a clear trade-off between predictive accuracy and diagnostic coverage in uncertainty-based 
deferral. lthough the no-deferral environment gave full coverage, a moderate and high confidence threshold 
yielded progressively better performances in accuracy, sensitivity, and AUC, which indicated that the model was 
more trustworthy in cases with higher confidence. Of interest, sensitivity rose significantly with increased 
stringency of deferral, implying a lower chance of the detection of malignant cases, and this is of vital clinical 
importance in the screening of skin cancer. The findings reported in the increase of AUC also support the 
improvement of discriminative performance in the case of automated decision-making without low-confidence 
cases. These results demonstrate the importance of applying uncertainty quantification to clinical workflows 
when cases with uncertainty can be identified, and redirecting them to expert evaluation rather than automated 
systems alone. It is a secure and more dependable method of applying AI-assisted diagnostic instruments to 
clinical dermatology because of this uncertainty-cognizant approach. To investigate the usefulness of uncertainty-
aware decision making, an experiment was performed to look at the relationship between coverage and accuracy 
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in a trade-off, where the low-confidence predictions were increasingly postponed until they could be corroborated 
by experts. This analysis is compatible with real-life clinical processes of use in which automated systems are in 
existence with human clinicians. 

 

Fig. 8 Accuracy vs coverage trade-off curve 

The results indicated that the higher the reduction of coverage during the diagnostic process, the higher the 
diagnostic accuracy, and as shown in Figure 8, deferral of low-confidence cases to a higher degree provided the 
automated prediction with high reliability in the rest of the cases. This trade-off is used to demonstrate the safety 
benefits of integrating the quantification of uncertainty in clinical decision support systems since high-risk or 
uncertain samples can be sent to experts to conduct additional analysis. The direction of the trend observed 
suggests that the slight reduction in automated coverage instigated disproportionate increases in diagnostic 
reliability that are desired in high-stakes medical situations. With these selective prediction methods, they had to 
be designed to be sensitive to different levels of clinical risks, as a balance between automation efficiency and 
patient safety can be achieved. These results confirm the use of uncertainty-sensitive models for the diagnosis of 
human-in-the-loop systems, as well as the fact that quality of life is a more valuable requirement than blanket 
automation. 

5.4 Calibration Performance and Reliability Analysis 

Calibration of the proposed framework's probabilities was superior to that of the baseline CNN models. The 
percentages of reliability of the empirical results were in relatively good agreement with the "known" percentages 
of confidence as indicated in the reliability diagrams. The expected calibration error (ECE)s of the uncertainty-
aware model (UCT) was smaller with more credible values of uncertainty. The performance of the proposed 
framework and the baseline models to estimate the probabilities was further tested by conducting a calibration 
test. Expected Calibration Error (ECE) and Brier Score were employed as measures of how well the probabilistic 
results align with the known accuracy in a clinical setting. 

The suggested framework achieved a significantly lower ECE and Brier Score, as can be seen in Table 6, 
compared to the ECE and Brier Score obtained by the baseline CNN and transfer learning model that exhibited 
good probability calibration. This shows that the uncertainty-aware model not only improved the accuracy of the 
classification task but also evaluated the confidence in the classification, which is crucial in clinical decision 
support. Incorrectly calibrated models are likely to be overconfident when making incorrect predictions, posing 
a risk of making diagnostic errors in high-stakes medical situations. In contrast, the improved calibration of the 
proposed framework will enable safer implementation, as clinicians will be more confident in using the predicted 
probabilities to make predictions. The empirical results of the calibration performance are also capable of 
confirming the efficacy of Bayesian uncertainty modeling to reduce overconfidence and boost the overall clinical 
dependability of deep learning-based diagnostic frameworks. 
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Table 6 Calibration performance comparison 

Model Expected Calibration Error (ECE) Brier Score 

Baseline CNN 0.084 0.162 

CNN + Transfer Learning 0.057 0.129 

Proposed Framework 0.031 0.091 

 
To determine the accuracy of probabilistic predictions, calibration analysis was conducted based on reliability 

diagrams, which revealed the comparison of predicted confidence levels of the probabilities against the empirical 
accuracy. This kind of assessment provides insight into the potential for reliability of the models' confidence 
estimates in a clinical decision-making process. The proposed framework showed better correspondence to the 
ideal diagonal calibration line than the baseline CNN, as shown in Figure 9, indicating that confidence estimation 
across different probability bins is more reliable.  

 

 

Fig. 9 Reliability diagrams of baseline vs proposed model 

Baseline model showed significant differences with perfect calibration, with tendencies towards 
overconfidence and underconfidence at various levels of confidence. Better calibration is specifically important in 
medical AI applications, where false calibration of confidence scores may result in a false clinical decision and 
patient risk. The improvement in ECE and Brier scores is also quantifiable, as the proposed framework 
demonstrates improved calibration performance. We conclude that Bayesian uncertainty modeling is important 
to incorporate to avoid overconfident forecasts and that a more secure and explainable use of automated 
diagnostic systems should be done for the same reason. 

5.5  Explainability and Visual Attribution Results 

The Grade-CAM visualizations revealed consistency in the proposed structure with respect to clinically relevant 
lesion areas, such as uneven pigmentation, fissures, and asymmetrical margins. In inter-institutional cases, on the 
other hand, the baseline CNN models sometimes attended to artifacts of background and non-lesion areas. The 
suggested framework was found to be more interpretable and trusted in terms of predictions by the domain 
experts in qualitative inspection. As shown in Figure 10, the baseline CNN had diffused and poorly localized 
attention and tended to activate background areas that were not diagnostically significant.  
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Fig. 10 Representative grad-CAM visualizations 

On the other hand, the proposed framework was always correct in lesion-central areas, such as irregular 
pigmentations and structural abnormalities that are clinically significant predictors of malignancy. This enhanced 
localization indicates that the suggested model was more likely to acquire more semantically based 
representations, hence not following spurious relationships. The human-AI collaboration will be the most 
significant factor for clinicians to feel comfortable with the AI in the diagnostic process and thus trust it more, as 
the interpretability of the images will improve. These qualitative findings complement the quantitative findings 
on performance benefits and reinforce the notion that the proposed framework not only improved accuracy but 
also enabled the provision of meaningful, clinically meaningful decision cues. 

6. Discussion 

This section describes the empirical findings of the suggested explainable deep learning framework for skin cancer 
diagnosis with the quantification of uncertainty. The findings of the observed performance improvements, cross-
institutional shifting robustness, calibration reliability, and explainability results were brought to clinical 
relevance and the literature. 

The experiments showed that these measures of uncertainty quantification and explainability, added to the 
deep learning pipelines, had a significant impact on diagnostic reliability, robustness, and clinical interpretability. 
In addition to the performance improvement in absolute terms, it is also revealed that the design of the model 
directly influences the safety and trust in the practice of medical AI in reality. Key Findings: The proposed 
framework showed better discriminatory performance, with statistically higher accuracy, sensitivity, and AUC 
than the baseline CNN models, as evidenced by improved discrimination between malignant and benign lesions. 
Cross-institutional tests showed less loss of performance, and this condition showed better resistance to domain 
shift due to differences in the imaging devices, acquisition protocols, and patient populations.  

The conclusion is that uncertainty-aware deferral, as a tool that improves diagnostic accuracy in cases with a 
high level of confidence, demonstrates the practical relevance of selective prediction in a high-risk clinical context. 
Both better calibration measures and reliability figures showed that the proposed model generated more credible 
confidence estimates, which minimized the chances of overconfident misclassification.  The Interpretability of 
model predictions and the level of agreement with clinically meaningful features were shown to be justified by 
the attention patterns shown in Grad-CAM visualizations, which were lesion-centered. All this indicates that the 
optimization of performance is not sufficient to reach the use of AI-assisted diagnostic systems in clinical practice, 
and that the reliability, robustness, and interpretability of the systems must be optimized together to be able to 
move towards an AI-powered safe and responsible diagnostic system. 

The findings of this paper were consistent with the previous research findings, which showed the strong 
diagnostic capabilities of the deep learning models for skin cancer classification. Established in controlled 
evaluation settings, CNN-based systems have shown dermatologist-level performance or better than 
dermatologists, as reported by Esteva et al. [11], Haenssle et al. [12], Brinker et al. [13], and Tschandl et al. [14]. 
These studies, however, were mainly conducted in the context of classification accuracy and comparisons with 
physicians, and they were not systematically developed to account for predictive uncertainty, calibration 
reliability, and cross-institutional generalization. More recent approaches were based on uncertainty awareness, 
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which emphasized the significance of modeling prediction confidence to enhance the quality of decisions, but were 
normally tested on a small or single-source dataset [22]–[24]. Likewise, the explainable AI systems by Singh et al., 
Attallah and Munjal et al. used feature- and visual-level attributions to improve interpretability, but failed to 
sufficiently test robustness across cross-institutional domain shift [25], [27], [28]. Based on these research trends, 
the present study aims to combine explainability, Bayesian uncertainty quantification, calibration analysis, and 
cross-institutional evaluation into a single framework. This method overcomes the dataset biases and 
generalization problems found in the previous studies based on datasets [16] and [5]. Moreover, the proposed 
framework is aligned with general trends drawn from the systematic reviews of Hauser et al., Naqvi et al., and Ray 
et al., which move away from a performance-based evaluation to a trust-based approach that prioritizes reliability, 
interpretability, and robustness, thus providing a more clinically relevant approach to AI aiding in skin cancer 
diagnosis [26, 21, 29]. 

The results of the research have a number of practical and theoretical implications for the implementation of 
AI in dermatological diagnostics. Ambiguous cases can be flagged for review by the professionals instead of relying 
solely on the automated decision-making process, making collaboration between humans and AI safer and more 
effective by adding uncertainty-aware predictions. Generalizability across healthcare settings: Higher 
generalizability across institutions increases the likelihood of the application of diagnostic models across a variety 
of clinical settings with different acquisition systems and patient populations. Explainability attribution has 
proven to be a helpful tool for overcoming the most significant barriers to AI adoption, such as trust in the AI 
system and the AI system being understandable to clinicians. In sum, the two applications make it clear that in the 
future, uncertainty-sensitive and explainable AI abstractions can make the translation of the DL models to the 
healthcare application space less irresponsible and more efficient. 

There were certain limitations to the study, which were: The analysis was carried out on retrospective data 
sets that are not necessarily able to capture the real-time clinical processes. The multi-institutional data were 
available, but heterogeneity of the institutional demography, along with the number of institutions, could also be 
used as a constraint on the whole population. The explainability research was more qualitative and relied on Grad-
CAM visualizations, which might not be sufficient to capture the causal reasoning behind model decisions. The 
method of uncertainty modeling was restricted to Monte Carlo Dropout, which is used to determine the listing of 
the Bayesian inference, while not complete to determine all the sources of the epistemic and aleatoric uncertainty. 
No clinical data (no patient history, no evolution of the lesions) were included in the analysis, only the base 
diagnosis and imaging. 

Future work should be focused on research for the integration of multimodal data with clinical and 
demographic data to increase the accuracy of the diagnostic tool and to better understand the situation. More 
complex Bayesian modeling and uncertainty quantifying using ensemble methods might be trained to improve a 
more precise representation of the distributional shift predictive uncertainty. Research on clinical validation in 
the future must be able to determine performance in the real world and become integrated with clinical workflows 
in real-life dermatology. Also, standardized measures of explainability and clinician-based interpretability rates, 
which would contribute to the increase in the universal applicability of explainable AI systems in medical 
diagnostics, would be a good idea to design. 

7. Conclusion and Recommendations 

The paper aimed to propose and test an explainable deep learning framework for automated skin cancer 
detection, using multi-institutional dermoscopic data and incorporating uncertainty quantification. The 
experimental results showed that the proposed framework showed better classification performance, cross-
institutional generalization, and calibration accuracy of probabilistic predictions than the conventional deep 
learning baselines. It was possible to confidently make decisions with the help of the uncertainty modeling 
capability, as this would identify uncertain cases to be referred to a human expert, which would lead to safer 
clinical practice. The clinically meaningful visual explanations provided by the explainability module enhanced 
the transparency and interpretability of model predictions. Taken together, these results suggest that AI systems 
that are performance-focused cannot be deployed in clinics without being supported by reliability, calibration, 
robustness, and interpretability. The suggested framework enhanced the translational preparedness of AI-aided 
dermatological diagnosis by covering the important issues of trust, safety, and real-world generalizability. The 
outcomes were straightforward responses to the study goals, and were explainable, had uncertain reliability, were 
cross-institutionally robust, and were well-calibrated probabilistic predictions, all within one diagnostic 
framework. Based on the results of the continuous study, the following recommendations are proposed for 
improving the optimal use of skin cancer diagnostic systems based on AI and how their evolution is tracked: The 
proposed uncertainty-aware framework should be implemented as a clinical decision support system in which 
low-confidence predictions are sent to dermatologists for clinical evaluation, to foster safer and more responsible 
diagnostic practices. The models should be validated in a mandatory fashion within multi-institutional and 
external validation methods to assess the capability of the model to resist domain shift due to imaging equipment 
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variations, acquisition protocols, and patients. (i) ECE and Brier Score: parameters of probability calibration ought 
to also be reported on a regular basis, with the accuracy measures taken to ensure that any confidence numbers 
the model predicts are clinically significant and reliable. (ii) To build more confidence in AI-assisted diagnostic 
recommendations, the diagnostic systems can be equipped with explainability features to enable clinicians to gain 
insight into the way models arrive at decisions. Guidelines should be developed by healthcare facilities and 
regulatory bodies that recognize the interpretation and application of uncertainty estimates for AI systems in 
routine diagnostic practice. In this paper, explainable and uncertainty-aware AI systems will form an important 
pillar towards the safe, trustworthy, and clinically responsible use of deep learning systems for skin cancer 
diagnosis in the clinic. 
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