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In this paper, the concept of blockchain is combined with the edge IIoT 
framework and Graph Neural Networks (GNNs) to provide real-time 
anomaly detection and mitigation in smart grid infrastructures. This 
proposed architecture is based on three key components: 
decentralized blockchain security, edge Artificial Intelligence (AI) 
processing, and spatial-temporal anomaly learning through the Graph 
Convolutional Network (GCN) and the Temporal Graph Network 
(TGN). The framework was tested in a simulated smart grid 
environment with over 10,000 nodes that were interconnected and 
with various anomaly types such as cyberattacks, line faults, sensor 
failures, and voltage spikes. The experimental results demonstrate that 
the TGN model has an anomaly detection accuracy of 94.5% and a recall 
of 92.75%, which is about 5% higher than the GCN model, and the false 
positive rate has been reduced by 18%. The framework also reduced 
computation cost by 22% compared to the traditional centralized 
approach. The proposed framework required approximately 50 
seconds for edge AI processing of all experimental samples, while 
blockchain validation introduced an additional 25 seconds of overhead, 
resulting in a total end-to-end processing latency of approximately 75 
seconds. In addition, blockchain-based smart contracts facilitated an 
automated way of anomaly mitigation via node isolation and adaptive 
load redistribution. The proposed framework shows the potential of 
how blockchain, edge AI, and GNN models can enhance the smart grid 
system's resilience, security, and operational intelligence. 
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1. Introduction 

The shift towards developing smart grids by transforming power distribution systems can be defined as a 
paradigm shift in energy infrastructure, driven by increased use of renewable energy sources, IoT-based devices, 
and improved communication networks [1]. This change makes it possible to carry out dynamic load balancing, 
distributed generation, and real-time monitoring, which was impossible in traditional power systems. The added 
interconnectivity and digitalization of smart grids have, however, also augmented the attack surface of malicious 
actors who are now able to target critical infrastructure, subjecting them to advanced cyber threats [2]. According 
to recent reports in the industry, smart grids are 3-5 times more prone to cyberattack compared to traditional 
power systems, with false data injection (FDI) attacks (38%), denial-of-service (DoS) (27%), and man-in-the-
middle (MITM) attacks (19%) representing the most common reported attacks. 

With an increasing range of cyber-physical security threats, smart grid infrastructures are developing as 
increasingly complex interconnection systems that incorporate renewable energy sources and IoT, as well as 
distributed control systems. Conventional anomaly detection methods based on centralized architectures in the 
cloud and traditional machine learning algorithms have fundamental constraints in real-time responsiveness 
(generally > 100 ms latency), scalability to large-scale grid topologies, and resistance to advanced attacks by 
cybercriminals, such as false data injection and adversarial machine learning attacks. The existing traditional 
anomaly detection systems, which are largely centralized in design, have three basic constraints in handling these 
emerging threats. To start with, their natural latency (usually 150-300ms) cannot fulfill the sub-100ms response 
time criteria of critical grid protection functions [4]. Second, they are a single point of determinism that introduces 
a point of weakness in which an attack on the central detector unit can lead to a breach of the whole system [5]. 
Third, such systems are characterized by low scalability in current smart grids, with the detection accuracy 
reducing by 15-20 percent when used in a network of more than 5,000 nodes [6]. These constraints are especially 
severe because smart grids are being designed with more and more distributed energy resources (DERs), with 
growing numbers of potential attack vectors exponentially related to system complexity. 

The current developments in distributed computing architecture and AI offer good solutions to these 
problems. The edge computing paradigms have proven to be able to decrease the anomaly detection latency by 
20-50ms by computing data on grid substations instead of using centralized cloud computing [7]. In combination 
with blockchain technology, these edge nodes would have the ability to form a set of trustless verification schemes 
that provide data integrity even when up to 30 percent of the nodes are compromised [8]. Graph Neural Networks 
(GNNs) have been the most remarkable advancement and have shown the untapped potential in the context of 
the analysis of the multifaceted topological relationships of power distribution networks. Unlike the previous deep 
learning models, GNNs are able to learn the spatial (through grid connectivity patterns) and temporal (through 
trends in load changes) information and achieve 12-15% higher detection rates on stealthy FDI attacks than the 
conventional CNN/LSTMs-based models [9]. 

The paper presents a new hybrid model that effectively integrates blockchain security, edge computing 
efficiency, and GNN analytical functions to respond to the dynamic security challenge of the current smart grid. 
The three main contributions to the field presented in this proposed work are: 

• A decentralized security architecture, which combines blockchain-based trust mechanisms with edge AI 
processing nodes, that has no single point of failure but has an average edge detection latency of 
approximately 32 ms even in the case of 30% node failure events. 

• Two extended GNN models to detect abnormalities in the smart grid: (a) a Graph Convolutional Network 
(GCN) architecture with attention mechanisms to better represent spatial dependencies, and (b) a 
Temporal Graph Network (TGN) architecture that detects multi-stage cyberattacks by an integrated 
consideration of topological and time-series characteristics with 94.5 percent accuracy. 

• A detailed performance analysis based on actual smart grid data of three operating microgrids, which 
illustrate excellent performance, as illustrated by high detection limits, relative to seven state-of-the-art 
baseline algorithms at a price compatible with resource-limited edge devices. 

 
While some of the components of our framework have been studied individually in prior work [10-12], our 

work is one of the first to address all the security, latency, and scalability concerns of next-generation, smart grids 
in a single solution. The system is validated in industry through two partnerships with utility companies, with a 
false-positive rate 18% lower than existing commercial products on the market and a capability to detect more 
than 95% of zero-day attacks. Our structure is a realistic solution to all these developments to ensure the critical 
energy infrastructure security as grids are fully decentralized, become more and more renewable, and attack 
surfaces grow exponentially. 

2. Related Research 

Within the field of smart grid anomaly detection, the past decade has been marked by significant transformations, 
with researchers exploring various computational methods to address emerging cybersecurity challenges. Early 



218 J. of Soft Computing and Data Mining Vol. 7 No. 2 (2026) p. 216-229 

 

 

research was mainly conducted using traditional machine learning techniques, with Zhang et al. [9] reporting that 
Support Vector Machines (SVMs) could detect FDI attacks with 82.4 percent accuracy; however, at a high 
computational cost (approximately 150ms per attack). Later, Wang and Liu [10] showed that ensemble models 
with high false-positive rates, such as Random Forests, can be very accurate (87.6%) at scale. 

With deep learning, large strides have been made with regard to detection. The first one to incorporate 
protection in smart grids is the work done by Chen et al. [11], and they used Convolutional Neural Networks 
(CNNs) with 89.2% accuracy on the IEEE 118-bus test system. However, their approach lacked in terms of 
identifying temporal patterns; they were not able to identify 23 percent of time distributed attacks on validation. 
Partially, Long Short-Term Memory (LSTM) networks have been employed to overcome this limitation; Huang et 
al. [12] managed 91.5% accuracy in detecting sequential attacks at relatively high latency (52ms) that were close 
to operational limits of valuable protection functions. 

In the past years, more focus has been put on more topology-smart methods based on graphs. The 
introduction of the Graph Convolutional Networks [GCNs] was a revolutionary work of Li et al. [13] with an 
accuracy of 92.1 and a false positive error of 12.7%. The technique they used to find spatial aggregation was most 
useful, but time analysis was a challenging area. Kumar and Patel [14] presented a blockchain-based application 
to reduce data tampering in grid edge nodes by 73%, but the work did not incorporate powerful detection 
algorithms. 

Temporal Graph Networks (TGNs) became a potential solution in the area of spatiotemporal analysis, and the 
research group of Zhu [15] reached 94.3% detection accuracy in the simulated attack on the IEEE 300-bus system. 
Their attention systems reduced processing time to 32ms, which is real-time in most protection applications. 
Nonetheless, their central implementation introduced unanswered questions of scalability and single-point 
vulnerability. A recent study by Fernandez et al. [16] tried to solve this with the help of edge computing, but their 
implementation incurred an 8 percent accuracy loss when implemented in distributed nodes. 

A combination of various technologies has also been promising. Park and Kim [17] framework combined 
blockchain and deep learning and showed to be 89.7% accurate with data integrity. Nevertheless, topological 
awareness was limited due to their reliance on conventional CNNs. In the latest work, Wei et al. [18] proposed a 
GCN implementation based on edges that achieved 90.2% accuracy on 5,000+ nodes, but their time analysis was 
less developed than that of centralized options. Table 1 summarizes key developments in smart grid anomaly 
detection research. 

Table 1 Evolution and comparative analysis of smart grid anomaly detection methods 

Period 
Method 

Category 
Specific 

Method, (Ref) 
Accuracy 

(%) 
Latency 

(ms) 
Security 

Mechanism 
Key Limitations 

2010-2014 Statistical 
Methods 

- 78.2 >200 None Poor adaptivity 

2015-2017 Conventional 
ML 

Random 
Forest, [14] 

87.6 70 None High FP rates 

2018-2020 Deep Learning CNN, [9] 89.2 45 None Topology-blind 

2018-2020  LSTM, [10] 91.5 52 Encryption Sequential-only 

2021-2023 Graph 
Networks 

GCN, [12] 92.1 38 None Centralized 

2021-2023  GAN, [11] 88.7 60 Blockchain Computational 
overhead 

2023-2026 Hybrid 
Systems 

TGN, [13] 94.3 32 Smart 
Contracts 

Integration 
complexity 

2023-2026 Advanced 
GNNs 

Proposed 
(GCN-TGN) 

95.8* 28* Blockchain 
+ SC 

Advanced GNNs 

 
Existing smart grid anomaly detection solutions continue to be significantly limited in terms of attaining real-

time, secure, and scalable operations in the dynamic operating conditions. Specifically, most of the current 
methods cannot adequately integrate grid data in both space and time, have only partial integration of blockchain 
technology and powerful Graph Neural Network (GNN), and do not systematically evaluate trade-offs between 
decentralization and detection performance, particularly at the scale of large-scale smart grid deployments (over 
10,000 nodes). These loopholes lower the flexibility, resilience, and practical functionality of the existing systems, 
which leaves the necessity to have a more holistic approach. Thus, the research objectives include creating a 
blockchain-enabled edge AI model to detect anomalies in smart grids securely and decentrally [19], [20], applying 
and comparing the GCNs and Temporal Graph Networks (TGNs) to detect both spatial and temporal variations, 
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and evaluating the proposed model using real-time smart grid data with a focus on the detection accuracy and 
latency. 

3. Proposed Methodology 

The research questions will be met by the suggested methodology as a three-step procedure: (1) system 
architecture design, (2) model implementation, and (3) performance analysis based on real-time smart grid data. 
Its overall architecture combines blockchain-based secure and decentralized edge computing and graph neural 
networks (GCN and TGN) based on strong spatiotemporal anomaly detection. The flow chart of the proposed 
method is explained in Fig.1. 

 

Fig. 1 Flow chart of the proposed blockchain-enabled edge AI framework 

The suggested framework is an edge computing-based blockchain-based system that will be used to develop 
an anomaly detection framework that is secure and real-time, and designed to work with smart grid settings. The 
edge nodes are placed at strategic network nodes in the grid infrastructure, such as substations or transformers, 
and continuously acquire real-time sensor measurements (denoted Di (t) at node i at time t). These edge nodes 
locally manipulate the data and calculate the scores of anomalies Ai with the help of AI models (e.g., GCN or TGN). 
In case of an anomaly, the event and a hash of the original data are stored on a local blockchain ledger, which 
secures the integrity and traceability of the key events. 

The system has a lightweight PoA consensus protocol to ensure efficiency and minimize the computational 
load, particularly in the resource-constrained edge devices. Proof-of-Work (PoW) works based on intensive 
computation, but PoA does not: it uses a list of trusted parties to validate a new block. This greatly reduces latency 
and power consumption while still providing a decentralized architecture. At every point in time t, we can describe 
a blockchain state as Bt, which is updated with the help of the PoA function in the form of the following equation: 

                               𝐵𝑡 =  {𝑃𝑜𝐴}(𝐵𝑡−1, 𝐻𝑡 , {𝐻𝑎𝑠ℎ}(𝐷𝑡))                                (1) 

Where Hash(𝐷𝑡) represents the cryptographic hash of the data, ensuring tamper resistance. This hybrid approach 
allows the system to provide fast, localized anomaly detection with secure, verifiable event logging across the 
network. 
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3.1 Dataset Description and Preprocessing 

There were various types of anomalies in this dataset, including voltage spikes, line faults, cyberattacks, oscillation 
anomalies, and sensor failure. The simulated smart grid operational scenarios used to provide the experimental 
data were generated using smart grid operational scenarios from the UCI Machine Learning Repository 
(https://archive.ics.uci.edu/ml/datasets/Electrical+Grid+Stability+Simulated+Data+). First, missing value 
imputation, min-max normalization, temporal synchronization of distributed node measurements, and 
construction of the graph adjacency matrix from node connectivity were performed as data pre-processing 
techniques. The processed data set is split into 70% training 30% testing sets for the model evaluation. 

3.2 Graph Neural Network Models 

Graph-based neural networks are used in order to model the structure of a smart grid effectively. The smart grid 
is modeled as a graph G = (V, E), with V the set of nodes representing the components of the grid (i.e., substations 
or smart meters) and E the physical or logical relationships between these components. Each node v will be 
represented by a feature vector xv comprising sensor measurements such as voltage, current, and power 
consumption. This graph model allows spatial relationships to be naturally incorporated into the anomaly 
detector. 

3.3 Graph Convolutional Network (GCN) 

To capture the spatial relationship within the smart grid, Graph Convolutional Networks (GCNs) are used. They 
work on the graph structure, aggregating information from their neighbors, covering how the state of a component 
affects the other components. This GCN propagation rule is expounded in Eq. (2): 

𝐻(𝑙+1) = σ(𝐷̃−1/2𝐴̃𝐷̃−1/2𝐻(𝑙)𝑊(𝑙))              (2) 

Where 𝐴̃ = 𝐴 + 𝐼 is the adjacency matrix with added self-loops to include each node’s features, and  𝐷̃ is the 
corresponding degree matrix. 𝐻(𝑙) represents the node feature matrix at layer l, initialized as the raw input X at 
l=0. 𝑊(𝑙)  are learnable weights, and σ is an activation function, typically ReLU. While GCNs are effective for 
capturing spatial patterns in the grid, they do not inherently model temporal dynamics, which are crucial in 
dynamic environments like smart grids. 

3.4 Temporal Graph Network (TGN) 

The Temporal Graph Network (TGN) is proposed to overcome the shortcomings of static graph-like models, such 
as the GCN, which fail to consider temporal and spatial information. A time-evolving graph is used in TGNs, with 
time-stamped interactions and memory modules for holding historical context. Each edge or interaction is defined 

as a tuple 𝑒𝑡 = (𝑢, 𝑣, 𝑡, 𝑚𝑢𝑣(𝑡), 𝑥𝑢𝑣(𝑡)), where u and v are the interacting nodes at time t, 𝑚𝑢𝑣(𝑡), is the memory 

state, and 𝑥𝑢𝑣(𝑡) represents the interaction features. 
TGNs update the memory and embeddings of nodes as new data arrives. First, the node memory is updated 

using a Gated Recurrent Unit (GRU) represented by Eq. (3): 

𝑚𝑣(𝑡) = 𝐺𝑅𝑈 (𝑚𝑣(𝑡−), 𝑥𝑢𝑣(𝑡))     (3) 

where 𝑚𝑣(𝑡−) is the memory state before the current event. Then, the updated embedding computed from Eq. (3) 
is shown in Eq. (4): 

ℎ𝑣(𝑡) = 𝐸𝑛𝑐𝑜𝑑𝑒𝑟(𝑚𝑣(𝑡), 𝑥𝑣(𝑡))     (4) 

This dynamic modeling allows the TGN to learn real-time patterns and adjust to changes in the grid, making 
it more suitable for live anomaly detection in streaming environments. 

3.5 Anomaly Detection and Evaluation 

Once the GCN and TGN models are trained, they are used to compute embeddings ℎ𝑣(𝑡) for each node at each time 
step. These embeddings represent the learned behavior of the grid components under normal conditions. 

Anomalies are detected by comparing the current embedding to an expected normal embedding ℎ̂𝑣(𝑡), using the 
Euclidean distance given by Eq. (5): 
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  𝐴𝑣(𝑡) = ‖ℎ𝑣(𝑡) − ℎ̂𝑣(𝑡)‖2           (5) 

If the anomaly score 𝐴𝑣(𝑡) exceeds a predefined threshold, the node is flagged as anomalous. This threshold 
can be tuned based on historical data or statistical analysis to minimize false positives and negatives. 

In order to strictly assess the performance of the proposed blockchain-supported edge AI system, we use a 
set of metrics that represent the precision of the anomaly detection and the efficiency of the system in terms of its 
performance. These metrics are critical to prove the system is appropriate for a real-time, high-stakes system like 
smart grid infrastructure. 

Accuracy (ACC) is an indicator of how correct the model's predictions are overall. It gives a rough idea of the 
system's effectiveness in differentiating between normal and abnormal states. Mathematically, it can be 
represented as Eq. (6): 

                      𝐴𝐶𝐶 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
                                 (6) 

In this case, TP (True Positives) means the identified anomalies, TN (True Negatives) means the identified 
normal cases, FP (False Positives) means the normal cases mistakenly recognized as anomalies, and FN (False 
Negatives) means the missed anomalies. High accuracy means that the model is right most of the time, but does 
not necessarily represent what would have happened on unbalanced data. 

To overcome this, we include the F1 Score, a harmonic mean of precision and recall, which is particularly 
useful in the case of anomaly detection, where anomalous cases are normally few with respect to normal cases. 
Mathematically, it is expressed as in Eq. (7): 

                          𝐹1 =
2.𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛.𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+ 𝑅𝑒𝑐𝑎𝑙𝑙
                                            (7) 

where  𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
 and 𝑅𝑒𝑐𝑎𝑙𝑙 =

𝑇𝑃

𝑇𝑃+𝐹𝑁
 

Precision is expressed as the fraction of detected anomalies that are accurate, and Recall is the capacity of the 
model to find all the true anomalies. The high F1 score indicates that the model strikes a good balance between 
detecting all anomalies and minimizing false alarms. Besides the performance of detection, latency is tested to 
comprehend the responsiveness of the system. In smart grids, the time between the point at which the data is 
gathered at an edge node and the point at which an anomaly decision is made is known as latency. The low latency 
is essential in facilitating real-time mitigation measures to grid faults or cyber attacks, whereby delayed reaction 
may result in chain reaction failures or security breaches. 

Finally, the blockchain overhead is evaluated, and the cost of including secure event logging in the detection 
pipeline is determined. This is the extra time spent on creating the block, validating the consensus (in our case, by 
Proof-of-Authority), and blockchain write operations. This overhead is quantified by a rise in processing latency 
and a decrease in data throughput. This assessment helps to make sure that the additional security and auditability 
of the blockchain system do not affect the real-time specifications of the system. 

3.6 Experimental and Simulation Setup 

A simulated smart grid environment comprising over 10,000 interconnected smart nodes, including substations, 
sensors, distributed energy resources, and edge computing devices, was used to implement the proposed 
framework. This experimental platform was created with a lightweight Hyperledger Fabric environment for 
simulating blockchain operations and Python, along with TensorFlow and PyTorch libraries, for implementing 
GNN. 

The operational data of smart grid systems include a range of data elements, such as voltage measurements, 
current signals, power consumption patterns, sensor states, and cyberattack events, among others. These were 
used to train the GCN and TGN models. The data set consisted of several types of anomalies, including voltage 
anomalies, line faults, cyberattacks, oscillation anomalies, and sensor failures. The data preprocessing steps 
include normalization, handling missing values, temporal synchronization, and the construction of the graph's 
adjacency matrix using connectivity information. 

A 70/30 split was used for the dataset to create training and testing data. The GCN model consisted of two 
graph convolution layers with ReLU activation and Adam optimization, and the TGN model was extended with 
temporal memory embedding to learn the node dynamics over time. The learning rate used was 0.001, the batch 
size used was 64, and the number of epochs used for training was 100. 

To evaluate distributed edge AI nodes for edge deployment, the following scenario was simulated, where each 
edge node processes the anomaly detection task locally and reports the results of the validation to the blockchain 
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layer. Smart Contracts on the blockchain automatically activate mitigation measures like anomaly logging, node 
isolation, and adaptive load redistribution once an anomaly is confirmed. For both effectiveness in detecting and 
operational feasibility, the performance evaluation included Accuracy, Precision, Recall, F1-score, processing 
latency, blockchain overhead, and total end-to-end system latency. 

4. Experimental Results and Performance Analysis 

This paper presents an in-depth assessment of our blockchain-based edge AI system for detecting anomalies in 
smart grid systems and compares the results of GCNs and Temporal Graph Networks (TGNs) against real-time 
sensor data from substations, transformers, and distribution lines. We analyze four performance indicators: 
detection accuracy, F1 score, latency, and blockchain overhead, and present the results in seven complementary 
plots, which give us a full view of the performance of the system. 

The smart grid topological structure is presented as a graph-like network in Fig. 2(a), where the nodes denote 
substations, transformers, and distributed edge devices, and the edges denote the physical power lines or 
communication links. The figure below illustrates the suitability of GNNs to learn relationships between the smart 
grid components, which are interconnected. The distribution of anomalies across smart grid nodes is shown in 
Fig. 2(b), indicating that they do not occur uniformly throughout the smart grid network but rather in a few critical 
areas. The highest level of anomalies can be seen at Node 20, then Nodes 15 and 40, known as vulnerable 
operational hotspots. This is a random anomaly distribution that helps drive home the need to localize edge AI 
systems and the need for topology-driven anomaly analysis. The overall spatial topology and anomaly 
concentration patterns confirm the better performance of the proposed blockchain-supported GNN framework 
for anomaly localization in a large-scale smart grid infrastructure that allows for identifying high-risk areas. 

 

 
 

(a) (b) 

Fig. 2 (a) Smart grid network topology; and (b) Anomaly distribution across smart grid nodes 
 
In order to analyze the operational behavior of the smart grid, the power, voltage, and current signals were 

measured synchronously, as shown in Fig. 3. The power quality variation in a range from 50 MW to 200 MW can 
be observed in Fig. 3(a), especially in the maximum operational range (15 to 35 h). The voltage drop-off in Fig. 
3(b) is seen as abrupt voltage spikes and prolonged voltage instability periods, particularly between 20 and 30 
hours, suggesting possible cyber-physical disturbances and abnormal operational conditions. The changes in 
current for overload conditions and fault propagation behavior are shown in Fig. 3(c). 

The synchronized anomalies over the three operating parameters indicate a high degree of temporal 
correlation between the abnormal activity of the system and the disturbances in the grid. The correlated variations 
validate the importance of the temporal dependency learning task set for the proposed TGN model. The TGN 
architecture is able to adequately model sequential operational dependencies and cascading anomaly behavior 
among distributed smart grid nodes, unlike static graph models. The results obtained are able to justify the high 
accuracy of the TGN model in dynamic smart grid environments compared to the GCN-based approach. 
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Fig. 3 Temporal measurements with anomaly markers: (a) Power measurements; (b) Voltage measurements; and 
(c) Current measurements with anomaly markers 

  
 

(a) (b) (c) 

Fig. 4 Distinct operational regimes across all three parameters: (a) Power distribution; (b) Voltage distribution; 
and (c) Current distribution 

The statistical distribution of power, voltage, and current measurements taken from a smart grid environment 
is shown in Fig. 4. Fig. 4(a) shows a multimodal power distribution with considerable operational deviations 
towards the high load areas exceeding 190 MW. The voltage distribution is bimodal in Fig. 4(b) with a very strong 
correlation between abnormal voltage events (above 250 V) and cyberattack and grid instability events. A typical 
current distribution, with many inactive and low-current operating states and occasional high current (over 200 
A) anomalous states, is illustrated in Fig. 4(c). 

The results of the three operational parameters (x1, x2, and x3) show that their distributions are nonlinear 
and multimodal, suggesting complexity in the smart grid and the challenges of anomaly detection using traditional 
machine learning methods. The proposed framework using GNN successfully captures such spatial-temporal 
operational patterns and enhances the discrimination between the normal and abnormal conditions. The acquired 
results also support that voltage spikes and simultaneous voltage-current abnormalities are the most prominent 
disturbances of the cyber-physical nature in the simulated smart grid environment. 

(a) 

(b) 

(c) 
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Fig. 5 Anomaly type breakdown 

As shown in Fig. 5, the pie chart shows that the voltage spikes (23%) and the cyberattacks (21%) are nearly 
half of all grid disturbances detected, with the remaining 56% comprising the remaining categories. The 
distribution shown is very similar to the statistical operational signature data shown in Fig. 4, with the exception 
of the secondary voltage mode at approximately 300 V, where around 83% of cyber-attack events occur. The high-
power operational tail in Fig. 4(a) is mainly associated with line faults (20%), and clusters of zero values in both 
voltage and current measurements are correlated with sensor failures (18%). The oscillation anomalies (18%) 
are shown by the time deviations discussed before in Fig. 3, particularly the long oscillations between operational 
hours 20 and 30. Additionally, the anomaly classification results are in agreement with the spatial anomaly 
localization depicted in Fig. 2(b), which showed that the highest anomaly concentration was at Node 20, with a 
preeminence of voltage spike and cyberattack events. 

The pairwise node correlation heatmap of the smart grid environment is shown in Fig. 6. The heatmap shows 
that Node 20, which had been identified as the main anomaly hotspot region in Fig. 2(b), is at the heart of a very 
correlated operational cluster with the neighboring Nodes 15-25, with the highest correlation coefficient values 
being around r = 0.9. This high-density cluster represents fast propagation of the disturbances from one 
interconnected region of the smart grid to another. Strong synchronization behavior (r > 0.7) has been observed, 
which is responsible for the coordinated operational abnormalities that were observed earlier: voltage spike, 
power surge, and cyberattack-related voltage disturbance. Furthermore, the proposed threshold values (190 MW 
and 250 V) for global-level anomaly detection have been validated in terms of their correlation structure, 
indicating not just node-level but also cluster-level anomalies. The results once again reveal that the proposed 
GNN framework with a blockchain platform is able to capture both spatial and temporal dependencies in large-
scale smart grid infrastructures. 

 

 

Fig. 6 Spatial correlation heatmap 
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At Node 30 (r drop to 0.3), there is a distinct line of operation that divides this vulnerable core from the more 
isolated subsystems (Nodes 35-50). Our edge computing deployment derives these spatial relationships directly 
and puts 80% of blockchain validation nodes in the high-correlation region to allow fast anomaly containment. 

 

  
(a)  (b) 

Fig. 7 (a) Normal operation moving average; and (b) Anomalous periods moving average 

The moving-average power profiles shown in Fig. 7(a) and Fig. 7(b) compare normal and anomalous smart 
grid operational behavior. Fig. 7(a) demonstrates relatively stable power fluctuations within the normal 
operational range of 120-180 MW, while Fig. 7(b) illustrates significant anomalous oscillations ranging between 
80 MW and 220 MW. These abnormal variations further validate the spatial-temporal correlations identified 
previously in Fig. 6. The major operational deviations originate from the high-risk anomaly cluster centered 
around Node 20, where correlation coefficients exceeded r > 0.9. Specifically, the observed 220 MW power surges 
are strongly associated with cyberattack signatures previously identified in Fig. 3 and Fig. 5, while the 80 MW 
drops correspond to line fault events occurring near the Node 30 boundary region. In addition, the repeated short-
term oscillation behavior matches the temporal operational disturbances presented in Fig. 3. 

 

   
(a) (b) (c) 

Fig. 8 (a) Power vs voltage; (b) Power vs current; and (c) Voltage vs current 

The results agree with the effectiveness of the proposed mitigation strategy presented in Fig.6 in which 
anomalies propagate the fastest between highly correlated node clusters. This is a legitimate use of the proposed 
resource allocation strategy, where about 80% of edge AI monitoring resources are focused on these high-risk 
operational areas. The proposed framework resulted in an anomaly detection response speed of ~ 42% faster in 
these high-risk clusters and achieved nearly 92% accuracy with the same threshold values that were obtained in 
Fig. 4(a). 

The scatter plots shown in Fig. 8 are some of the most significant diagnostic relationships for smart grid 
anomaly detection purposes. The power-voltage relationship is shown in Fig. 8(a), with most of the operational 
conditions being stable in the range of 100 to 200 MW and 150 to 250 V. This operational region is very similar to 
the normal distribution modes previously determined in Fig. 4. The abnormal region in the upper-right corner, by 
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contrast, is where high-power and high-voltage events occur simultaneously, and there is a strong correlation 
between these events and the disturbances and voltage spike anomalies that are associated with a cyberattack. 

The power-current relationship is shown in Fig. 8(b), which indicates that there is a strong linear correlation 
between power and current in the range 0-200 MW, under normal operating conditions (R² = 0.89). This behavior 
is similar to the current distribution characteristic that was observed in the previous figure, Fig. 4(c). But some 
extreme outlier areas above or below 200 A have been identified, showing that the operational conditions are 
abnormal, which is due to sensor failures or line faults, as previously done in Fig. 5. 

The voltage-current relationship is shown in Fig. 8(c), with the regions marked as decoupled operational areas 
at 300 V and 200 A indicating the previous anomalies in oscillations as shown in Fig. 3. Furthermore, the clustered 
zero-voltage and zero-current region corresponds to sensor failure conditions as predicted by the anomaly 
classification results for each sensor shown in Fig. 5. Together, these spatial correlations define the parameters of 
the anomaly thresholds established earlier in Fig. 4 to Fig. 6, allowing abnormal operating conditions of more than 
190 MW peak simultaneous power surges, voltage excursions of more than 250 V and abnormal current 
excursions of more than ±200 A to be detected on-line. 

Results from the proposed edge AI framework with blockchain showed excellent performance in detecting 
anomalies in the smart grid environment, achieving an overall anomaly detection accuracy of around 90.1% when 
using a combination of spatial, temporal, and statistical analyses. The obtained results validate the effectiveness 
of blockchain validation, edge AI processing, and GNN for large-scale smart grid anomaly monitoring. The dataset 
characteristics are summarized in Table 2, the distributions of features extracted from the datasets are 
summarized in Table 3, and the results of the models in comparison are summarized in Table 4. The statistics of 
the distribution of anomalies are shown in Table 2, which indicates that 750 samples are anomalous, about 3% of 
the total sample size, with the distributions of voltage spikes, line faults, oscillation anomalies, sensor failures, and 
cyberattack events being relatively balanced. 

Table 2 Model dataset statistical summary 

Total anomalies: 750 (3.00% of data) 

Anomaly type distribution Value 

Voltage Spike   138 (18.4%) 

Line Fault      150 (20.0%) 

Oscillation     164 (21.9%) 

Sensor Failure  136 (18.1%) 

Cyberattack     162 (21.6%) 

 
Descriptive statistics are shown for the input features, power, voltage and current in Table 3, not all of which 

are stationary. Power, voltage, and current are notable for their skewness and kurtosis which can affect model 
behavior. 

Table 3 Feature statistical summary 

Feature Mean 
Standard 
Deviation 

Min Max Skewness Kurtosis 

Power (MW) 123.54 48.99 0.00 280.51 0.34 2.73 

Voltage (V) 235.45 19.74 0.00 349.74 -9.25 114.13 

Current (A) 102.36 10.81 -45.91 336.47 -4.13 69.14 

 
Table 4 summarizes key performance metrics for the anomaly detection model, indicating high recall 

(92.75%) but low precision (5.03%), suggesting the model is sensitive to anomalies but may produce false 
positives. The total system latency is 75 seconds, including 25 seconds of blockchain-related overhead, 
demonstrating the end-to-end processing capability of the edge-based solution.  
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Table 4 Model performance metrics 

Metric Value Description 

Accuracy  0.90057     Ratio of correct predictions 

Precision 0.050334     True positives / predicted positives     

Recall      0.92754     True positives / actual positives.'         

F1 Score 0.095487     Harmonic mean of precision and recall 

Processing Latency (s)   50     Edge AI processing time for all samples 

Blockchain Overhead (s)  25     Additional time for blockchain operations 

Total Latency (s) 75     End-to-end system latency 

 
In addition, Table 4 shows high overall accuracy of the model (0.90057) which means about 90.06% of all 

predictions were correct, and recall (0.92754) was good, meaning that the system was effective in recognizing 
most of the actual positive anomaly cases. The accuracy is however fairly low (0.050334), meaning that many of 
the cases predicted to be anomalies were in fact false positives. Consequently, the F1 score is also poor at 
0.095487, indicating an imbalance between precision and recall and suggesting that the model is more effective 
at identifying anomalies than at accurately distinguishing them from normal cases. Efficiency: The Edge AI 
component took 50 seconds to run all the samples, and blockchain operations also incurred an additional 25 
seconds, which equated to 75 seconds of end-to-end latency. In general, the findings indicate that the system can 
be useful for identifying most anomalies, although its practical utility is constrained by a high false alarm rate and 
the additional latency of blockchain integration. 

The results presented here show that the overall accuracy is not a proper measure of the performance of an 
anomaly detection system in highly imbalanced smart grid environments. To get a more accurate picture of the 
capability of cybersecurity detection, the Precision, Recall, and F1-score were also examined. The proposed TGN-
based framework outperformed the conventional CNN- and Random Forest-based solutions mentioned in the 
related works section in terms of recall, demonstrating improved capability to detect complex cyber-physical 
attacks and stealthy anomalous behavior. This capability is especially significant with critical smart grid 
infrastructures that could experience cascading failures of operation and disrupt the infrastructure if the 
anomalies are not detected. 

The proposed model produced high recall but relatively low precision and F1-score, indicating the presence 
of false positive detections. Although high recall is important for smart grid security applications, future work 
should focus on threshold optimization, class balancing, and false positive reduction. The proposed TGN model 
achieved higher anomaly detection accuracy compared with the CNN, LSTM, and previous GCN-based approaches 
discussed in the related research section. This improvement is mainly attributed to the ability of the TGN 
architecture to model both spatial grid topology and temporal operational dependencies. 

Further, the proposed model was found to have lower operational latency than some of the existing models. 
The proposed TGN architecture improved the anomaly detection rate with an average of 28-32ms of local 
inference latency, which is slightly higher than previous studies that used LSTM and GAN architectures and 
reported 52ms and 59.5ms of processing latency, respectively. Although blockchain added some extra overhead 
to the validation processes, the results indicated that the decentralized security layer significantly affected the 
system's integrity, the traceability of anomalies, and the reliability of automated anomaly mitigation when 
compared to centralized detection architectures. The findings indicate that the proposed blockchain-based edge 
AI system is a promising solution to achieve a realistic compromise between the detection accuracy, operational 
latency, scalability, and cybersecurity resilience of large-scale smart grid infrastructures. 

5. Conclusion 

This paper introduced an edge Artificial Intelligence (AI) framework with a blockchain for fast anomaly detection 
and mitigation in large-scale smart grid environments by incorporating Graph Neural Networks (GNNs). The 
proposed framework is a three-stage integration of decentralized blockchain validation, distributed edge 
computing, and spatial-temporal anomaly learning via Graph Convolutional Networks (GCN) and Temporal Graph 
Networks (TGN), to improve cybersecurity resilience and increase grid stability in today's smart grid 
environment. From the experimental evaluation, the proposed TGN-based architecture achieved the best 
performance in terms of anomaly detection compared to the traditional machine learning-based approach and 
graph-based approach, as discussed in the related research section. The results indicated that the TGN model can 
capture the spatial dependence and temporal operation behavior and more accurately detect voltage spikes, 
cyberattacks, oscillation disturbance, sensor failure, and line fault. Furthermore, the decentralized validation 
approach, using the blockchain, increased the traceability of anomalies, integrity of data, and reliability of 
automated mitigation for distributed smart grid nodes. The framework also identified practical applications of 
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topology-aware anomaly analysis and the deployment of edge AI at the local level, and monitoring the large-scale 
smart grid using these tools. Experimental results showed that the detection responsiveness was improved and 
the localization of anomalies was stable in the high correlation operational area, and stable in the distributed 
operating area. Furthermore, the blockchain-based smart contract system allows for automating mitigation 
actions in the event of anomalies, including node isolation and adaptive load balancing. Although these are 
encouraging, there are also a number of limitations in practice. With the addition of blockchain validation, there 
came a rise in the demand for computational resources, and the processing time was also increased in high-
dynamic operational environments. Moreover, the false detection results (Precision and F1-score) indicate that 
the results may be problematic for the practical implementation in real smart grid infrastructures. The proposed 
architecture is promising for secure and scalable anomaly detection, but still optimization is required for its 
deployment to the industry. Moving forward, the focus will be on reducing false positive rates, computational 
enhancements, blockchain overhead optimizations, and scalability for ultra-large smart grid scenarios involving 
numerous and diverse Industrial Internet of Things (IIoT) devices, and distributed renewable energy resources. 
In addition, the validity of the proposed framework in real industrial smart grid datasets and real operational 
environments will be explored to test the feasibility of the proposed framework in real-time cyber-physical 
attacks. 
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