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Anomaly detection (AD) identifies issues in monitored systems, 
allowing timely responses. It is used in areas like industrial systems, 
healthcare, and networks. Among various AD methods, Autoencoder 
(AE)-based models are popular for their unsupervised training, which 
doesn’t require labeled data. This study proposes a full platform that 
implements AE-based AD on tiny devices and tests it on motor 
operating noise. The hardware includes two microcontroller units 
(MCUs) responsible for (1) real-time data acquisition and processing, 
(2) AE training and threshold setting, and (3) running inference for 
anomaly alerts. To boost training speed, the platform supports both 
stochastic gradient descent (SGD) and adaptive moment estimation 
(Adam). The algorithm uses real-time data instead of pre-collected data 
to improve practical performance. Tests show the platform effectively 
trains normal motor noise and accurately sets the anomaly threshold. 
It achieves a real-time anomaly detection accuracy of 100%. The 
system runs fully automatically, making it suitable for integration into 
edge artificial intelligence of things (AIoT) systems. 
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1. Introduction 
Anomaly recognition identifies atypical patterns in data. Anomaly detection (AD) methods detect patterns that 
significantly differ from normal data [1], playing a vital role in fields like healthcare [2], cybersecurity [3], and 
industry [4] by enabling timely interventions and improving system reliability. 

Autoencoder (AE) models are widely used for AD in domains such as industry [5, 6], medicine [7, 8], and 
security [9, 10]. Most studies use large, resource-intensive, and costly devices. Some research addresses AD on 
resource-constrained devices using tiny machine learning (TinyML) platforms [11-13], where models are trained 
and fine-tuned on computers, then quantized to fit on small devices. The main drawback of this approach is that 
deployed models lack retraining capabilities, making it difficult to adapt to changes in the data. Since data 
distribution can evolve due to user behavior, environmental conditions, or other factors [14], static models may 
lose accuracy over time. Therefore, on-device training (ODT) for autoencoders is essential to overcome this 
limitation in TinyML applications. 

Several studies have developed anomaly detection using on-device training but mainly deploy it on field-
programmable gate arrays (FPGAs). Integrating machine learning into FPGA hardware offers advantages such as 
rapid computation and flexible upgrades [15-17]. Methods like extreme learning machines (ELM) and online 
sequential ELM (OS-ELM) on FPGAs have shown high-speed processing and resource efficiency, especially in 
anomaly detection, classification, and medical diagnostics [18-27]. These models exhibit low latency, making them 
suitable for real-time applications. However, most studies focus on evaluating performance without proposing a 
complete system. They often lack modules for data collection, processing, and a statistical mechanism for setting 
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detection thresholds. A key limitation is the complexity of FPGA design, which requires expertise and technical 
resources. Additionally, the high cost of FPGAs limits their use in large-scale deployments like the Internet of Thing 
(IoT). Thus, implementing and evaluating on-device training for anomaly detection on low-cost microcontroller 
units (MCUs) is both important and practical. 

This research proposes an ODT-based platform for AD that operates entirely on an embedded system, 
seamlessly integrating data collection, processing, transformation, training, statistical thresholding, and real-time 
model execution directly on the embedded system itself. An artificial intelligence (AI) library developed by the 
research team [28], named NeuronLite, is upgraded to support real-time training of an autoencoder-based 
anomaly detection model and has been successfully implemented across various MCU platforms. After that, the 
proposed platform has been applied to detect anomalies in the operation noise of a three-phase alternating 
current (AC) motor. The results not only highlight the system’s strong performance in detecting real-world 
anomalies but also demonstrate its efficiency in resource usage, cost-effectiveness, and ease of deployment. The 
library further enables on-device model retraining when necessary, offering flexible and efficient performance 
optimization. 

2. Methodology 
To address the AD problem, the input data is first fed into an AE model for training, followed by thresholding to 
identify anomalies based on the learned representations, as illustrated in Fig. 1. Traditionally, implementing this 
process on a MCU relies on TinyML: the model is trained on a personal computer (PC), converted into a lightweight 
version, and then deployed to the MCU. However, whenever new data becomes available, the entire model must 
be retrained, which is time-consuming and complicates real-world deployment. To overcome these limitations, 
this study proposes a method that integrates the entire AD pipeline directly on the MCU, including training, 
inference, and automatic threshold selection. Finally, the proposed system is applied to detect anomalies in the 
noise generated by a three-phase motor. 

2.1 The Platform for Creating and Training AI Models 

2.1.1 Library NeuronLite 
The study in [28] developed an artificial neural network (ANN) library for linear regression using the stochastic 
gradient descent (SGD) optimizer on MCUs. However, storing weights directly in the ESP-32's flash memory 
limited scalability when multiple models were needed for testing and comparison. To address this, we redesigned 
the library as NeuronLite, with updated classes, integrated the Adam optimizer, and added methods for model 
saving and loading. The goal is to provide a flexible, general-purpose library for tasks like regression, classification, 
and anomaly detection. It enables rapid deployment with minimal code, enhancing usability. 
 

 

Fig. 1 AD problem on computer 

Fig. 2 shows the structure of the NeuronLite library, which includes three main classes, each with a specific 
role in training and prediction. The NeuralNetwork class manages the overall model and contains multiple layers, 
either FCLayer or ActivationLayer. During execution, input data passes through each layer, where it is transformed 
into predicted outputs. These outputs are compared with actual values to compute errors, which are then used to 
update weights and biases via backward propagation. The FCLayer class computes outputs from inputs using 
weights and biases, which are updated during training by optimizers like Adam or SGD. The ActivationLayer 
applies nonlinear activation functions to the FCLayer output, enabling the network to learn complex patterns. It 
supports both forward and backward operations to ensure proper weight adjustment. Mathematical expressions 
for forward propagation, backpropagation, the SGD optimizer, and the mean squared error (MSE) loss function 
are detailed in [28]. The NeuronLite library has been extended with the Adam optimizer, which combines the 
strengths of root mean square propagation (RMSProp) [29] and SGD with momentum (SGDM) [30]. This improves 
optimization efficiency and convergence, offering clear advantages for deep learning models [31]. 

Adam utilizes two intermediate variables to estimate the momentum and the uncentered variance (second 
moment) of gradients at each update step. Specifically, Adam maintains two variables—first-order and second-
order moments—to track the historical gradients of each weight. This design allows for more adaptive and 
efficient updates, contributing to the optimizer's robustness and effectiveness. 
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Fig. 2 Overview of the NeuronLite library 

The first moment, denoted as mt, represents the momentum of the gradient and is calculated by combining 
the previous moment value mt−1 with the current gradient gt, using the formula: 

 
𝑚𝑚𝑡𝑡 = 𝛽𝛽1𝑚𝑚𝑡𝑡−1 + (1− 𝛽𝛽1)𝑔𝑔𝑡𝑡 (1) 

 
Where β1 is the momentum parameter (typically set to 0.9), gt is defined as follows: 
 

𝑔𝑔𝑡𝑡 =  
𝜕𝜕𝜕𝜕
𝜕𝜕𝑤𝑤𝑡𝑡

 

 
(2) 

Here, gt is the gradient of the loss function with respect to the weights at time t. The gradient term gt 
represents the direction and rate of change of the loss function L with respect to the model’s parameters. It 
indicates how much and in which direction the parameters should be adjusted in order to minimize the loss. 

The second moment, denoted as vt, represents the uncentered variance (second moment) of the gradient and 
is calculated similarly, but using the square of the gradient: 

 
𝑣𝑣𝑡𝑡 = 𝛽𝛽2𝑣𝑣𝑡𝑡−1 + (1 − 𝛽𝛽2)𝑔𝑔𝑡𝑡2 (3) 

 
Where β2 is typically set to 0.999, controlling the update rate of the variance variable and allowing the 

algorithm to adapt to changes in the gradient over time. Since both moments may be biased due to initialization 
at zero, they need to be bias corrected. The corrected first moment is calculated using the formula: 

 
𝑚𝑚� =

𝑚𝑚𝑡𝑡

1 − 𝛽𝛽1𝑡𝑡
 (4) 

 
And the corrected second moment is calculated using the formula: 
 

𝑣𝑣� =
𝑣𝑣𝑡𝑡

1 − 𝛽𝛽2𝑡𝑡
 (5) 
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After obtaining 𝑚𝑚𝑡𝑡�  and 𝑣𝑣𝑡𝑡� , Adam updates the model's weights using the following formula: 
 

𝜃𝜃𝑡𝑡+1 = 𝜃𝜃𝑡𝑡 − 𝛼𝛼 
𝑚𝑚𝑡𝑡

�𝑣𝑣𝑡𝑡� + 𝜖𝜖
�

 (6) 

 
Where α is the learning rate, typically adjusted to control the model's learning speed, and 𝜖𝜖 is a very small 

value (usually 10−8) to prevent division by zero errors. 

2.1.2 Setup Autoencoder Model 
An AE is a neural network designed to encode and decode data. It learns to compress input into a simpler form 
and reconstruct it [32]. The goal is to reproduce the output to closely match the input. An AE has two main parts: 
an encoder and a decoder, connected by a latent space layer [13]. The encoder compresses the input; the decoder 
reconstructs it. A key feature is its symmetrical structure: input and output layers have the same number of 
neurons, while the latent layer has fewer neurons for effective compression [33]. 

Fig. 3 illustrates the AE structure used for anomaly detection, featuring an input layer of 576 neurons and a 
2-neuron latent layer that compresses data into its simplest representation. The decoder reconstructs the input, 
forming a symmetrical [576–2–576] architecture. All layers employ the ReLU activation function to capture 
nonlinear relationships, and the model is trained by minimizing the MSE loss to reduce reconstruction errors. 
Given the constrained computational resources of platforms such as the ESP32, a complexity analysis was 
performed to assess feasibility. Each fully connected layer has a computational cost of 𝑂𝑂(nin×nout), resulting in a 
total time complexity of approximately 𝑂𝑂(2,304) per layer. The model includes 2,882 trainable parameters, 
requiring approximately 11 KB of memory in 32-bit floating-point format, with an overall inference footprint of 
around 83.5 KB as measured on the ESP32. These characteristics confirm that the proposed AE is lightweight, 
computationally efficient, and suitable for real-time deployment on ESP32-based systems. 

 

 

 

 

 

 

Fig. 3 Model AE structure 

2.1.3 Training and Automatic Thresholding 
The training process is illustrated in Fig. 4 (a). First, the time-series data will be directly fed into the AI network. 
At this stage, the AI learns the time-series data, identifying anomalies based on the error between the original and 
reconstructed data using the loss function. Finally, the AE model's training process is evaluated based on two 
criteria. The first criterion is training time: the model is trained for a predetermined time limit. If the training time 
has not been reached, the process continues; otherwise, once the time limit is met, the model automatically saves 
the current results. The second criterion is the loss value: if the error between the original and reconstructed data 
drops below a specified threshold, the training process terminates, and the satisfactory model is saved. Otherwise, 
the training continues until the desired performance is achieved. In practice, the selection between the two criteria 
depends largely on the characteristics of the dataset. For datasets that exhibit high stability and minimal temporal 
variation, the training time criterion is generally more appropriate. In such cases, the model can be trained within 
a limited time frame and still capture the essential features of the data. Conversely, for datasets with significant 
variability or complex nonlinear patterns, extended training periods—ranging from several days to even 
months—may be required for the model to adequately learn the complex structure. Therefore, the loss value 
criterion is considered more suitable for these types of data, as it allows training to continue until a satisfactory 
level of reconstruction accuracy is achieved. 

After completing the training process, the AE model transitions to the predicting phase, as illustrated in Fig. 4 
(b). This process is similar to the training phase: time-series data is fed directly into the trained AE model, which 
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begins making predictions and calculates the error between the original data and the predicted data using the 
MSE loss function. If the number of MSE values is sufficient to determine a clear threshold, the process proceeds 
to identify the threshold that classifies data as either anomalous or normal. Conversely, if the number of MSE 
values is insufficient, the process returns to the data acquisition step and repeats the same processing steps until 
the required number of MSE values is obtained to establish the threshold for distinguishing normal and anomalous 
data. 

Once the required number of MSE values is obtained, the gamma distribution [34] is applied to calculate the 
threshold based on the collected MSE values. The gamma distribution helps determine an accurate boundary, 
ensuring that MSE values below the threshold are classified as normal, while those exceeding the threshold are 
identified as anomalous [13]. To achieve this, we developed an additional gamma library implemented through 
the following steps. 

The first step in this process involves using the data to estimate the parameters of the gamma distribution, 
specifically the shape and scale parameters denoted a and b, respectively. This is done by calculating the mean 
and the logarithmic mean of the collected MSE values. To estimate the parameter a, the mean 𝑥̅𝑥 of the MSE data is 
first calculated using the formula: 

 

Fig. 4 Two phases of anomaly detection design process 

 

𝑥̅𝑥 =
1
𝑛𝑛
� 𝑥𝑥𝑖𝑖

𝑛𝑛

𝑖𝑖=1
 (7) 

 
Next, the logarithmic mean of the data is calculated. 
 

log𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 =
1
𝑛𝑛
� log (𝑥𝑥𝑖𝑖)

𝑛𝑛

𝑖𝑖=1
 (8) 

 
 

 
(a) Training phase 

 
 

 
(b) Predicting phase 
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These two values provide an initial insight into the characteristics of the data and serve as the foundation for 
further calculations of the gamma distribution parameters. After obtaining the mean and logarithmic mean, the 
method of moments is used to estimate the initial value for the parameter a. This is calculated using the following 
formula: 

𝑠𝑠 = log(𝑥̅𝑥)− log𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 (9) 
 
From this, the initial estimate for the parameter a is: 

 

𝑎𝑎𝑒𝑒𝑒𝑒𝑒𝑒 =
3 − 𝑠𝑠 + �(𝑠𝑠 − 3)2 + 24𝑠𝑠

12𝑠𝑠  (10) 

 
This is a quick approach to obtaining an initial value for a based on the difference between the mean and 

logarithmic mean. Next, the parameter a is further refined for greater accuracy using the Brent algorithm [35]. 
This algorithm is employed to solve nonlinear equations. 

 
log(𝑎𝑎) − 𝜓𝜓(𝑎𝑎) − 𝑠𝑠 = 0 (11) 

 
Where 𝜓𝜓(𝑎𝑎) is the digamma function [36]. This enables the precise determination of parameter a, ensuring 

that it accurately reflects the characteristics of the dataset. Finally, after determining the shape parameter a, the 
scale parameter b can be calculated using the formula: 

 

𝑏𝑏 =
𝑥̅𝑥
𝑎𝑎 (12) 

 
The parameter b determines the scale of the gamma distribution based on the relationship between the mean 

of the dataset and the shape parameter a. 
After estimating the parameters, a and b of the gamma distribution, the next step is to calculate the threshold 

for identifying values that can be considered anomalous. This is achieved using the PPF percent-point function 
(PPF) [37], also known as the inverse cumulative distribution function. The basic formula for calculating the 
threshold is as follows: 

 
𝑡𝑡ℎ𝑟𝑟𝑟𝑟𝑟𝑟ℎ𝑜𝑜𝑜𝑜𝑜𝑜 = 𝛤𝛤−1(𝑎𝑎,𝑞𝑞)𝑏𝑏 (13) 

 
𝛤𝛤−1  is the inverse cumulative gamma function, where q represents the probability used to calculate the 

threshold. To determine the threshold value, the Newton-Raphson method [38] is applied to iteratively optimize 
the threshold through the following calculations: 

 

𝑥𝑥𝑛𝑛+1 = 𝑥𝑥𝑛𝑛 −
𝐼𝐼(𝑎𝑎,  𝑥𝑥𝑛𝑛)− 𝑦𝑦

𝑓𝑓(𝑥𝑥𝑛𝑛)  

 
(14) 

The function 𝐼𝐼(𝑎𝑎, 𝑥𝑥𝑛𝑛) is the incomplete gamma function, and 𝑓𝑓(𝑥𝑥𝑛𝑛) is the derivative of the gamma probability 
density function. When x is smaller than 𝑎𝑎 + 1, the series approximation for the lower incomplete gamma function 
[39] is used. When 𝑥𝑥 ≥ 𝑎𝑎 + 1 continued fractions are applied to calculate the upper incomplete gamma function  
[40]. To ensure computational accuracy, we also employed the logarithmic approximation of the gamma function 
using the Lanczos method [41]. 

 

log�𝛤𝛤(𝑥𝑥)� = log (√2𝜋𝜋
𝑥𝑥𝑥𝑥−0.5

𝑒𝑒𝑥𝑥
�

𝑐𝑐𝑖𝑖
𝑥𝑥 + 𝑖𝑖

6

𝑖𝑖=0
) (15) 

 
Where 𝛤𝛤(𝑥𝑥) is the gamma function, and 𝑐𝑐𝑖𝑖 are the Lanczos coefficients (also known as Lanczos constants) 

which are carefully chosen to provide the best approximation of the gamma function. In the gamma library, we 
have developed a class called gamma_gen, which contains three important methods: pdf, ppf, and fit. Notably, the 
fit method plays a crucial role in estimating the two parameters, shape a and scale b. These parameters are then 
used in the ppf method to calculate the important thresholds of the gamma distribution. Algorithm 1 outlines the 
process for calculating the threshold. 
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Algorithm 1: Evaluate anomalous threshold 
00 
 
01 
02 
03 
 
04 
05 
 
06 
07 
 
08 

Input: 
// list of MSE values. 
X → MSE values  
q → threshold probability 

Step 1: 
// Find the parameters a (shape) and b (scale) of the gamma distribution from data X 
a, b → fit(X)   

Step 2: 
// Calculate the threshold based on the threshold probability 1 - q and the parameters a, b. 
threshold → ppf(1 - q, a, b) 

Output: 
// cutoff value from gamma distribution. 

threshold 
 
To evaluate the effectiveness of the AE, the following metrics are used: Accuracy, Precision, Recall, and F1-

score. Accuracy provides overall information about the correct classification rate, while Precision and Recall allow 
for a detailed assessment of the model’s ability to identify anomalous samples. The F1-score is particularly useful 
when there is a significant imbalance between the classes, as it combines both Precision and Recall, offering a 
balanced measure of the model’s performance. These metrics not only help assess accuracy but also ensure that 
the model can reliably detect anomalous samples in real-world environments, where sensitivity and precision are 
crucial [42]. The mathematical representations of these metrics are as follows: 

 

𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 =
𝑇𝑇𝑇𝑇 + 𝑇𝑇𝑇𝑇

𝑇𝑇𝑇𝑇 + 𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹 + 𝐹𝐹𝐹𝐹 
 

(16) 

 

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 =
𝑇𝑇𝑇𝑇

𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹 
 

(17) 

 

𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 =
𝑇𝑇𝑇𝑇

𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹 
 

(18) 

 

𝐹𝐹1_𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 = 2 ×
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 × 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 + 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 

 
(19) 

 
Where True Positive (TP) refers to samples that are labeled and predicted as anomalies, True Negative (TN) 

refers to samples that are labeled as normal but predicted as anomalous, False Positive (FP) refers to samples that 
are labeled as anomalies but predicted as normal, and False Negative (FN) refers to samples that are labeled and 
predicted as normal. 

2.1.4 The Hardware Platform for Deploying Training and Inference of the AE Model 
Fig. 5 illustrates the proposed hardware platform of this study. The processor part consists of two ESP32 
microcontrollers, designed for real-time data acquisition, training, and inference using NeuronLite. In this system, 
ESP32-1 is responsible for capturing and processing analog signals via the analog-to-digital converter (ADC). The 
acquired data is then transmitted to ESP32-2 through UART1. ESP32-2 processes the received data and stores the 
necessary information on a secure digital (SD) card via the serial peripheral interface (SPI). At the same time, data 
intended for monitoring is sent to a computer through a USB2COM converter for display and analysis. The system 
also utilizes GPIO pins to optionally control the training or inference processes. 

Figure 6 illustrates the algorithm of the anomaly detection system implemented on two ESP32 devices. First, 
ESP32-1 initializes the system and waits for a request from ESP32-2. Upon receiving the request, it collects time-
series data, processes it, converts the data into an image, and then transmits the image to ESP32-2. On ESP32-2, 
after initialization, the system checks its operating mode. If the training mode is activated, ESP32-2 continuously 
receives image data from ESP32-1 to train the AE model. The training process terminates when one of two 
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conditions is met: the training time exceeds the predefined limit or the loss value drops below the target threshold. 
Once the stopping condition is satisfied, the trained model is saved for use in the next phase. Next, the system 
enters the MSE threshold determination phase. In this step, ESP32-2 uses the trained AE model and continues 
receiving new images from ESP32-1. For each input image, the model performs reconstruction and calculates the 
MSE. This process repeats until a sufficient number of MSE samples are collected (e.g., 1000 values). From this 
dataset, the system computes and stores the optimal MSE threshold, completing the “Calculate and save threshold” 
step. After the threshold is determined, the system transitions to the anomaly detection phase. ESP32-2 
continuously receives new images from ESP32-1, reconstructs each one using the AE model, and compares the 
resulting MSE to the predefined threshold. If the MSE is below the threshold, the data is identified as normal; 
otherwise, it is identified as abnormal, and the corresponding result is displayed. After processing, ESP32-2 checks 
whether retraining is required. If not, the system continues monitoring in prediction mode; if yes, it returns to the 
training phase to update the model. 

If a pre-trained model is already available, ESP32-2 can skip the training phase and directly load the AE model 
along with the saved MSE threshold. In this case, the system operates solely in detection mode—continuously 
receiving data from ESP32-1, reconstructing images, computing MSE values, and evaluating operational status in 
real time. 

 

 

 

 

 

 

 

 

 

Fig. 5 Hardware platform for testing the AD model based on NeuronLite 

2.2 Case Study: Abnormal Detection for Three-Phase Motor 
In this study, the noise generated by a three-phase motor is acquired and converted into frequency spectrograms 
to support tasks such as model training, error analysis between normal motor operation, threshold determination 
for anomaly detection, and system testing with both normal and anomalous noise. The sliding window algorithm, 
as proposed in [43-45], is employed to generate continuous spectrograms for the system. Due to differing 
durations for training and prediction tasks, the algorithm must account for elapsed system time to update the 
spectrogram with new columns accordingly. The algorithm has been refined, as illustrated in Fig. 7, to align with 
the requirements of this research. 
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Fig. 6 Algorithm of the two ESP32 microcontrollers for implementing the real-time training AD application 

 

 

 

 

 

 

 

 

 

Fig. 7 Realtime Mel scale spectrogram generation algorithm 
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The spectrograms utilized in this study are 48×48 in size, with the vertical axis representing frequency and 
the horizontal axis representing time. The maximum frequency on the vertical axis is 8 kHz, with each row 
corresponding to the average value of a Mel filter bank bin. The horizontal axis represents time, where 48 columns 
correspond to one second. For this setup, the sliding window has a width of 40 ms and slides by 20 ms per step. 
Within the program, the ESP32's I2S module is configured to continuously sample audio at a rate of fs=16kHz. 

At each point when a spectrogram needs to be updated, the program calculates the number of slides l based 
on the elapsed time to determine the number of samples required to generate the new portion of the spectrogram. 
If l is smaller than the maximum number of slides M, M slides' worth of samples are acquired and converted into 
a new spectrogram. Otherwise, l slides' worth of samples is acquired and used to create l new columns for the 
previously generated spectrogram, with the l oldest columns being removed. The number of samples in l slides is 
calculated using the following formula: 

 

𝑙𝑙 =
𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡_𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝
𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠_𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠  

 
(20) 

 

𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛_𝑜𝑜𝑜𝑜_𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 =
𝑙𝑙 × 𝑓𝑓𝑠𝑠 × 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠_𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠

1000  (21) 

 
The samples within a window are analyzed into 512 frequency components using the discrete Fourier 

transform (DFT) based on the formula proposed by [46], and only the first 256 components are utilized. 
 

𝑋𝑋𝑘𝑘 = � 𝐴𝐴(𝑘𝑘)𝑊𝑊𝑗𝑗𝑗𝑗 , 𝑗𝑗 = 1, 2, 3, . . . ,𝑁𝑁 − 1
𝑁𝑁−1

𝑛𝑛=0
 (22) 

 
Where, A(k) is a complex number, and W is calculated using the following formula: 
 

𝑊𝑊 = 𝑒𝑒2𝜋𝜋𝜋𝜋/𝑁𝑁 (23) 
 
The power of each frame is calculated using the formula: 
 

𝑃𝑃𝑖𝑖(𝑘𝑘) =
1
𝑁𝑁

|𝑋𝑋𝑘𝑘|2 (24) 

 
Next, the Mel filter bank is calculated to group frequency bands into n groups. The formula for converting the 

frequency scale from Hertz to the Mel scale is presented as follows [47]: 
 

𝑚𝑚 = 2595 log10 �1 +
𝑓𝑓

700
� = 1127ln (1 +

𝑓𝑓
700) (25) 

 
And the inverse transformation is given by the formula: 
 

𝑓𝑓 = 700 �10
𝑚𝑚

2595 − 1� = 700(𝑒𝑒
𝑚𝑚

1127 − 1 ) (26) 
 
The frequencies 𝑓𝑓ℎ𝑖𝑖𝑖𝑖ℎ  and 𝑓𝑓𝑙𝑙𝑙𝑙𝑙𝑙  are converted to the Mel scale to determine the upper 𝑀𝑀ℎ𝑖𝑖𝑖𝑖ℎ and lower 𝑀𝑀𝑙𝑙𝑙𝑙𝑙𝑙 

bounds of the filter bank, m linearly spaced values within the range [𝑀𝑀𝑙𝑙𝑙𝑙𝑙𝑙; 𝑀𝑀ℎ𝑖𝑖𝑖𝑖ℎ] are calculated and converted 
back to the frequency scale using the inverse transformation formula. Subsequently, the filters are generated using 
the following formula: 

 

𝐻𝐻𝑚𝑚(𝑘𝑘) =

⎩
⎪⎪
⎨

⎪⎪
⎧

0           , 𝑘𝑘 < 𝑓𝑓(𝑚𝑚− 1)
𝑘𝑘 − 𝑓𝑓(𝑚𝑚− 1)

𝑓𝑓(𝑚𝑚)− 𝑓𝑓(𝑚𝑚− 1)
, 𝑓𝑓(𝑚𝑚− 1) ≤ 𝑘𝑘 ≤ 𝑓𝑓(𝑚𝑚)

𝑓𝑓(𝑚𝑚 + 1)− 𝑘𝑘
𝑓𝑓(𝑚𝑚 + 1)− 𝑓𝑓(𝑚𝑚) , 𝑓𝑓(𝑚𝑚) ≤ 𝑘𝑘 ≤ 𝑓𝑓(𝑚𝑚 + 1)

0           , 𝑘𝑘 > 𝑓𝑓(𝑚𝑚 + 1)

 (27) 

 
With m being the desired number of filters and f(.) representing the list of frequencies spaced by m+2 Mel. 
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After converting the spectrogram images, the resulting data ranges from -128 to 127. To normalize the data to 
the [0,1] range and enhance the learning efficiency of the autoencoder model, we applied equation. (27): 

 

𝑥𝑥𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 =
𝑥𝑥 + 128

255  (28) 

 
After data collection, the full dataset is input into the AE model (Fig. 4) for training, using the previously 

described algorithms and hardware. To evaluate training time, prediction capability, and performance, six models 
were configured with different learning rates and optimizers. Training was based on two criteria: loss value and 
training time. Table 1 details the configurations. models 1 and 4 use Adam with a 0.001 learning rate, evaluated 
by loss (model 1) and time (model 4) to test Adam’s training acceleration. The other models use SGD with learning 
rates of 0.01 (models 2, 5) and 0.1 (models 3, 6); models 2 and 3 are evaluated by loss, and models 5 and 6 by time. 
A 0.001 learning rate was excluded for SGD due to long training times. This setup allows comparison of 
optimization performance and suitability for real-world demands. 

Table 1 Configuration of the models deployed for real-world testing 
 Learning rate Optimizer Criteria 

Model 1 0.001 Adam Loss 
Model 2 0.01 SGD Loss 
Model 3 0.1 SGD Loss 
Model 4 0.001 Adam Time 
Model 5 0.01 SGD Time 
Model 6 0.1 SGD Time 

2.3 Experimental Setup 
Fig. 8 illustrates the experimental setup, where the anomaly detection model is placed near the three-phase motor. 
The model is trained and tested using noise emitted by the motor. Initially, it is trained with noise from normal 
operation. After training, it continues to run with normal noise to determine the anomaly detection threshold. 
Then, faults such as phase loss, phase shift, and bearing failure are introduced to test the model’s detection 
capability. 
 

 

 

 

 

 

Fig. 8 Layout of the training and testing experiment for the anomaly detection model 

3. Experimental Results 

3.1 Training Results 
For the loss criterion, the training process will automatically stop when the loss value drops below 0.04. This 
target should be adjusted based on the object to ensure the quality of the learning process. The target loss value 
is calculated based on the overall mean of the MSE values throughout the training process. This approach helps 
the model learn stably and achieve better recognition performance. Once the target loss value is reached, all 
weights, including the weight and bias, are saved to the SD card for reloading when necessary. Models 1, 2, and 3 
are trained based on the target loss value. Table 2 presents the training time results for these models. 
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The training times for these models vary significantly, reflecting the acceleration effectiveness of the 
optimizers. The results show that the SGD algorithm is less effective in accelerating training. Specifically, models 
2 and 3, which apply this algorithm, require training times of 79.4 and 7.45 minutes, respectively. Model 3 has a 
faster training time because the learning rate is relatively large at 0.1. When the learning rate is reduced by a 
factor of 10 to 0.01 (model 2), the training time increases to 79.4 minutes, which is more than 10 times longer. 
Meanwhile, model 1, with a learning rate of 0.001 (100 times smaller than model 2), requires only 9.39 minutes 
to reach the training goal. This indicates that the Adam algorithm optimizes the training process well. However, 
due to its fast convergence, the model may not have been trained with all the features of the monitored object. 
This could be considered a disadvantage of target-based training in the anomaly detection problem. 

For the time criterion, models 4, 5, and 6 were trained for a duration of 30 minutes. The training time should 
be adjusted based on the object being monitored, ensuring it is long enough for the models to learn all the 
necessary features of the object. Fig. 9 shows the change in loss values for the three models over the 30-minute 
training period. This graph indicates that models 4 and 6 converge very quickly, with the loss value decreasing to 
around 0.05 within the first 10 minutes and continuing to decrease steadily over time. In contrast, Model 5 
decreases its loss much more slowly and maintains a higher loss value compared to the other two models. This is 
understandable because model 5 is trained with a learning rate of 0.01, resulting in slower weight updates. It also 
demonstrates that the SGD algorithm is less effective than Adam. The training results of models 4 and 6 highlight 
the efficiency of the Adam algorithm, as it enables model 4, with a learning rate of 0.001, to achieve a training 
speed comparable to that of model 6, which uses a learning rate of 0.1. 

Table 2 Training time with target loss 
 Model 1 Model 2 Model 3 

Times 
(minute) 9.39 79.40 7.45 

 

3.2 Abnormal Detection Results in the Working Noise of Three-Phase Motor 
After training, the AE models are used for inference on both normal and abnormal motor noise. Three faults—
phase loss, phase shift, and bearing failure—were deliberately introduced. For each case, the models processed 
1000 noise samples to generate 1000 MSE values. MSE values from normal noise are used to set the anomaly 
detection threshold via the gamma distribution. MSE values from abnormal cases are used to assess the model's 
detection accuracy. 

 

 

 

 

Fig. 9 Training process of Model 4, Model 5 and Model 6 

Fig. 10 (a) shows the MSE distribution of Models 1, 2, and 3 for normal and abnormal motor noise (phase shift, 
phase loss, bearing failure). All models effectively separate normal and abnormal data. Bearing failure has the 
most distinct MSE distribution, making it the easiest to detect. However, phase shift and phase loss in Models 1 
and 3 are closer to the normal range, increasing the chance of confusion. In contrast, Model 2 only shows phase 
loss data overlapping with normal. 

The anomaly threshold is determined based on a probability threshold of 0.01%, meaning that any noise 
segment with an MSE probability below 0.01% in the normal distribution is considered abnormal. Thus, when 
training the model with a target loss, the models exhibit different distributions and are all capable of detecting 
anomalies effectively in the working noise of the three-phase motor. The anomaly thresholds for Models 1, 2, and 
3, determined using the gamma distribution, are 0.0029, 0.0033, and 0.0024, respectively. 

Similarly, the graphs in Fig. 10 (b) show the MSE distribution of Models 4, 5, and 6 when operating with 
normal, phase-shifted, phase-lost, and bearing-failure motor noise. These distributions clearly illustrate the 
difference between the MSE distribution of normal motor operation and the abnormal cases, similar to the models 
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trained with the target loss. However, the distributions show a noticeable gap between the normal and abnormal 
distributions, meaning that if the anomaly threshold is well defined, the models will detect anomalies with high 
accuracy and minimal confusion. This could be evidence that the models were trained with most of the normal 
noise characteristics of the three-phase motor. Unlike the target loss criterion, here the anomaly threshold is 
determined based on a probability threshold of 0.001%, meaning that any noise segment with an MSE probability 
below 0.001% in the normal distribution is considered abnormal. The anomaly thresholds for Models 4, 5, and 6, 
determined using the gamma distribution, are 0.0033, 0.0118, and 0.0036, respectively. 

In summary, the anomaly detection model for the working noise of a three-phase motor has been successfully 
developed based on the NeuronLite library created by the authors. The anomaly detection model can be trained 
in real-time while the motor is operating. The training can be based on either the target loss value or training time, 
depending on the object being monitored. In the experiment conducted in this study, both training solutions 
performed well in classifying normal and abnormal motor noise. The accuracy of anomaly detection will be 
analyzed in detail in the next section. 

 

Fig. 10 Realtime testing results of models 

Fig. 11 presents the confusion matrix of the six models. Each matrix shows the number of correct and incorrect 
classifications for the two types of data: normal and abnormal. Fig. 11 (a) shows that model 1 correctly classifies 
963 normal samples and 2999 abnormal samples, but it misclassifies 37 normal samples as abnormal and 1 
abnormal sample as normal. Fig. 11 (b) shows that model 2 correctly classifies 985 normal samples and 3000 
abnormal samples, with only 15 normal samples misclassified as abnormal and no misclassification of abnormal 
samples. In Fig. 11 (c), the confusion matrix of model 3 shows 980 normal samples and 2975 abnormal samples 
correctly classified, with 20 normal samples misclassified as abnormal and 25 abnormal samples misclassified as 
normal. Fig. 11 (d) and 11 (e) show that models 4 and 5 achieve perfect performance, correctly classifying all 1000 
normal samples and 3000 abnormal samples without any misclassifications. Fig. 11 (f) shows that model 6 
correctly classifies 984 normal samples and 3000 abnormal samples, with only 16 normal samples misclassified 
as abnormal and no misclassification of abnormal samples. In summary, models 4 and 5 demonstrate the highest 
accuracy, classifying all samples correctly. Models 2 and 6 also perform well, with minimal misclassifications. 
Models 1 and 3 show a higher misclassification rate but still achieve relatively good performance in classifying 
normal and abnormal data. 

These results suggest that training based on time yields better anomaly detection performance, as the models 
trained with the target loss may have learned the full features of the normal motor noise. On the other hand, when 
models are trained quickly (Models 1 and 3), they likely miss many of the normal noise features, which may 
explain the higher misclassification rate in these models. Meanwhile, model 2, which was trained for a longer 
duration (over 79 minutes), has a lower misclassification rate. The models trained based on time perform almost 
perfectly. The difference in accuracy between model 2 (trained for over 79 minutes) and model 5 (trained for 30 
minutes) could be due to different experimental conditions, as this is a real-time experiment that may be affected 
by surrounding noise. 

Table 3 shows the accuracy of the six models. The results indicate that models 4 and 5 achieved absolute 
performance, with all metrics at 100%, demonstrating their perfect classification capability. Models 2 and 6 also 

  
(a) Models trained with target loss (b) Models trained with specific time duration 
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performed very well, with accuracies of 99.62% and 99.6%, respectively, and Precision, Recall, and F1-scores all 
very close to 100%, indicating that these models effectively detected abnormal noises. Models 1 and 3 performed 
slightly lower, with accuracies of 99.05% and 98.87%, respectively. However, both still achieved good results, 
with an F1-score of 99.37% for model 1 and 99.24% for model 3, reflecting a balanced ability to detect and 
correctly predict anomalous cases. 

Table 3 Accuracy of six models 
 Model 1 Model 2 Model 3 Model 4 Model 5 Model 6 

Accuracy 99.05 99.62 98.87 100.0 100.0 99.60 
Precision 98.78 99.5 99.33 100.0 100.0 99.46 
Recall 99.96 100.0 99.16 100.0 100.0 100.0 
F1-score 99.37 99.75 99.24 100.0 100.0 99.73 

 

 

 

 

 

 

 

Fig. 11 Confusion matrix of 6 models 

The metrics indicate that all six models effectively detected and classified normal and abnormal data, with 
models 4 and 5 performing best. High Precision and Recall values confirm the models’ stability and reliability in 
real-world settings. These results validate the accuracy of the real-time training algorithm integrated into 
NeuronLite and the effectiveness of the optimization methods. This highlights the potential for applying this 
approach to unsupervised or semi-supervised learning on embedded systems. 

3.3 Evaluate the computation time of the models 
Table 4 compares the training time for each model on an MCU and a PC. On the MCU, the Adam algorithm takes 
about 531 ms per training session, which is approximately 7.5 times slower than the SGD algorithm. When using 
the NeuronLite library implemented in C/C++ on a PC, the training time for Adam and SGD reduces to 2.57 ms and 
1.56 ms, respectively. This is understandable because the PC has a higher processing speed and more efficient 
floating-point computation capabilities. The results show that a single training session using the SGD optimizer is 
significantly faster than Adam. However, the Adam algorithm helps the AE model converge more quickly, leading 
to faster training time, as noted earlier. Additionally, the time required to find the anomaly detection threshold is 
also part of the training process. This time is only 9 ms when performed with 1000 MSE samples. This time is 
relatively small and does not significantly affect the overall training time or the time required to determine the 
threshold for the anomaly detection model. 

Table 4 Training time (ms) per spectrogram image 
 MCU PC 

Adam 531.2 2.57 
SGD 70.5 1.56 

 

   
(a) Model 1 (b) Model 2 (c) Model 3 

   
(d) Model 4 (e) Model 5 (f) Model 6 
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The time required to encode an input of the trained AE model to find the MSE is also crucial in demonstrating 
the real-time operational capability of the anomaly detection model. The encoding time for a spectrogram image 
of the trained AE model was measured on both the MCU and PC platforms. The results show that the MCU takes 
29.95 ms to encode one image, while the PC takes only 0.2 ms, which is approximately 150 times faster than the 
MCU. However, the 30 ms encoding time on the embedded system is still sufficient for real-time applications. 

4. Discussion 
This study has successfully developed a real-time training-based AD system entirely running on the embedded 
system. Currently, there is a lack of studies that implement real-time training mechanisms for the AD tasks on 
MCUs, with most research using FPGA platforms as outlined in the Introduction. Therefore, the performance of 
this study will be compared with a similar model implemented on FPGA from the study [18]. Study [18] is chosen 
for comparison because it fully reports training and prediction latency. Table 5 compares the hardware platform 
and performance of the anomaly detection task between this study and [18]. Study [18] uses an AI ONLAD core 
running on the PYNQ-Z1 FPGA (clocked at 100 Hz) with a model configuration of 512 input nodes, 16 hidden 
nodes, and 512 output nodes. In this case, the AE model has 16,400 parameters, with a training time of 0.14 ms 
and a prediction time of 0.1 ms—ideal for real-time tasks. In contrast, NeuronLite was only tested on the ESP32 
MCU (clocked at 240 MHz), which leads to larger training times (138.8 ms and 17.6 ms for the Adam and SGD 
optimizers, respectively) and a prediction time of 29.5 ms. Although these results are not as impressive, the MCU-
based system is compact, development procedures are simpler, power consumption is low, and the cost is cheaper, 
making it very suitable for mobile applications and IoT systems requiring embedded intelligence. While FPGA 
offers higher speed and accuracy, its high cost and complex programming limit its widespread deployment. 

Table 5 Comparison of results between other studies 
Name papers [18] This study 

Hardware platform PYNQ-Z1 2 
Frequency (MHz) 100 4 
Problem type Anomaly Detection Abnormal Detection 

Number of parameters 16,400 2,882 
Training latency (ms) ~ 0.14 Adam = 132.8 and SGD = 17.6 

Predict latency (ms) ~ 0.1 7.4 
 

The AE-based anomaly detection models and NeuronLite library have strong development potential. Real-time 
training with optimizers like Adam enables applications in industrial monitoring, medical diagnostics, and fault 
detection. Compatibility with MCUs allows integration into IoT systems with embedded intelligence. Future 
directions include adding more optimization algorithms, improving computational performance, addressing 
concept drift to enhance model robustness, and integrating supervised learning to broaden NeuronLite's 
application scope. 

5. Conclusion 
The study has successfully developed a comprehensive anomaly detection platform based on the NeuronLite 
library created by the authors. The developed platform is capable of automating the entire process, from training 
and threshold determination to anomaly detection, on the proposed hardware platform. Notably, the proposed 
algorithm allows the AE model to be trained based on either the target loss or training time, enabling the system 
to effectively learn the normal features of various objects, from simple to complex. The proposed anomaly 
detection models were applied to detect anomalies in the noise of a three-phase motor. The experimental results 
show that, although the Adam optimization algorithm requires more computational resources, it provides faster 
convergence, thereby effectively learning the object's features. The gamma distribution was successfully applied 
to determine the anomaly threshold directly on the system, yielding the best anomaly detection result, achieving 
100% accuracy under the experimental conditions of the study. Future development directions include expanding 
the optimization algorithms, addressing the "concept drift" problem, and integrating semi-supervised learning 
capabilities to enhance the adaptability and broaden the application of NeuronLite. Displayed equations should 
be numbered consecutively in each section, with the number set flush right and enclosed in parentheses. 
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