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Cell phones are essential to our daily lives in the current technological 
era. These days, most issues can be quickly and efficiently resolved with 
smartphones. An array of social media, business, problem-solving, 
educational, and marketing apps have simplified and eased everyone's 
life. Conversely, Quick Response (QR) codes have a straightforward 
appearance but can hold a large amount of data, which can be used in 
the information security process. However much information they may 
contain, the user should be able to rapidly and securely access 
information by scanning the QR code. In most human-controlled 
companies or academic institutions, gathering attendance information 
is time-consuming, repetitive, and crucial. Every day, the same process 
is used to take attendance. However, the attendance records at many 
universities in Sudan are not automated. It requires a lot of time to 
accomplish it. This research tries to automate the process of attendance 
recording using mobile devices and the QR technique. The resulting 
system will be an automated mobile-based attendance system, which 
can contribute to securing data to save the rights of either human 
labour or students and to increase the efficiency of the attendance 
process. This will help lecturers save time and spend more on academic 
activities with their students instead of wasting time managing 
attendance records. 
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1. Introduction 

Getting student attendance from university instructors during each class is time-consuming, especially when 
classes are large. However, some faculty policies require this task to be performed by the instructor in each 
lecture. In other words, out of the total hours assigned to a given course, typically twenty hours per semester, up 
to one hour and a half may be taken to perform this process, which usually takes around ten minutes per lecture. 
The proposed solution offers a QR code for the students to scan via a specific smartphone application. The code 
and the student identity taken by the application will confirm the student’s attendance. In this way, the system 
will save not only time but also effort that was supposed to be put in by instructors during each lecture. It will 
speed up taking attendance using an accurate and secure approach. Hence, it will leave much more time for the 
lecturer to be given to his students properly. 



J. of Applied Sciences Technology and Computing Vol. 1 No. 2 (2024) p. 1-12 2 

 

 

The popularity of smartphones has increased over the years [1]. This has the potential to transform and 
accelerate the university attendance process. The manual student involved in the existing manual attendance 
method takes time. Instructors will allow students to sign the attendance record. After that, he or she will log in 
to the university's site to note every class's attendance. The professors' valuable time will be wasted on this. 
Additionally, when paper attendance records are converted to digital ones, human error will be introduced, 
which is difficult to prevent when students receive their attendance sheets [2]. 

In higher education institutions, recording students' attendance is laborious and ineffective. The enormous 
class size makes the process more difficult to oversee. Controlling absenteeism is considerably more difficult. 
Lecturers must enter attendance sheet information into a web-based system after every class. The entire 
procedure of processing attendance is taking up lecturers' valuable time. 

Notwithstanding all the issues above, universities continue to record students' attendance by having their 
students sign attendance sheets. Furthermore, many papers are being wasted and printed, and these documents 
could be lost or damaged by academics. The inability of the current system to perform all the procedures 
necessary to complete the administrative chores resulted in a delay in the preparation of reports for the college 
administration. 

QR codes will be used in this study to streamline and facilitate the attendance recording procedure. In 
addition, at the same time, it will secure important data and private information from any risk [3]. What makes 
QR codes unique? This subject will be addressed in the literature, but to start, let's say that QR codes are two-
dimensional matrix barcodes employed to make digital smartphone content easily accessible. [4]. Japanese 
automatic data capture equipment manufacturer Denso Wave, a TOYOTA subsidiary, developed it. [5] Denso-
Wave developed QR codes in 1994 to monitor automotive parts during production. 

The rest of the paper explains the related works. The research methodology is described in section 3. The 
resulting system, security implementation, and functional testing follow this. Section 7 gives the conclusion. 

2. Literature and Related Works 

The QR code is a matrix code comprising several black and white squares placed in a grid pattern that are 
technically specified as modules. Its primary purpose in design and development was to create an easily read 
and comprehended symbol [4]. As an example, it can be referred to in Fig. 1. 
 

 
Fig.  1 Example of QR code 

Every module encrypts information. The maximum character count for traditional codes (bar codes) is 20. 
In contrast, QR codes can represent 7,089 numeric characters in addition to 4,296 alphanumeric characters, 
2,953 binary bytes, 1,817 Kanji characters, or a combination. This makes QR codes significantly more and 
extensive than bar codes and other 2D codes like PDF417, Data Matrix, and Maxi Code [6]. A detailed 
comparison of these various 3D code types may be found in Table 1. 

Information security must change to accommodate new technology and ways to use it. For security experts, 
new technologies bring opportunities as well as challenges. New gadgets, like smartphones, or new ways to 
share information can provide challenges. The utilization of Quick Response (QR) codes is one such quickly 
developing interface technique [7]. 

2.1 Related Works 

The issue of documenting attendance in academic institutions can be resolved in several ways, including using 
magnetic cards, facial recognition software, electronic fingerprint systems, and other methods. Table 2 presents 
a comparative analysis of these methodologies. Among these options, the QR code is regarded as the most 
effective technology for completing the attendance-taking procedure since it offers a cheap initial 
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implementation cost and uses resources that all students already possess—thanks to smartphones. Notably, 
Secure QR Code (SQRC) technology can be used to keep information secured and hidden [8]. 
 

Table 1 Comparison between different 3D types of codes 

 
In comparing identity verification techniques presented in Table 2, the methods include traditional/manual, 
Bluetooth, facial recognition, biometric systems, QR codes, and card readers. Each technique differs in cost, ease 
of implementation, scalability, and effectiveness in securing attendance systems. 
 Traditional/Manual Methods involve simple attendance records, but they are time-consuming, prone to 

human error, and offer low data integrity 
 Bluetooth-based Systems automatically register attendance within a coverage area but are prone to 

medium errors and require students to have smartphones with Bluetooth enabled 
 Facial Recognition Systems offer higher accuracy but require prior facial scans and expensive equipment, 

making them costly to implement. 
 Biometric Systems, such as fingerprint scanners, are highly accurate and secure but have high infrastructure 

costs. 
 QR Code Systems provide a balanced solution with medium infrastructure costs, high data integrity, and 

scalability. This method requires students to scan a QR code displayed in the classroom, reducing time and 
preventing attendance manipulation. 

 Card Readers are like QR code systems but need physical student ID cards. The infrastructure costs and ease 
of faking attendance are moderate. 
Overall, QR codes and Bluetooth-based systems offer the best balance between cost, ease of use, and 

scalability for educational institutions. 
 
 
 

 

 
 
 
 

            QR code  

 
 
 

 
 
          PDF417 

 
 
 
 

            Data Matrix 

Density High density High density High density 

Character Set Full ASCII Full ASCII Full ASCII 

Maximum 
Capacity 

1. Numeric: 7089 
2. Alphanumeric characters: 

4296 
3. Bytes: 2953 

1. Numeric: 2710 
2. Alphanumeric characters: 

1850 
3. Bytes: 1108 

1. Numeric: 3116 
2. Alphanumeric characters: 

2335 
3. Bytes: 1556 

Error Detection & 
Correction 

QR codes use the Reed-
Solomon algorithm, which 
enables the code to be read 
even if up to 30% of it is 
damaged [9] 

PDF417 barcodes use the 
Reed-Solomon algorithm, 
which enables the code to be 
read even if up to 50% of it is 
damaged [10] 

Data Matrix code ECC 200 
symbolizes use the Reed-
Solomon algorithm for error 
detection and correction; 
ECC 000-140 uses 
convolutional error 
correction[11] 

Usage Scenarios 

1. online or app payments 
2. augmented reality 
3. mobile operating systems 
4. website login 
5. loyalty programs 
6. virtual stores 
7. marketing and advertising 

campaigns 

1. boarding passes 
2. driver licenses 
3. identification cards 
4. postal packages 
 

1. direct parts marking 
2. electronics product 
3. packaging 
4. posters 
5. pill bottles 
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Table 2 Comparison between different identity verification techniques 

Features 
Traditional 
or Manual 

Bluetooth 
Facial 

Recognition 
Biometric QR Code Card Reader 

Description 

Nothing  (just 
a record of 
students) [12]  
 

Automatically 
register 
attendance 
when within 
the Bluetooth 
coverage area 
[13][14] 

Requires prior 
Scanning of 
every face [15]  
 

Requires prior 
Scanning of 
every 
fingerprint  
[16]  

Required 
students to 
scan QR code 
that displayed 
in the class 
[17] 

Required 
students to 
scan their 
student ID on 
card readers 
[18] 

Infrastructure 
Cost 

Low Medium High High Medium Medium 

Required 
equipment 

Need Physical 
File or MS 
Excel Sheet  

Smartphone 
with 
Bluetooth 
turned on 

Installed 
Cameras 

Installed 
Fingerprint 
scanner  

Smartphone 
Student ID, 
card reader 

Easy to fake 
attendance 

Very Tedious Medium Quite Easy Quite Easy Medium Medium 

Scalability Very Difficult - Very Difficult Very Difficult 
Grows with 
you 

- 

Usage (based 
on number of 
persons) 

One person at 
a time 

- 
One person at 
a time 

One person at 
a time 

Multiple people 
at a time 

- 

Data Integrity Low - High High High - 

Process Time 
4-5 seconds 
per student  
 

- 
2-3 seconds 
per student  
 

2-3 seconds 
per student  
 

Same time for 
‘n’ number of 
students  

- 

In the modern world, it can be difficult to secure and conceal private information. A person may suffer a 
significant loss from the forgery of confidential information due to a lack of security and confidentiality. Personal 
and confidential information must be securely shared, concealed from the intended recipient, and able to be 
authenticated by the recipient. More and more people are sharing data using QR codes for various purposes. The 
high data capacity of the QR code makes it significant in information communication. However, encryption is 
rarely used and the majority of QR code systems in use today use unsafe data formats [19]. 

Because two-dimensional barcodes have a significant increase in information capacity, they are widely used 
in many different fields. Thus, the QR-code-based user authentication system is made possible. Thus, the 
widespread adoption of smart devices has encouraged the spread of authentication systems using QR codes [20]. 

3. Research Methodology 

3.1 General Description 

Students can use their smartphones to scan a QR code provided by the suggested solution. The identity from the 
smartphone will be used to verify attendance. In addition to saving time and effort, this will reduce needless 
paper use during recording attendance. The suggested method uses multi-factor authentication to detect 
fraudulent attendance registrations. 

Three modules comprise the solution: a web module, a backend service module, and a mobile module. The 
backend service module has already generated the QR code displayed by the web module. To stop cheating, the 
QR code will show for ten seconds. This can prevent students from scanning the QR code while they are not in 
class. Students can verify their attendance by scanning a QR code with the mobile module. After that, the 
backend service module receives the validation request. The backend service module will update the attendance 
records database once the attendance is confirmed. 

Compared to the traditional method, the attendance recording process should take less than five minutes. 
The processes used to build the suggested approach are described in Fig. 2, along with how the three modules 
can work together to finish the academic attendance tracking process. 
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Fig.  2 Interaction of the system’s modules 

3.2 Development Tools 

This section discusses tools and integrated development environment (IDE) services, programming languages, 
frameworks, and databases. 

3.2.1 Tools and IDEs 

3.2.1.1 Flutter 
Flutter is essentially an SDK for designing smartphone applications focusing on user interfaces (UIs). It is 
programmed for the back end using the Dart programming language. Making Flutter a useful tool for rapidly and 
effectively developing applications was one of the main priorities during development. It is also thought to be a 
perfect option for businesses or developers that wish to quickly and cheaply reach people on the Android and 
ISO platforms [21][22]. 
 

3.2.1.2 Android Studio 
Built on top of JetBrains' IntelliJ IDEA software and intended exclusively for Android development, Android 
Studio is Google's Android operating system's official integrated development environment (IDE). In 2020, it 
has been offered as a subscription-based service or for downloading for Linux, macOS, and Windows operating 
systems. It serves as the primary IDE for developing native Android applications in place of the Eclipse Android 
Development Tools (E-ADT) [23][24]. 

3.2.2 Services 

3.2.2.1 Firebase 
Google has offered Firebase as a suite of backend cloud computing services and platforms for developing 
applications. It supports various apps, including JavaScript, Node.js, Android, iOS, PHP, C++, Unity, and Java. It 
also hosts databases, services, authentication, and integration. Firebase is a platform for online and mobile 
development. It provides a range of services appropriate for web and mobile development [25][26][27]. 

3.2.3 Programming Languages 

3.2.3.1 Back End 

I.  HyperText Processor (PHP) 

PHP is a scripting server programming language that may create dynamic, interactive websites. PHP is a 
popular, cost-free, and adequate substitute for competitors like Microsoft's ASP [28]. 
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II.  DART 

Dart is a programming language for web, Android, and iOS apps. Google developed it and targets web and mobile 
application developers. One of the Dart language's objectives is to work on all sophisticated web browsers, 
mobile devices, and even web servers. The ability to develop an application and publish it on Android and 
iPhone devices without having to rewrite it in another language is what sets this language apart [29][30]. 

III.  Unified Modeling Language (UML) 

UML is a standardized modelling language composed of an integrated collection of diagrams that helps system 
and software engineers define, visualize, build, and record the artefacts of software systems, business modelling, 
and other non-software systems. The UML is a collection of cutting-edge engineering methods effectively 
representing complex and large systems. UML is essential to both the software development process and the 
production of object-oriented software. Graphical notations mainly express software project design in the UML. 
With UML, project teams can discuss, look into potential designs, and assess the architectural design of the 
software [31][32]. 

3.2.3.2 Front End 

I.  HyperText Markup Language (HTML) 

Hypertext Markup Language is the standard document markup language for web browser display. In addition, it 
can conveniently be written and manipulated in a text editor [33]. 

II.  Cascading Style Sheets (CSS) 

CSS is a style sheet language used to specify how a document produced in an HTML should appear in browsers. 
As an essential element of the World Wide Web, CSS is used in conjunction with HTML and JavaScript [34]. 

III.  Java Script 

JavaScript is a programming language that complies with the ECMAScript specification (JS). JavaScript is multi-
paradigm, high-level, and frequently compiled just in time. It has many features, just like first-class functions, 
prototype-based object orientation, dynamic typing, and curly bracket syntax [35]. 

3.2.4 Databases 

3.2.4.1 Firebase Database 

Data recorded as JSON (JavaScript Object Notation)1 is kept in a real-time database called Firebase, a cloud-
hosted database. It gives clients direct access to a secure back-end database so they may create sophisticated 
collaborative apps. End users get a responsive experience because the data is stored locally on the device while 
offline and real-time events continue. The real-time background database will immediately synchronize with the 
local data updates made while the client was offline and merge any conflicts when the device connects back to 
the Internet [25][26][27]. 

3.2.5 Platforms 

The system consists of two platforms: a web platform and a mobile platform. The web platform is used by/for 
lecturers, while the mobile platform is used and accessed by the students. 

4. Resulted System 

In this section, the system results will be explained only by some interface generated after running the system 
modules (Web, Mobile, or Backend Service) in the corresponding platform, whether it is a web platform or a 
mobile platform. 

4.1 Web Module 

Fig. 3 represents the main screen for the system managers, where the user chooses to log in as a Teacher or an 
Admin; by pressing the Teacher button, the Teacher login screen will open, while if the Admin option has been 
chosen, Fig. 4 will be displayed. 

                                                 
1 JSON is a lightweight format for storing and transporting data. JSON is often used when data is sent from a server to a web page. JSON is 

"self-describing" and easy to understand. 
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The admin can manage the system by adding the details for the new teacher, adding new courses for a 
specific semester, assigning a group of students to a particular course, or deleting any details from the system 
like teacher, student, course, or semester. The critical task for the Teacher on his screen is to generate the QR 
code for the current lecture by specifying the subject code, as you can see in Fig. 5. 
 

 

Fig.  3 The main screen for the generated system 

 

Fig.  4 The screen for entering the admin authority 
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Fig.  5 Generating QR code for specific lecture before displaying to the targeted students 

4.2 Mobile Module 

As mentioned before, this part is dedicated to the lecture’s attendees (students). Hence, all related screens 
should be displayed on the student’s devices (Mobiles, Notebooks … etc.). Fig. 6 (a) is the main screen that 
enables students to record their attendance, while Fig. 6 (b) displays the main screen for a specific student. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig.  6 (a) Main screen for all students; (b) Main screen for specific student 

 

 

 

  

(a)                                                                                                 (b) 
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4.3 Backend Module 

In this section, some screens will display querying or calculating data results. As shown in Fig. 7, much 
information is displayed to a named student. This information includes the teacher's name, course name, the 
date and time that the attendance was taken, and several lectures attended by that student for a specific teacher. 
 

 

Fig.  7 Displaying of many details for specific student 

5. Security Implementation 

The researchers applied security to the proposed attendance recording system by incorporating several key 
features to safeguard user data and system integrity. First, encryption methods were employed to protect the 
data contained within the QR codes, ensuring that sensitive information, such as student identities, could not be 
decoded or tampered with during transmission. This step was crucial, as QR codes can store significant amounts 
of information that, if compromised, could lead to unauthorized access. Additionally, the system utilized time-
limited QR codes that would refresh automatically after a short duration, preventing users from reusing or 
sharing codes outside of the classroom setting. This effectively mitigated the risk of fraudulent attendance. 

Furthermore, multi-factor authentication was integrated to verify both the QR code scan and the student’s 
identity, enhancing the system’s security by adding another layer of verification. Secure communication 
protocols between the mobile application, server, and database ensured that data was transmitted and stored 
securely, adhering to privacy regulations. These security measures were applied to protect the integrity of 
attendance records and prevent unauthorized access, ensuring the system remained robust and reliable for 
academic use. 

6. Testing of System Functionality 

To evaluate the effectiveness and functionality of the proposed mobile-based attendance recording system using 
Quick Response (QR) codes, a systematic testing process was conducted. The testing was aimed at ensuring the 
system's reliability, security, and usability across multiple dimensions. The key phases of the testing process 
included: 
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6.1 Unit Testing 

Each system module was tested individually, such as QR code generation, scanning, and attendance recording. 
Unit tests were written to ensure that each function performed as expected. This involved generating QR codes 
based on unique identifiers (e.g., student ID) and verifying that the QR codes could be scanned accurately and 
consistently on different mobile devices. The correctness of the data stored in the backend database was also 
verified to ensure proper attendance tracking. 

6.2 Integration Testing 

After successfully validating the individual components, integration testing was conducted to assess how 
different modules interacted with one another. This stage tested the entire flow of attendance recording, from 
generating a QR code on the mobile device to scanning it via the system's interface and recording attendance in 
the database. Special attention was given to ensuring the accuracy of data transmission between the mobile app 
and the server. 

6.3 Functional Testing 

Functional testing was conducted to confirm that the system met its core requirements. This included: 
 Verifying students could quickly scan their QR codes and record their attendance. 
 Ensuring the system accurately differentiates between legitimate and illegitimate QR codes, with immediate 

error notifications for invalid scans. 
 Testing generating and updating QR codes for different users and classes in real-time. 

6.4 Security Testing 

Since security was a primary concern in this system, comprehensive security testing was performed. This 
included: 
 Testing the encryption of QR code data to ensure that sensitive information could not be easily decoded. 
 Simulating potential attack scenarios, such as unauthorized access or QR code duplication, to validate the 

system's defence mechanisms. 
 Ensuring the system adhered to data privacy standards by securing personal and attendance data during 

storage and transmission. 

6.5 User Acceptance Testing 

Finally, user acceptance testing was conducted with a small group of students and faculty to validate the user 
experience and ensure that the system was easy to use. Feedback from users was collected and analyzed to 
identify any usability issues or potential improvements in the system’s design. This phase helped ensure that the 
system was user-friendly, efficient, and intuitive. 

7. Conclusion 

Attendance recording with a QR code is the cheapest, most secure, and most adaptable option among the other 
solutions. It does not require infrastructure changes to adapt. With the popularity of smartphones and internet 
accessibility, it can be widely used in universities. With the automatically refreshed QR code, cheating on 
attendance has become even more difficult. In addition, it eliminates a lot of lecturers’ effort in managing 
students’ attendance records in a safe and secure environment. 

The tedious method of taking attendance will be eliminated by digitizing the procedure amongst all colleges. 
The university has low-cost, automated, and effective alternatives. As a result, teachers and students will find the 
management system that has been designed and put into place with QR codes to be much more comfortable and 
user-friendly, improving their ability to save time and energy. 

The overall time structure of the lectures and the ability to be recognized as digital technology adopters are 
two benefits that QR codes will provide to the users. The project will eventually encompass a tremendous 
amount of work to integrate it into a learning management system and create a comprehensive experience for 
the university. 
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