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1. Introduction 
Nowadays, there are various electrical machines based on different types and designs being used to control and 

implement different mechanisms to produce products [1]. With the rapid growth of the technology of electrical 
machines in the manufacturing sector, the Internet of Things (IoT) plays a role in advancing the process of system 
development. Today, almost 45% of the world’s electricity generation and 70% of the total industrial electricity 
consumed are powered by electric motors, and hence motor failures can cause huge financial, production and reputation 
losses in the industry [2]. 

Abstract: Nowadays, electrical machines of different types and designs are used in hybrid production systems. 
Electrical machines are needed to control and implement various mechanisms to produce final products. However, 
sometimes, electrical machines stop working and cause downtime. This affects workers’ productivity during peak 
hours and reduces business profits. To overcome this problem, a suitable machine-monitoring system is required so 
that the problem can be addressed and rectified immediately. In this paper, an IoT prototype for an electrical 
machine failure monitoring system using Heltec LoRa ESP32 as the microcontroller to communicate with the 
Blynk IoT platform server was proposed and developed. The monitored parameter values are voltage, current and 
motion sensor readings. A ZMPT101b voltage sensor is used to measure the AC voltage, while an ACS712 current 
sensor is used to measure the AC current flowing through the machine. In addition, a tilt sensor is used to detect 
the vibrating motion of the motor. The measured values indicate machine health and are monitored using the 
developed Blynk IoT GUI platform, which is accessible from mobile phones and the web. A notification from 
Blynk application will be sent to users to alert them about a specific condition when a value measured and 
uploaded to the Blynk cloud exceeds the configured average. Three tests were performed using the serial monitor, 
the Blynk application and the multimeter, and the results showed that the lowest percentage of error between the 
voltage sensor readings extracted from the serial monitor and the multimeter was 1.19% and the lowest percentage 
of error between the current sensor readings extracted from the serial monitor and the multimeter was 17.63%. 
Overall, all parameter values were successfully displayed on the IoT platform. In future works, the accuracy of the 
current sensor can be improved by integrating a signal conditioning circuit to filter out noise. 
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Condition monitoring is considered a key element for induction motors, ensuring that the cost of unplanned 
downtime and unexpected failures are continuously reduced and eliminated [3][4]. In 2015, 33% of global companies 
surveyed by a report considered themselves highly digital, but this share is expected to reach 72% by 2020 [5]. Global 
manufacturers are digitizing key functions of their internal horizontal and vertical supply chains. These digital 
innovations are expected to help companies reduce costs by 43% and increase revenue by 35% [6][7]. 

Since the manufacturing sector is an integral part of the global economy, accounting and operation, the entry of the 
Internet of Things that follows the evolution of architectural layer systems in computing and communication is 
necessary [8][9]. The production line is where automatic machines are located. When automatic machines reach their 
maximum production capacity, they may sometimes break down [2][10]. If operators have to be on standby for 24 
hours, this will lead to a high-cost operation and require more manpower to identify the production problems. Machine 
downtime will reduce business profit [11][12].  

A motor is a type of electrical machine that is prone to failure due to many reasons, such as misuse, improper 
maintenance, unhealthy power supply, ageing, and harmful environmental conditions [2]. Continuous monitoring of 
electrical and mechanical parameters ensures motor reliability. If an abnormal electrical or mechanical value is 
detected, the motor is automatically controlled [13]. If the machine breakdown is discovered late, it can affect 
productivity. 

The main purpose of this project was to develop a prototype of an IoT-based motor breakdown monitoring system 
using voltage, current and motion sensors. The second objective was to develop a mobile phone software application to 
receive and display the monitored data. The final objective was to analyse the effectiveness of the sensing and 
monitoring system based on the accuracy of the sensors’ measurements and the data transfer time between the sensors 
and the IoT monitoring device. The data collected and stored in the I-cloud can be reviewed and converted into graphs 
and pie charts to allow users to monitor the progress of the machine parameter measurements using the Blynk app. A 
notification message will be displayed on the user’s phone to alert the user if the voltage, current and motion sensors’ 
data measurements exceed the set range. The proposed electrical machine breakdown monitoring system using IoT can 
help plant management by providing an accurate machine status during operation. This is necessary to help engineers 
spot problems so that they can quickly attend to the problems. 

 
2. Methodology 
2.1 Block Diagram 

Fig. 1 shows the block diagram of the system. The current sensor is connected as a series connection through the 
neutral wire, while the voltage sensor is connected in parallel through the neutral wire and live wire. The current sensor 
has a terminal with three pins which are Pin Vcc, Pin GND and Pin Vout. Pin Vcc of the current sensor is connected to 
Pin 3V3 of the Heltec LoRa ESP32 microcontroller, Pin Vout is connected to Pin 36 of the microcontroller and Pin 
GND is connected to the GND pin of the microcontroller. The voltage sensor has a terminal with four pins, which are 
Pin Vcc, Pin Vout and two GND pins. Pin Vcc of the voltage sensor is connected to the Pin 5V of the microcontroller, 
Pin Vout is connected to Pin 39 of the microcontroller and Pin GND is connected to the GND pin of the 
microcontroller. The tilt sensor has four pins, which are Pin A0, Pin D0, Pin Vcc and Pin GND. Pin Vcc of the tilt 
sensor is connected to Pin 3V3 of the Heltec LoRa ESP32 microcontroller and Pin A0 is connected to Pin 37 of the 
microcontroller, while Pin GND is connected to the GND pin of the microcontroller.  

The tilt sensor will trigger a red or green LED to indicate whether there is motion by the motor of the electrical 
machine or not. The red LED represents motion undetected, while the green LED represents motion detected. The 
positive terminal of the green LED is connected to Pin 13 of the microcontroller, while the positive terminal of the red 
LED is connected to Pin 12 of the microcontroller. The negative terminals of both LEDs are connected to the GND pin 
of the microcontroller.  

The mechanism of the tilt sensor is triggered when there is motion detected on the motor, and thus the tilt sensor 
will send the data through a digital pin on the microcontroller, which is Pin 13. This shows that the motor is functioning 
according to the voltage supplied to the electrical machine. However, if the tilt sensor senses no movement on the 
motor, the tilt sensor data will be read as 0, which shows the motor is not functioning according to the voltage supplied 
to the electrical machine. All data are uploaded to the Blynk cloud by using the Wi-Fi connection built into the Heltec 
LoRa ESP32 microcontroller. The data are analysed and retrieved on the Blynk IoT platform. The data are displayed on 
the web dashboard or in a mobile Blynk application.  
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Fig. 1 - Block diagram of the system 

 
2.2 Flowchart 

The flowchart of the system is presented in Fig. 2. Each terminal on the voltage sensor and the current sensor is 
connected to the live and neutral wires of the motor. The tilt sensor, on the other hand, is attached to the motor’s 
surface. The selected voltage sensor was the ZMPT101B voltage sensor, while the current sensor was the ACS712 
current sensor. The ZMPT101B voltage sensor was chosen because it can measure up to 250V AC. The ACS712 
current sensor was chosen because the current in the electrical machine will not exceed 2A. The data from the sensors 
are sent to the Heltec LoRa ESP32 microcontroller and analysed by a series of programs installed in the 
microcontroller, and then the data are sent and uploaded to the Blynk cloud.  

If there are no readings from the sensor or if the readings are too small compared with readings during the typical 
on-state of the motor, this indicates that the motor is in the breakdown state. The LCD will display a warning error on 
the measurement board of the Heltec LoRa ESP32 microcontroller. A warning is also triggered in the Blynk 
application, which will notify users regarding the alarming condition. 

 

 
Fig. 2 - Flowchart of electrical machine breakdown monitoring system 
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3. Results and Discussion 
Figs. 3 (a) and (b) show the prototype of the proposed system during the on-state and the off-state of the motor, 

respectively. The ZMPT101B voltage sensor and the ACS712 current sensor were placed in the circuitry of the 
measurement device, while the tilt sensor was placed right on the motor’s surface to ensure that the vibration produced 
by the motor can be sensed effectively. As a precautionary step, a fuse was installed on the live wire. The function of 
the fuse was to avoid any unpredictable event from occurring and to save the electrical machine from damage. 

 

 
(a) 

 
(b)  

Fig. 3 - Electrical machine during (a) switch on; (b) switch off  
 
Fig. 4 shows the graphical user interface (GUI) in the Blynk application, while Fig. 5 shows the notification 

message from Blynk as displayed on the mobile dashboard. When the user opens the Blynk application, the Blynk 
server will retrieve the data from the Blynk cloud to display the measurement values on all widgets added to the page. 
As shown in Fig. 6, the widget labelled “Value” shows voltage and current readings, while the SuperChart widget 
shows the readings in the form of a graph. The same widget can be used to show voltage and current readings. The 
Button widget shows the output from the tilt sensor, which indicates whether there is motion by the motor or not. 

 

                        
Fig. 4 - Graphical user interface in Blynk Application    Fig. 5 - Notification message from Blynk Application 

displayed on mobile dashboard 
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Fig. 6 - GUI of Blynk application on web dashboard 

 
3.1 Voltage Measurement  

Table 1 shows the voltage measurements extracted from the serial monitor, the Blynk application and the 
multimeter. All readings were taken simultaneously with the help of video recording. According to Table 2, the 
percentages of error between the voltage values measured by the ZMPT101B voltage sensor as extracted from the serial 
monitor and the multimeter were very low, ranging from 1.19% to 2.40%. The percentage of error was calculated using 
Equation (1). 

 
 
 
 
 

Table 1 - Voltage measurements 
Trial Serial Monitor (V) Blynk App (V) Multimeter (V) 

1 249.68 247.20 246.74 
2 251.53 246.75 247.08 
3 247.71 242.55 241.90 

Table 2 - Voltage measurement error 
Trial Percentage of error (%) 
 Between Serial Monitor and 

Multimeter Readings 
Between Blynk Application and 

Multimeter Readings 
Between Blynk Application and 

Serial Monitor Readings 
1 1.19 0.19 0.99 
2 1.80 0.13 1.90 
3 2.40 0.27 2.08 

 
3.2 Current Measurement 

Table 3 shows the current measurements extracted from the serial monitor, the Blynk application and the 
multimeter. All readings were taken simultaneously with the help of video recording. According to Table 4, the 
percentages of error between the current values measured by the ACS712 current sensor as extracted from the serial 
monitor and the multimeter were quite high, ranging from 17.63% to 50.33%. The instability of the current readings 
might be due to the noise from wiring or due to the small number of trials conducted. This issue can be addressed and 

Percentage of error = |Experimental Value - Exact value| 
                                   ____________________________ x 100                 (1) 
                                                     |Exact Value| 
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improved upon in the future by using multi-sampling readings, conducting multiple sensor calibrations and applying 
signal conditioning to reduce noise. 

Table 3 - Current measurements 
Trial Serial Monitor (mA) Blynk App (mA) Multimeter (mA) 

1 34.63 34.63 25.6 
2 35.29 35.21 30.00 
3 36.08 36.08 24.00 

 
Table 4 - Current measurement error 

Trial Percentage of error (%) 
 Between Serial Monitor and 

Multimeter Readings 
Between Blynk Application and 

Multimeter Readings 
Between Blynk Application and 

Serial Monitor Readings 
1 35.27 35.27 0 
2 17.63 17.37 0.23 
3 50.33 50.33 0 
 

3.3 Tilt Sensor’s Detection 
Two green LEDs were used: one was installed on the motor and the other was installed on the breadboard. Fig. 7 

shows the position of the tilt sensor on the electrical machine. Fig. 8 shows the green LED turned on when the motor 
was switched on during the experiment, while Fig. 9 shows the red LED turned on when the motor was switched off. 
The tilt sensor was able to detect the motion on the electrical machine. 

 

 
Fig. 7 - Position of tilt sensor 

 

 
Fig. 8 - Green LED indicator turned on 

 

 
Fig. 9 - Red LED indicator turned on 

4. Conclusion 
In conclusion, a prototype based on the IoT-based motor breakdown monitoring system using voltage, current and 

motion sensors was successfully developed. The voltage sensor readings extracted from the serial monitor and the 
multimeter gave good percentages of error, ranging from 1.19% to 2.40%, while the current sensor readings’ 
percentages of error extracted from the serial monitor and the multimeter were quite high, ranging from 17.63% to 
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50.33%. The mobile phone software Blynk was able to receive and display the monitoring data effectively with low 
percentages of error, with maximum percentages of error of 0.23% and 2.08% from the serial monitor readings of 
current and voltage, respectively. The errors might be due to the internet connection during the experiment.  

As a recommendation for future development, the selection of the component of the ACS712 current sensor can be 
changed to further improve the system. Temperature measurement can also be added to monitor the condition of the 
motor if any unavoidable event occurs during the operation of the electrical machine. Furthermore, a water flow sensor 
consisting of a plastic valve to enable water to pass through can be added to indicate whether the motor is functioning 
or not.  
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