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Abstract

Sixth-generation (6G) wireless communication is expected to be
launched by 2030, introducing advanced technologies to meet the
demands of ultralow, intelligent, and highly secure networks. Software-
defined networks (SDN) play a crucial role in enhancing 6G security by
offering architectural flexibility, centralized intelligence, and
programmable defenses that address the unique challenges of next-
generation connectivity. However, securing these emerging
technologies requires novel adaptive security solutions. Reliability and
ultralow latency are fundamental to 6G, where security mechanisms
play a pivotal role in ensuring trust and resilience. In this study, we
explore the role of SDN in 6G, its emerging applications, security
threats, and key technologies that enhance SDN security in 6G
environments. Based on the review, nearly 95% of existing studies
primarily focus on the control and application layers of SDN in 6G,
while the role of the data plane remains largely underexplored and
insufficiently addressed. Finally, we outline critical security challenges
and future research directions. To the best of our knowledge, this is the
first study to comprehensively summarize the applications, security
challenges, and research directions for SDN security in 6G technologies.

1. Introduction

The exponential increase in mobile data traffic, as projected by the ITU and illustrated in Fig. 1, underscores the
urgent need for scalable, secure, and intelligent network architectures [1]. Software-Defined Networking (SDN)
has emerged as a transformative paradigm that decouples the control plane from the data plane to enable
centralized control, programmability, and dynamic resource allocation. This shift enhances agility, automation,
scalability, and positioning SDN as a key enabler of next-generation networks [2]. In 6G, SDN is expected to
optimize network performance, enable intelligent traffic management, and strengthen multilayered security
frameworks for complex distributed infrastructures. As shown in Table 1, 6G networks have introduced
significant advancements over 5G, including spectrum expansion (up to 1 THz), ultra-reliable low-latency
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communication (URLLC), and real-time data processing [1]. The integration of Al-driven automation, IoT
proliferation, and edge computing will support emerging applications, such as extended reality (XR), autonomous
systems, and space-air-ground integrated networks [3]. However, these innovations introduce greater
architectural complexity and security risks, necessitating adaptive and intelligent frameworks to mitigate the
evolving threats [1].

Although SDN enhances flexibility and programmability, its centralized control plane and dynamic nature
pose security risks, including DDoS attacks, control plane hijacking, and adversarial Al threats [4]. Securing highly
heterogeneous 6G environments requires advanced mechanisms, such as Zero-Trust Architecture (ZTA),
blockchain-based trust management, Al-powered threat detection, Post-Quantum Cryptography (PQC), and
secure network slicing. This study explores SDN’s role of SDN in 6G, focusing on its applications in network
automation, slicing, and intelligent traffic management while addressing critical security concerns and emerging
protective technologies. It also examines open research challenges, such as cross-slice security risks, Al-driven
adversarial threats, and resource-efficient security mechanisms, outlining future directions for developing
adaptive SDN security frameworks for next-generation networks.
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Fig. 1 ITU global mobile data traffic prediction

Table 1 Key differences between 5G and 6G networks

Feature 5G Networks ~ 6G Networks
Frequency Band 3-300 GHz Up to 1 THz
Uplink Speed 10 Gbps 1 Tbps
Downlink Speed 20 Gbps 1 Tbps
Network Reliability 10-5 Failure 1—9 Failure
User-Latency 0.5 ms 0.1 ms
C-Plane Latency 10 ms 1 ms
Data Traffic Density 10 Mbps/m? 1-10 Gbps
Location Accuracy 10 cmin 2D 1cmin 3D
Al-Integration Level Partially Fully

2. SDNin 6G: Opportunities and Applications

Security is a critical requirement in 6G networks because of their dense, heterogeneous, and software-defined
architecture, as illustrated in Fig. 2. The integration of SDN controllers, relay nodes, small cells, machine-to-
machine gateways, edge users, and massive Internet of Things devices significantly expands the attack surface
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across both wireless and backhaul segments. Because the SDN controller centrally manages network operations,
it represents a high-value target. A successful compromise can disrupt large-scale communication services and
simultaneously affect multiple network domains. Furthermore, emerging 6G services, including ultralow-latency
applications, device-to-device communication, edge computing, and artificial-intelligence-driven functions,
demand stringent guarantees of confidentiality, integrity, availability, and trust management. In the absence of
robust protection mechanisms across the application, control, and infrastructure layers, threats such as
distributed denial-of-service attacks, signaling manipulation, device spoofing, and backhaul intrusion may
severely degrade reliability and service continuity. Therefore, security in 6G networks must be intelligent,
adaptive, and tightly integrated throughout the architecture to ensure resilient and trustworthy next-generation
connectivity.
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Fig. 2 SDN-enabled 6G network architecture illustrating centralized control, heterogeneous cells, relay nodes,
M2M communication, and integrated wireless and backhaul links

This section discusses how SDN supports critical 6G features, such as ultra-low latency, intelligent resource
allocation, and edge computing integration. It also explores emerging use cases enabled by SDN, including smart
cities, autonomous vehicles, industrial automation, and non-terrestrial network integration.

2.1 Role of SDN in 6G

SDN is a cornerstone technology in the evolution of 6G networks, offering the flexibility, programmability, and
centralized control required to meet the diverse and demanding requirements of next-generation communication
systems. This section highlights how SDN supports critical 6G features.
® Network Slicing: SDN plays a vital role in enabling network slicing, which allows multiple virtual
networks to operate on a shared infrastructure. This capability supports diverse applications, such as
URLLC for critical use cases like autonomous driving and remote surgery [1]. SDN’s centralized control
enables real-time monitoring and management of network slices, ensuring efficient resource allocation
and maintaining high service quality.
® Ultra-Low Latency: One of SDN’s most significant contributions to 6G is its ability to optimize data
routing, which reduces delays and achieves ultra-low latency. This is critical for applications such as AR
and VR, where even small delays can degrade user experience. Additionally, SDN prioritizes traffic for
latency-sensitive services, ensuring these applications receive sufficient bandwidth and low-latency
paths even under heavy network load.
® Al and Machine Learning Integration: SDN provides an ideal platform for integrating Al and ML into
6G networks. These technologies enable real-time analysis of network conditions and predictive resource
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management, allowing SDN to allocate resources dynamically and optimize performance across various
applications. Moreover, SDN’s programmability facilitates automated decision-making processes
powered by Al, enhancing network efficiency and responsiveness without requiring manual intervention.

® Dynamic Resource Allocation (DRA): DRA is another key feature enabled by SDN. Its centralized
control framework supports real-time adjustments to accommodate fluctuations in demand, ensuring
efficient resource utilization. This capability also enables scalable resource management, allowing
operators to adjust resources as needed for both high-demand and less intensive applications.

® Edge Computing: SDN is instrumental in supporting edge computing, which processes data closer to end-
users to reduce latency and enhance service delivery. By integrating edge computing resources
seamlessly into the network, SDN ensures latency-sensitive applications benefit from immediate data
processing [1]. Additionally, SDN’s real-time monitoring capabilities allow for intelligent load balancing
across edge nodes, ensuring computational resources are utilized effectively.

2.2 Emerging Use Cases of SDN in 6G

Fig. 3 illustrates the pivotal role of SDN in enabling emerging 6G use cases through the integration of the
application, control, and infrastructure layers in a unified architectural framework. In 6G environments, ultra-
dense deployments, including pico cells, femto cells, relay nodes, machine-to-machine gateways, and massive base
stations, generate highly dynamic and heterogeneous traffic from user equipment and machine-to-machine
devices. This complexity necessitates flexible, programmable, and intelligent network management mechanisms.
Furthermore, Logically centralized controllers within the control layer provide a global view of the network and
enable dynamic configuration through southbound and east-west-bound interfaces. This facilitates the real-time
optimization of wireless and backhaul links, efficient resource allocation, and adaptive traffic management across
diverse service requirements.

In addition, by decoupling the control and data planes, SDN enhances scalability, reduces latency, and
improves reliability across both the core and edge segments of the network. Consequently, it supports advanced
6G applications, including holographic communication, tactile Internet services, autonomous systems, massive
Internet of Things orchestration, and artificial intelligence-driven network slicing. Overall, as shown in Fig. 3,
Software Defined Networking serves as a foundational technology for the realization of adaptive and self-
optimizing 6G ecosystems.
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Fig. 3 SDN-enabled 6G architecture showing application, control, and infrastructure layers with heterogeneous
wireless components and API-based connectivity

As 6G technology evolves, SDN is expected to play a transformative role in enabling diverse and innovative
applications. This section explores some of the most promising use cases.

M ‘Penerbit

fun Fussein Onn Maiaysia



206 Int. Journal of Integrated Engineering Vol. 18 No. 1 (2026) p. 202-214

® Smart Cities: SDN has significant potential to enhance the infrastructure and services of smart cities. It
enables dynamic traffic management by optimizing traffic flows and reducing congestion through real-
time routing strategies. In energy management, SDN-powered smart grids can optimize energy
distribution based on demand, promoting efficiency and sustainability. Additionally, SDN streamlines
public safety measures by integrating surveillance systems and emergency response services, ensuring
swift and coordinated responses to incidents.

® Autonomous Vehicles: In the context of autonomous vehicles, SDN facilitates seamless real-time
communication between vehicles and infrastructure (V2I), enabling updates on road conditions, traffic
signals, and potential hazards. It also supports cooperative driving through vehicle-to-vehicle (V2V)
communication, allowing vehicles to coordinate maneuvers and improve traffic safety and flow. SDN’s
capability to create dedicated virtual networks ensures low-latency communication essential for safe and
reliable autonomous vehicle operation.

® Industrial Automation: The integration of SDN in 6G networks offers significant advancements for
industrial automation. SDN enhances smart manufacturing by interconnecting machines and systems,
enabling real-time monitoring and predictive to optimize productivity. Its advanced analytics capabilities
improve supply chain efficiency by enabling better resource allocation and operational visibility.
Furthermore, SDN’s low-latency connections enable remote operations, allowing experts to manage
industrial processes from any location.

® Integration with Non-Terrestrial Networks: SDN simplifies the integration of non-terrestrial networks
(NTNSs), such as satellites, with terrestrial infrastructure, enabling seamless global connectivity across
diverse environments. This capability is particularly valuable for disaster recovery scenarios, where
NTNs can maintain critical communication links when terrestrial networks fail. Additionally, combining
NTNs with SDN facilitates the deployment of IoT devices in remote areas, extending connectivity to
underserved regions.

3. Security Challenges in SDN for 6G

Table 2 summarizes the security challenges in 6G.

3.1 Distributed Architecture and Scalability

In 6G-enabled SDN networks, distributed controllers enhance scalability but also introduce cyber risks such as
synchronization issues, inter-controller trust gaps, and DDoS vulnerabilities. Unlike traditional centralized SDN,
which relies on a single controller, distributed SDN requires secure coordination betweenen multiple controllers
to maintain network integrity. Blockchain-integrated SDN (blockchain-SDN) has emerged as a decentralized
solution that reduces single points of failure and improves trust [5]. However, the controller synchronization
overhead can increase latency, causing performance bottlenecks. HybCon, a hybrid SDN-cloud architecture,
leverages multipriority queuing to optimize path computation delays [6]. Similarly, ML-based SDN frameworks
such as the EQUI-dispatcher model employ graph neural networks (GG-Rec-NNs) to improve controller workload
balance and security [7]. In addition, SDN-based Ethernet architectures remain susceptible to broadcast traffic
amplification, exacerbating congestion and security threats. A floodless SDN approach using a multistage security
algorithm mitigates ARP-based attacks and minimizes excess broadcast traffic [2].

3.2 Diverse Threat Landscape in SDN Security for 6G

The 6G era introduced an expanded and more complex threat landscape for SDN, particularly with the integration
of Al-powered cyberattacks, IoT-driven vulnerabilities, and distributed denial-of-service (DDoS) threats. These
threats demand autonomous, Al-driven, and blockchain-enhanced security solutions to protect SDN-enabled 6G
infrastructure. Razaque et al. [8] proposed Zero-trust models with Al-based anomaly detection will be essential in
mitigating automated Al-driven attacks and ensuring real-time visibility across 6G network endpoints. Whereas,
in [10] introduces a dual-layer closed-loop autonomous system that enables “self-protection against large-scale
DDoS threats” by integrating “Digital Service Providers (DSPs)” and “Infrastructure Service Providers (ISPs)” to
ensure real-time threat collaboration. Furthermore, the authors in [9] and [11] proposed “Deep Learning (DL)-
Assisted Security Function Virtualization (SFV)” and “Software-Defined Security (SDS) architectures” to
dynamically detect, localize, and neutralize security threats using Al-driven mechanisms.

3.3 Data Privacy and Trust in SDN for 6G Networks

Ensuring data privacy and trust in 6G-enabled SDN is critical due to increased network disaggregation, multi-
stakeholder environments, and Al-driven automation [20]. Latif et al. [12] proposed a “blockchain-integrated SDN
security method” that eliminates “proof of work (PoW)” and replaces it with public-private blockchain
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mechanisms for trust-based authentication. Their results showed improved energy efficiency and throughput and
reduced packet latency, making it viable for next-generation industrial networks. Xiegler et al. [13] highlights the
need for automated closed-loop security operations, where “Al-driven privacy-preserving technique” and
“quantum-safe security” ensure network-wide trustworthiness. Finaly Lupez et al. [14] introduces a “trust-driven
privacy orchestration framework”, where smart contracts and distributed ledgers track proof of transit and
service execution transparency. RL-driven privacy-aware orchestration helps optimize the trust levels for
different network entities.

3.4 Control Plane Risks in SDN for 6G

In 6G SDN, the centralized control plane is increasingly vulnerable to sophisticated cyber threats, requiring robust
security mechanisms. Many efforts have been made to explore controller risks to make top priorities. For example,
Soltani et al. [15] proposed a “RAN Intelligent Controller (RIC)” in an Open RAN that plays a vital role in enhancing
flexibility and efficiency. However, its programmability introduces new attack vectors, particularly, controller
hijacking and data manipulation. Eugster et al. [16] reported that 6G SDN integrates multiple network
technologies, leading to highly dynamic and complex control architectures. In addition, Abdulqadder et al. [17]
network slicing in “SDN/NFV 6G” introduced security risks due to multi-tenant environments. However, there are
still some challenges, including unauthorized access to slices, which leads to data leakage and service disruption.

3.5 Al-Powered Attacks in SDN for 6G

With the rise of Al-driven security mechanisms in SDN, attackers are leveraging Al techniques to create more
sophisticated attacks. 6G SDN must adopt advanced Al-driven countermeasures to defend against Al-enhanced
cyber threats. Al can be used for both security enhancement and attack automation as presented by Ahammadi et
al. [18]. Currently, attackers employ adversarial Al techniques to manipulate SDN security policies. Ko et al. [19]
discussed Al-powered DDoS attacks targeting SDN controllers. Nevertheless, Pari et al. [4] mentioned that Al
methods are now used to detect flooding attacks in SDN environments. The authors proposed Multi-model Al
frameworks that use ensemble learning to enhance the detection accuracy. However, this framework cannot
distinguish legitimate high-traffic flows from malicious flooding attacks.

Table 2 Summary of SDN security challenges in 6G

Ref  Key Focus and Contribution Security Objective Mitigation Approach
[5] Blockchain-SDN for [oT security; decentralized Confidentiality, Blockchain
trust, reducing failure Integrity authentication
[6]  Multi-controller SDN for scalability; priority- Availability, Distributed control
based queueing for fast path Scalability

[7]  ML-driven SDN controller load balancing using Integrity, Scalability ~ Al-based anomaly

Graph Neural Networks detection

[2]  Floodless SDN-based; multi-stage filtering for Availability, Traffic filtering
ARP attack prevention Integrity

[8]  Blockchain-SDN trust model; VNF-SDN with Confidentiality, Blockchain and filtering
blockchain threat filtration Integrity

[9] Al-based SDN security; DL-assisted threat Availability, Al-driven anomaly
detection and mitigation Integrity detection

[10] Self-protecting SDN for DDoS; autonomous Availability, Self-healing loops
service layer mitigation Scalability

[11] Al-driven SDS for OT-IT security; anomaly Confidentiality, Al-powered SDS for
detection Integrity [IoT/CPS

[12] Blockchain-SDN trust model; decentralized Confidentiality, P2P blockchain
authentication for SDN Integrity authentication

[13] Al-enhanced SDN privacy; Al-driven trust and Trust, Privacy, Al-based closed-loop

privacy preservation

Security

security
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Ref  Key Focus and Contribution Security Objective Mitigation Approach

[14] Intent-driven privacy in SDN; RL-based smart Privacy, Availability =~ Smart contracts, RL-
contracts for privacy based

[15] Open RAN SDN risks; RIC vulnerabilities Integrity, Zero Trust for SDN

Availability controllers

[16] Robust SDN control; self-healing secure routing Availability, Al-driven anomaly
updates Scalability detection

[17] Secure SDN slicing; Al-based controller load Confidentiality, Blockchain
balancing Integrity authentication

[18] Al-based threats in SDN; adversarial ML attack Confidentiality, Adversarial Al
risks Integrity detection

[19] Al-powered DDoS detection; comparative Al Availability, RF-based ML detection
model analysis Integrity

[20] Al-driven network flooding detection; multi- Availability, Real-time Al-based
model Al for SDN security Scalability defense

4. Emerging Technologies for Enhancing SDN Security in 6G

Security in SDN for 6G requires advanced solutions to address evolving cyber threats. As illustrated in Fig. 4, five
key emerging technologies play a crucial role in enhancing SDN security. These technologies (see in Table 3)
collectively enhance SDN security by providing proactive, intelligent, and scalable solutions to safeguard the next-
generation networks.

Five Emerging Technolgies for Enhancing
SDN Security in 6G

1
1 [Blockchain for Trust Management

Emerging
Technolgies for
Enhancing SDN
Security in 6G

2 | Al for Threat Detection

3 Zero Trust Architecture Principles

4 Post-Quantum Cryptography
L

Secure Network Slicing Methods

Fig. 4 Overview of emerging technologies for enhancing SDN security in 6G

4.1 Blockchain for Trust Management

The integration of blockchain with SDN enhances trust management, security, and resource efficiency in 6G IoT
ecosystems. As hyperconnected environments introduce new security challenges, blockchain provides tamper-
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proof identity verification, decentralized authentication, and secure communication channels. For instance,
Hameed etal. [21] proposed “storing loT device identities, public keys, and trust indices” on a blockchain to ensure
immutability and tamper resistance. Rahman et al. [22] presented an optimized, energy-efficient blockchain-SDN
framework designed for secure resource management in 6G environments. 6G introduces high-speed Al-powered
network slicing, but trust issues arise owing to dynamic resource allocation and cross-slice security risks. Alkawai
and Yadav [23] proposed a blockchain-based method for context-aware user authentication and handover
management in 6G loT networks. The framework reduces latency by 17.33% compared with existing blockchain
security models. Furthermore, Chelghoum et al. [24] introduced a Collaborative IDS that utilizes Al-driven threat
intelligence sharing across IoT nodes.

4.2 Artificial Intelligence (AI) for Threat Detection

Al plays a critical role in automating, optimizing, and enhancing threat detection in SDN-based 6G networks. Khan
et al. [25] proposes a hybrid DL-based congestion control mechanism using “Long Short-Term Memory (LSTM)”
and “Support Vector Machine (SVM)” to analyze real-time traffic patterns. The proposed technique achieved
93.23% accuracy in congestion and anomaly detection. In [26] an “intelligent zero-trust architecture (i-ZTA)” was
introduced for 6G SDN networks, leveraging ML to dynamically evaluate risk and secure SDN components.
Furthermore, authors in [27] presented an ML-powered SDN framework that monitored abnormal traffic
fluctuations in multimedia streams. Khalid et al. [28] proposed “Deep Neural Networks (DNNs)” for joint multi-
slice security management. To ensure resource integrity across slices, unauthorized breaches were prevented in
6G networks.

4.3 Zero-Trust Architecture (ZTA) in SDN for 6G

As 6G networks become more open and heterogeneous, ZTA has emerged as a critical security paradigm for SDN.
Ramez and Jahannath [29] discussed i-ZTA, which is an Al-driven security framework designed for untrusted
5G/6G environments. It enables adaptive access control and reduces exposure to insiders and external threats.
Chen et al. [30] proposed adaptive security across SDN control domains to counteract DDoS, malware, and zero-
day exploits. The simulation results demonstrated improved resilience against cyber-attacks. Enright et al. [31]
presented “digital forensic monitoring” for detecting and preventing insider attacks. The proposed model creates
a self-learning ZTA system, making 6G networks more resilient to evolving cyber threats.

Table 3 Emerging technologies for enhancing SDN security in 6G: layered framework approach

Ref  Layer Technology Used Role in Trust Management Advantages

[21] Application Al-based trust Detects adversarial, Zero-day Improved adaptability, self-
evaluation attack prevention learning security

[22] Control Blockchain-enabled  Verifies SDN controller, Secure Reduces unauthorized,

key management Decentralized trust

[23] Data Secure flow-rule Prevents rogue switch Ensures consistent SDN
logging manipulation, Enforces trust policies

[24] Control Blockchain-backed  Trust enforcement in cross- Seamless authentication,
handover domain SDN slices Enhances privacy

[25] Control Hybrid Deep Prevents network congestion 93.23% accuracy, prevents
Learning attacks overloading

[26] Application Zero Trust Dynamic risk assessment Real-time adaptive security
Architecture policies

[27] Control QoE-based threat Improves QoE-based security, Improves QoE-based
monitoring mitigates cyber threats security

[28] Data Al-driven traffic SLA security enforcement using Optimized resource security
prediction GRU-DNN models reduces attacks

[29] Application [-ZTA architecture Monitors security state and Real-time security assurance

evaluates risks
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Ref  Layer Technology Used Role in Trust Management Advantages

[30] Control Software-defined Prevents malicious access Elastic, scalable, and more
ZTA behaviors resilient access

[31] Network ZTA with real-time Enhances trust validation Proactive and self-learning
detection through Al-driven security

[32] Control Quantum Key Provides quantum-safe SDN Mitigates quantum threats in
Distribution communication SDN

[33] Application PQC using NTRU Enhances blockchain security for ~ Trust in multi-cloud SDN
algorithm SDN services environments

[34] Data NSP with OVS Enforces zero-touch security Supports up to 2048 slices

[35] Control Al-native network Security management using Al Autonomous threat

slicing

mitigation

4.4 Post-Quantum Cryptography (PQC) in SDN for 6G

With the rise of quantum computing, traditional cryptographic methods, such as RSA and ECC, are becoming
vulnerable to quantum attacks. The PQC provides quantum-resistant encryption to protect the SDN control and
data planes in 6G networks. Garcia et al. [32] introduces “Quantum Key Distribution (QKD)” and “PQC” to enhance
SDN security. It protects SDN controller authentication and secure routing protocols. Zeydan et al. [33] explored
the integration of PQC into “blockchain-driven SDN” service orchestration. This method improves trust
management across multiple cloud SDN domains. Limited research on PQC-SDN integration requires more studies
on the impact of PQC overhead on SDN controller performance and hybrid cryptographic models combining
classical, PQC, and QKD.

4.5 Secure Network Slicing in SDN for 6G

Network slicing is a fundamental security mechanism in 6G SDN that enables multitenant, multidomain network
isolation to mitigate cyber threats [17]. Escolar et al. [34] proposed “Network Self-Protection (NSP)” with an “Open
Virtual Switch (OVS)” that enables dynamic traffic isolation to separate legitimate and malicious flows. Wu et al.
[35] discussed an “Al native network slicing framework” that leverages Al across the slicing lifecycle for real-time
resource allocation and security enforcement. Further studies are required in this area first, Need for hybrid Al-
PQC integration to secure slices against quantum-based cyber threats. Second, the Performance trade-offs in large-
scale slice deployments require further exploration.

5. Research Challenges and Future Directions

Despite their transformative potential, SDN-driven 6G networks face critical security challenges because of their
programmable nature, dynamic resource allocation, and Al-driven operations. Below are some of the key
unresolved security challenges in SDN for 6G.

® Ensuring low-latency, real-time decision making while securing inter-controller communication remains
a major challenge [41].

® Al is both an enabler and a threat to 6G networks. Attackers can exploit Al-driven SDN mechanisms by
launching adversarial ML-based evasion [21], [38]-[40].

® Al-powered malware and polymorphic attacks can manipulate SDN policies in real time, leading to traffic
redirection, or network hijacking [36], [37].

® SDN relies on secure key exchanges that can be compromised by quantum-enabled cryptanalysis [3],
[41]-[44].

® Multitenant network slicing in 6G increases the risk of cross-slice, unauthorized, and traffic
eavesdropping [45]-[49].

® Attackers can exploit resource-constrained edge devices, launch edge-based DDoS attacks [50]-[55].

Future studies on SDN security in 6G should focus on building secure and resilient SDN-driven 6G ecosystems.
The key potential areas are as follows.

® Development of self-learning Al models that enable predictive threat detection in SDN environments [56].
® PQC algorithms are tailored for SDN-based authentication and encryption [57].
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® QKD for SDN controllers to establish tamper-proof, quantum-resistant key exchanges [58].
ZTNS techniques that restrict unauthorized movement between slices [59].

® Blockchain-based decentralized trust management to secure inter-controller authentication and policy
enforcement [60].

6. Conclusion

This review confirms that Software-Defined Networking (SDN) is a foundational enabler for achieving the
stringent performance requirements of 6G, particularly ultra-low latency targets of 0.1 ms at the air interface and
below 1 ms end-to-end. The surveyed studies consistently demonstrate that centralized control, intelligent traffic
engineering, Al-driven optimization, blockchain-assisted trust management, and programmable data planes
collectively enhance resource allocation efficiency and dynamic network adaptability. These capabilities are
essential for supporting emerging 6G use cases, such as the tactile Internet, holographic communications, massive
[oT, and autonomous systems. However, despite these advancements, several critical challenges remain.
Scalability is a primary concern because managing thousands of heterogeneous nodes through centralized SDN
controllers may introduce control plane bottlenecks and latency overhead. Security vulnerabilities, controller
reliability, inter-domain orchestration, and limited exploration of data plane intelligence further complicate
practical deployment. Notably, the majority of existing research concentrates on the control and application
layers, whereas the data plane, particularly programmable and Al-assisted forwarding mechanisms, remains
underexplored. From our perspective, SDN-enabled 6G networks must move toward distributed intelligent
architectures that combine centralized orchestration with edge-level autonomy. Integrating Al-native control,
programmable hardware acceleration, zero-trust security frameworks, and scalable controller federation is
essential. Therefore, SDN in 6G should not only be viewed as a latency optimization tool but also as a holistic
architectural paradigm requiring cross-layer innovation to ensure resilience, scalability, and trustworthiness in
next-generation networks.
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