
 
 

 

INTERNATIONAL JOURNAL OF INTEGRATED 
ENGINEERING 
ISSN: 2229-838X     e-ISSN: 2600-7916 
 

IJIE 
Vol. 17 No. 9 (2025) 12-27 
https://publisher.uthm.edu.my/ojs/index.php/ijie 

   
 

 
This is an open access article under the CC BY-NC-SA 4.0 license. 

 
 

Enhancing Security Using ECDSA-Based Hardware 
Security Module with DS28E38 Secure Data 
Authentication IC 
Jazi Eko Istiyanto1*, Oskar Natan1, Nia Gella Augoestien1, Irfansyah 
Peradeniya1, Syauqi Giffari Rachman1, Mellia Putri1, Joshua Tito Amael1, 
Rifda Hakima Sari1 

1  Universitas Gadjah Mada, Department of Computer Science and Electronics,  
Bulaksumur, Depok, Sleman Regency, Special Region of Yogyakarta 55281, INDONESIA 
 

*Corresponding Author: jazi@ugm.ac.id 
DOI: https://doi.org/10.30880/ijie.2025.17.09.002 

Article Info Abstract 

Received: 27 June 2025 
Accepted: 12 December 2025 
Available online: 31 December 2025 

The increasing integration of technology across diverse sectors such as 
manufacturing, logistics, healthcare, and smart infrastructure has 
enhanced operational efficiency and introduced significant 
cybersecurity vulnerabilities due to open networks and automatic 
technology. This research addresses these risks by developing a 
verification system using the integrated circuit (IC) security DS28E38, 
which employs Elliptic Curve Cryptography (ECC) to keep data 
integrity. The key innovation lies in combining physically unclonable 
function (PUF)-based authentication with the Elliptic Curve Digital 
Signature Algorithm (ECDSA), providing a resilient mechanism for 
device identity verification and protection against cyber threats. The 
research also includes a comprehensive performance evaluation, 
considering metrics such as time efficiency, memory utilization, power 
consumption, and resilience against simulated cyberattacks, 
demonstrating that the proposed system significantly enhances 
cybersecurity while preserving operational performance. 
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1. Introduction 
The industrial sector has undergone a significant transformation in recent years, driven by the integration of 
intelligent systems and automation technology. From manufacturing to logistics and healthcare, organizations are 
increasingly deploying connected devices and embedded hardware to streamline operations, reduce labor 
dependency, and enhance decision-making capabilities [1],[2]. This transition toward highly automated 
environments relies heavily on machine-to-machine (M2M) communication, real-time data exchange, and 
decentralized control systems, which are embedded in hardware [3],[4].  The increased connectivity between 
devices, controllers, and networks creates new entry points for cyber threats, especially when communication 
protocols and hardware interfaces lack built-in security mechanisms [5]. Alarmingly, recent reports show a 
growing number of anomalies and cyber incidents in industrial communication systems, with millions of 
suspicious events recorded annually [4], [5]. 
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Cybersecurity in industries faces significant challenges because most of these systems are connected to open 
networks that are accessible remotely. Research shows that attacks such as man-in-the-middle (MITM), 
ransomware, and Denial-of-Service (DoS) are becoming more frequent [6], [7]. Beyond technical controls, recent 
work published in this journal emphasizes that effective cybersecurity also depends on organizational and human 
factors, including security culture and policy compliance among both IT and non-IT personnel [35]. 

For instance, in attacks involving machine control systems, attackers can manipulate commands or steal 
sensitive data transmitted from the machines to a central server, which can lead to operational failure or 
significant losses in production efficiency [8].  

The impact of these cyberattacks can be severe, mainly when industrial machines rely on the reliability of 
real-time data. Recent research indicates that attackers can exploit weaknesses in networks and control systems, 
as demonstrated in the infamous Stuxnet incident, where industrial systems were compromised by injecting 
malicious code into automated control systems [9]. These trends highlight the need for hardware-level security 
strategies to ensure trusted authentication, prevent data tampering, and defend against a wide range of evolving 
cyber threats. 

This research aims to develop a robust authentication system for industrial machines that need security 
protection by utilizing the DS28E38 IC, which integrates the Elliptic Curve Digital Signature Algorithm (ECDSA) 
based cryptographic solutions. The study enhances communication security between general industrial machines 
and central servers by addressing vulnerabilities such as replay attacks, data forgery, and unauthorized access 
[10]. By implementing DS28E38 ICs, the research proposes a scalable, hardware-based security framework 
designed to significantly reduce the risk of cyberattacks in industrial general machines such as Internet of Things 
(IoT) Systems in industry, Autonomous Mobile Robot, and Scada Systems, ensuring data integrity and 
authentication for reliable autonomous operations. The results of this study could serve as a benchmark for 
improving industrial machine security across various industrial applications. 

The novelties of our research include: 
● This research introduces a novel approach by integrating Physical Unclonable Function (PUF)-based 

authentication with the ECDSA in a system specifically designed for implementation on hardware devices. 
● The research offers a new method of utilizing the DS28E38 integrated circuit (IC) to verify device 

identities. 
 

Fig. 1 shows the overall system overview. This paper is organized as follows: In Section II, we conduct a 
comprehensive review of several related studies that inspired this research. Section III presents the proposed 
model, mainly focusing on the verification system and system evaluation. Section IV analyzes the research results 
to evaluate time, memory, power consumption, and attack simulations. Finally, in Section V, we conclude the 
findings of the research. 
 

 
Fig. 1 System overview  

The diagram shows a system involving two devices, each with a Zynq processor connected to a DS28E38 IC 
for secure data exchange. The DS28E38 IC implements an ECDSA and a PUF to ensure trusted authentication, 
prevent data tampering, and secure communication. This setup addresses cybersecurity challenges in industrial 
environments, protecting against attacks like man-in-the-middle, ransomware, and unauthorized access, ensuring 
the integrity of real-time data and the reliability of hardware security module operations. 

2. Related Works 
This section reviews existing research on cryptography, focusing on ECDSA, authentication mechanisms, and 
integrated circuit security. The key concepts from these studies are then identified to provide inspiration for the 
current work and establish a framework for comparative analysis. 
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2.1 Cryptographic ECDSA 
Cryptographic algorithms, particularly the ECDSA, have emerged as one of the most effective solutions for 
ensuring data integrity and security on resource-constrained devices [11]. The effectiveness of ECDSA stems from 
its unique combination of high security, computational efficiency, and scalability, which are critical characteristics 
of modern cryptographic systems. 

One of the most significant advantages of ECDSA is its ability to provide security levels equivalent to 
traditional algorithms like RSA but with significantly smaller key sizes. For instance, a 256-bit ECDSA key offers 
comparable security to a 3072-bit RSA key, reducing the computational overhead and memory requirements [12]. 
This characteristic makes ECDSA particularly suitable for environments with limited resources, such as embedded 
systems and IoT devices. For example, Abidi et al. demonstrated the implementation of ECDSA on Field 
Programmable Gate Array (FPGA) devices, showing how a hardware-based approach can optimize performance 
by reducing computational load, which is crucial for real-time applications in embedded systems and IoT 
networks [12]. This highlights the importance of optimizing ECDSA's performance, especially in environments 
where computational resources are limited. 

Recent advancements have further improved the efficiency of ECDSA implementations. Studies have shown 
that reducing the number of elliptic curve point operations can enhance system performance, making it suitable 
for applications requiring fast responses and low power consumption, such as embedded systems or devices with 
limited computational capabilities [14]. Additionally, integrating ECDSA with advanced hash functions, such as 
the Pizer hash function, has proven effective in mitigating collision attacks while maintaining computational 
simplicity [15]. These innovations are particularly relevant given the increasing threats to data integrity across 
various sectors, including cybersecurity, finance, and healthcare. 

Furthermore, comparative analyses of digital signature schemes have demonstrated ECDSA's versatility. 
Modified ECDSA variants and hybrid encryption methods offer a flexible framework for balancing efficiency and 
security [16]. For instance, hybrid approaches that integrate ECDSA with symmetric encryption techniques have 
been successfully applied in secure communication protocols for industrial automation. This underscores the 
adaptability of ECDSA as a robust platform for addressing diverse digital security challenges. 
 
2.2 Authentication 

Authentication plays a central role in maintaining the validity of identities and preventing unauthorized access, 
especially in an era where the number of devices connected to public networks is rapidly increasing. ECDSA has 
emerged as a reliable solution for authentication, particularly in schemes that require high security and 
performance efficiency [17]. For example, implementing ECDSA in the BeiDou-II satellite navigation system 
successfully offers an additional security layer that prevents spoofing attacks, ensuring that users' navigation 
messages are authentic and reliable [18][19]. The importance of this authentication scheme is even more 
pronounced in applications involving cross-network communication, such as transportation and defense, where 
authentication errors could have fatal consequences. 

Moreover, the ECDSA certificate-based authentication scheme in Advanced Metering Infrastructure (AMI) 
highlights how ECDSA can be applied to secure intelligent grid networks. By protecting the data exchange between 
smart meters and utility servers, this scheme not only enhances network security but also ensures the reliability 
of energy measurements in increasingly digitally connected systems [20]. Furthermore, studies on authentication 
schemes in Vehicular Ad Hoc Network (VANET) have also demonstrated the effectiveness of ECDSA in 
safeguarding communication between vehicles from cyberattacks that could compromise driver safety [21]. 

The challenge-response asynchronous authentication approach using smart cards in cloud environments 
provides a practical solution for flexible and secure authentication in a world increasingly reliant on cloud 
computing [13]. This approach's flexibility and security suit dynamic environments well, where devices with 
varying authentication levels operate within an integrated system. 

2.3 Integrated Circuit 
Hardware security has increasingly become a focal point in the modern era, where hardware often serves as an 
entry point for security threats if not properly protected. One promising approach is using Hardware Security 
Modules (HSM) in systems with complex integration. For instance, in the context of system-in-package (SiP), root-
of-trust modules have been proven capable of providing solid protection in the increasingly heterogeneous chip 
integration process [22]. These modules ensure that processed data remains secure, even in environments rife 
with cyber threats. 

In addition, hardware-based approaches are also being applied in the healthcare sector, as revealed by 
research on the security of ventilators. Integrating HSM with SoftHSM for medical devices like ventilators aims to 
protect sensitive patient data and ensure that medical devices comply with the highest security standards [6]. This 



Int. Journal of Integrated Engineering Vol. 17 No. 9 (2025) p. 12-27 15 

 

 

is particularly relevant in the modern era, where connected medical devices are increasingly targeted by 
cyberattacks, making hardware-based security solutions even more urgent. 

Blockchain technology is also beginning to be integrated with hardware security modules, as seen in the SaFe 
framework for protecting smart vehicles. The combination of security elements and blockchain creates an 
ecosystem resistant to cyberattacks, especially in the automotive sector, which increasingly relies on vehicle-to-
vehicle communication [23], [24], [25]. At the same time, cryptography-based HSM approaches in cloud 
environments also offer additional protection in managing cryptographic keys and data, which is essential for 
safeguarding sensitive data in cloud computing [26]. This is further reinforced by research on enhanced security 
schemes for mobile devices using hardware cryptographic modules, which provide an extra layer of protection 
against potential attacks on devices frequently accessed from different networks [27]. Similarly, in this research, 
we developed a digital signature verification technique using the IC DS28E38. 

Similarly, in this research, we developed a digital signature verification technique using the IC DS28E38. This 
work aligns with the scope of IJIE, which has published on secure embedded systems, such as the use of a Zynq 
SoC for secured wireless image transmission [33] and performance evaluations of processor cores on FPGA 
platforms [34]. Furthermore, the journal has highlighted the importance of security beyond pure technology, 
including human and organizational factors [35]. Our ECDSA-based HSM contributes to this discourse by 
providing a hardware-rooted authentication mechanism that enhances technical security, thereby supporting a 
more robust overall security posture for industrial systems. 

3. Implementation 

3.1 Proposed Model 
The proposed architecture for securing Inter Device Communication using a HSM leverages a combination of FPGA 
Zynq system-on-chip (SoC) and an external IC, namely the DS28E38, to provide an authentication mechanism. As 
shown in Fig. 2, Device 1 is the sender, while Device 2 is the receiver. This architecture utilizes UDP 
communication between the two devices and integrates ECDSA cryptographic elements to ensure that the data 
transmitted from Device 1 authentically originates from it and remains unaltered by any third party. The main 
components of Device 1 (the sender) include the Zynq SoC, which generates and hashes the data to be transmitted. 
Then, the IC DS28E38 is used to sign this hash using the ECDSA. 

 
Fig. 2 System architecture 

The core processing unit in this architecture is the FPGA Zynq Ultrascale+ MPSOC, chosen for its advantages 
in hash computation and inherent security features. This FPGA enables design flexibility and security updates 
without hardware changes. Its hybrid ARM-FPGA architecture has been successfully leveraged in prior IJIE 
research for real-time embedded security applications, such as secured wireless image transmission in wildlife 
surveillance systems using SoC FPGA platforms[33]. Features such as large logic cells, integrated memory, and 
hardware acceleration support complex cryptographic processes and hardware-based authentication, making it 
an ideal platform for integrating a Hardware Security Module (HSM) in resource-constrained security 
applications. 

The IC DS28E38 in this architecture plays a crucial role as the signature generator for ECDSA, utilizing the 
SHA256 hash input and a private key. The main advantage of this IC is that the private key is derived from the 
physical characteristics of the silicon wafer, a function known as a PUF. The PUF in the IC generates a unique 
cryptographic key that cannot be replicated, thus enhancing system security by authenticating legitimate devices 
[28]. By leveraging the physical variations of hardware materials, the PUF ensures that the original device can 
only use the private key, reducing the risk of cryptographic attacks. 

The authentication process in the HSM architecture can be divided into two main stages: signature generation 
(e.g., ECDSA Signature) and signature verification using a public key. The first stage, signature generation, begins 
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with the collection of data to be transmitted. This data is then processed through a hashing algorithm, which 
generates the SHA-256 digest. This digest is a cryptographic representation of the original data and forms the 
basis for creating the ECDSA signature. Once the SHA-256 digest is created, the ECDSA algorithm generates a 
digital signature. At the end of this stage, the resulting signature is combined with the original data, forming a 
secure data package. 

Similarly, in this research, we developed a digital signature verification technique using the IC DS28E38. This 
work aligns with the scope of IJIE, which has published on secure embedded systems, such as the use of a Zynq 
SoC for secured wireless image transmission [33] and performance evaluations of processor cores on FPGA 
platforms [34]. Furthermore, the journal has highlighted the importance of security beyond pure technology, 
including human and organizational factors [35]. Our ECDSA-based HSM contributes to this discourse by 
providing a hardware-rooted authentication mechanism that enhances technical security, thereby supporting a 
more robust overall security posture for industrial systems.. 

3.2 IC DS28E38 Secure Authenticator 

The internal architecture of the DS28E38 is designed to provide high-security public key authentication through 
several key components, as shown in Fig. 3. The 1-Wire Interface (e.g., 1-Wire INFC and CMD) is an efficient 
communication interface, requiring only a single pin for data communication. The ChipDNA technology generates 
a unique private key based on the physical variations of the hardware, which cannot be cloned. It is used to secure 
data and perform digital signature operations using the ECC-P256 algorithm. The ECC-P256 Engine supports 
elliptic curve cryptography following the NIST P-256 standard, enabling the creation and verification of digital 
signatures using ECDSA. The true random number generator (TRNG) ensures the security of cryptographic 
processes by generating random numbers that meet FIPS/NIST standards. At the same time, the 64-bit ROM ID 
provides a unique identifier for the device. The 2Kb EEPROM stores cryptographic keys and certificates with 
cryptographic protection, and the Decrement Counter allows control over the number of devices used. Support 
for parasitic power operations through the CEXT pin allows the device to harvest energy from external sources, 
further enhancing energy efficiency. This feature makes the architecture well-suited for low-power applications 
like battery-operated devices or IoT systems.  

 
Fig 3. IC Architecture 

The process begins by collecting several parameters, including the ROMID, page data, challenge, and MANID. 
These parameters are then combined and processed through the SHA-2 algorithm to generate a message digest 
or hash of the data, denoted as ℎ(𝑚𝑚). As illustrated in Fig. 4, the ECDSA signature algorithm uses two main inputs: 
a random value k, generated by a Random Number Generator (RNG), and a private key d, which can be derived 
from a PUF or a specific page of data stored on the device.  

 Combining the random value k, the private key d, and the message digest ℎ(𝑚𝑚), the algorithm produces a pair 
of r and s values constituting the ECDSA signature's components. The final output is a signature represented as 
[𝑟𝑟, 𝑠𝑠], which is then sent along with the original data to be validated by the receiver.  

The signature verification process begins when the receiver retrieves the original data, which includes the 
ROMID, page data, challenge, page number, and MANID—the same parameters used during the signature creation 
step. This data is processed again using the SHA-2 algorithm to regenerate the message digest ℎ(𝑚𝑚).  
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Fig. 4 ECDSA workflow (Signature generation - verification) 

The received signature [𝑟𝑟, 𝑠𝑠] is then input into the ECDSA verification algorithm and the sender's public key, 
denoted as 𝑄𝑄[𝑥𝑥, 𝑦𝑦]. This process aims to verify whether the signature matches the regenerated message digest. If 
the verification result matches, the data is considered valid, and the process concludes with a "pass" status. 
Conversely, if the verification fails, the result is marked as "fail," indicating that the signature is invalid or the data 
has been altered. 

3.3 Verification 
The verification process is carried out through several steps as follows: 

ECDSA Signature Generation 

1. Step 1: Hashing Data 
The message m is hashed using the SHA-2 algorithm to produce a fixed-length message digest ℎ(𝑚𝑚). 
Hashing transforms the message into a fixed-size output (e.g., usually 256 bits for SHA-256), which serves 
as the input for the signature algorithm. 

ℎ(𝑚𝑚) = 𝑆𝑆𝑆𝑆𝑆𝑆 − 2(𝑚𝑚) (1) 
 

2. Step 2: Generating Random Value 𝑘𝑘 
A cryptographically secure random value 𝑘𝑘 is selected from the interval [1,𝑛𝑛 − 1], where 𝑛𝑛  is the order 
of the elliptic curve. The random value 𝑘𝑘 is crucial because using the same k for multiple signatures 
compromises security. 

𝑘𝑘 ∈ [1,𝑛𝑛 − 1] (2) 

 
 
 

 

3. Step 3: Calculating 𝑟𝑟 
The scalar multiplication of the random value 𝑘𝑘 with the elliptic curve’s generator points 𝐺𝐺 produces a 
point on the elliptic curve. The x-coordinate of this point is taken modulo 𝑛𝑛, and this value becomes 𝑟𝑟, the 
first component of the ECDSA signature. 

𝑟𝑟 = (𝑘𝑘 ∙ 𝐺𝐺)𝑥𝑥𝑚𝑚𝑚𝑚𝑚𝑚𝑛𝑛 (3) 
 

Here, 𝐺𝐺 is the generator point, and (𝑘𝑘 ∙ 𝐺𝐺)𝑥𝑥  is the x-coordinate of the resulting point on the elliptic curve. 
If 𝑟𝑟 = 0, the process is repeated with a different 𝑘𝑘. 
 

4. Step 4: Calculating 𝑠𝑠 
The second part of the signature 𝑠𝑠 is computed using the private key 𝑑𝑑, the message ℎ(𝑚𝑚) hash, and the 
previously calculated  𝑟𝑟. The formula for 𝑠𝑠 is: 
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𝑠𝑠 = 𝑘𝑘−1 ∙ (ℎ(𝑚𝑚) + 𝑑𝑑 ∙ 𝑟𝑟)𝑚𝑚𝑚𝑚𝑚𝑚𝑛𝑛 (4) 
Where:  

𝑑𝑑 is the private key.  

ℎ(𝑚𝑚) is the hash of the message (from Step 1).  

𝑘𝑘−1is the modular inverse of � mod � (from Step 2). 

If 𝑠𝑠 = 0, the process is repeated with a new random �. 

5. Signature Output 
The generated signature is the pair [𝑟𝑟, 𝑠𝑠], which is sent along with the original data. 

𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 = [𝑟𝑟, 𝑠𝑠] (5) 

The pair [𝑟𝑟, 𝑠𝑠](Eq. 5) represents the unique signature for the message, ensuring that anyone with the 
sender’s public key can verify its authenticity. The algorithm used in this phase is outlined below as 
Algorithm 1, which provides a detailed step-by-step procedure for generating the ECDSA signature. The 
verification system follows the procedure outlined in Fig. 4.  

The ECDSA workflow verifies a message's authenticity and integrity using public key cryptography. The 
signature generation uses a private key and a random number, while the verification process checks the signature 
against the device's public key to ensure it matches the data. This ensures secure communication between the 
sender and receiver. 

ECDSA Signature Verification 
1. Step 1: Hashing the Received Data 

The received message m is hashed again using the same SHA-2 algorithm to produce the message digest 
ℎ(𝑚𝑚), which is used for verification. This ensures that the received message matches the one that was 
signed. 

ℎ(𝑚𝑚) = 𝑆𝑆𝑆𝑆𝑆𝑆 − 2(𝑚𝑚) (6) 

2. Step 2: Calculating the Modular Inverse of 𝑠𝑠 
The recipient calculates the modular inverse of s mod n. This step is crucial for recovering the original 
random value used during signature generation.  

𝑆𝑆−1𝑚𝑚𝑚𝑚𝑚𝑚𝑛𝑛 (7) 

3. Step 3: Calculating 𝑢𝑢1 and 𝑢𝑢2 
Using the modular inverse of 𝑠𝑠 (Eq. 7), the recipient calculates two intermediary values, 𝑢𝑢1 and 𝑢𝑢2. These 
values are used to compute a point on the elliptic curve. 

𝑢𝑢1 = ℎ(𝑚𝑚) ∙ 𝑆𝑆−1𝑚𝑚𝑚𝑚𝑚𝑚𝑛𝑛 (8) 

𝑢𝑢2 = 𝑟𝑟 ∙ 𝑆𝑆−1𝑚𝑚𝑚𝑚𝑚𝑚𝑛𝑛 (9) 
Here:  

𝑢𝑢1  is derived from the message hash (Eq. 6).  

𝑢𝑢2 is derived from the first part of the signature 𝑟𝑟 (Eq. 3). 
 

4. Step 4: Calculating the Point (𝑥𝑥, 𝑦𝑦) 
The recipient computes a point on the elliptic curve using the values 𝑢𝑢1 (Eq. 8) and 𝑢𝑢2 (Eq. 9), the generator 
point 𝐺𝐺, and the sender’s public key 𝑄𝑄. 

(𝑥𝑥, 𝑦𝑦) = 𝑢𝑢1 ∙ 𝐺𝐺 + 𝑢𝑢2 ∙ 𝑄𝑄 (10) 
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Where:  

𝐺𝐺 is the generator point.  

𝑄𝑄 is the sender’s public key.  

(𝑥𝑥,𝑦𝑦) is the resulting point on the elliptic curve.  

5. Step 5: Verifying r 
The signature is considered valid if the x-coordinate (Eq. 10) of the calculated point matches the value 𝑟𝑟, 
modulo 𝑛𝑛. Suppose the computed 𝑟𝑟 equals the value 𝑟𝑟 from the signature, which is valid. 

𝑟𝑟 = 𝑥𝑥𝑚𝑚𝑚𝑚𝑚𝑚𝑛𝑛 (11) 
If the verification fails, it indicates that the signature does not match the data or that the sender’s public key 
is incorrect. The algorithm used in this phase is as follows: Algorithm 2. 

Algorithm 1: ECDSA Signature Generation 
Input:  Message m, private key d, elliptic curve 
parameters (G, n) 
Output: Signature (r, s) 

Compute the message hash h = SHA-2(m) 
Select a random value k ∈ [1, n−1] 
Compute r = (k · G)x mod n 
if r = 0 then 
    Repeat the process with a new random k 
end if 
Compute s = k⁻¹ (h + d · r) mod n 
if s = 0 then 
    Repeat the process with a new random k 
end if 
The signature is the pair (r, s) 
return (r, s) 

 

Algorithm 2: ECDSA Signature Verification 
Input:  Received message m, signature (r, s), public key 
Q, elliptic curve parameters (G, n) 
Output: Valid / Invalid signature 

Compute the message hash h = SHA-2(m) 
Compute the modular inverse s⁻¹ mod n 
Compute u1 = h · s⁻¹ mod n 
Compute u2 = r · s⁻¹ mod n 
Calculate the elliptic curve point: (x, y) = u1 · G + u2 · 
Q 
Verify that r = x mod n 
if r = x mod n then 
    The signature is valid 
else 
    The signature is invalid 
end if 
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3.4 System Evaluation 
Aspects that can be evaluated from this HSM system include several key metrics that can be evaluated to assess 
its efficiency and security. Verification time is critical, as the duration required to verify the signature must be 
short enough not to interfere with the overall system performance [29], [30]. Memory and CPU usage during 
verification must also be analyzed, given that the verification process involves intensive calculations, such as 
hashing and elliptic curve operations, which can impact memory resource usage [31], [32]. In addition, attack 
simulations should be conducted to assess the system's resilience against various types of attacks, such as brute 
force attacks or attacks based on weak keys, to ensure the system's security against cryptographic threats. Finally, 
power consumption during verification is of particular concern, especially in applications on devices sensitive to 
energy consumption, such as autonomous robots. Low power consumption is essential for maintaining 
operational time without compromising security levels. 

4. Result 
In this section, we discuss the test results obtained from the fully implemented HSM system prototype. The 
physical hardware testbed, shown in Figure 5, was used for all experiments, including data integrity tests, attack 
simulations, and performance measurements for time, memory, and power consumption. This setup validates that 
the presented results reflect the system's real-world operational characteristics. 

 
Fig. 5 Prototype hardware implementation of the proposed HSM system 

4.1 Data Integrity 
For data to be considered secure, the HSM must ensure the integrity of the data while communicating through 
insecure channels. Therefore, this test includes a data integrity assurance process. The test involves running one 
cycle of data verification and reviewing whether the data remains the same as before processing or if any changes 
have occurred. The cycle begins with a 10 MB sample of data sensors and communication. This data consists of 
sensor log data sent from Device 1 to Device 2, as shown in Fig. 6. The process continues with creating a file 
signature using the DS28E38 IC Security. The process is carried out at this stage using the PUF within the IC 
Security. This process is illustrated in Fig. 7. The resulting signature is stored in the same memory as the original. 
The content of the generated signature is shown in Fig. 8. 

  

Fig. 6 Secured data Fig. 7 Signature creation 
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The data from Device 1, consisting of the signature and the original data, is combined into one file and 
transferred to Device 2, as shown in Fig. 9. The HSM module on Device 2 immediately verifies the incoming data. 
This verification process involves the ECDSA cryptographic algorithm to check whether the original data integrity 
is kept by comparing the existing signature with the received data. This process is illustrated in Fig. 10. If the data 
has not been altered, the HSM system provides the result shown in Fig. 11. 

  

Fig. 8 Signature Fig. 9 Transferring file to device 2 
 

  

Fig. 10 Verification process Fig. 11 Verification result 

4.2 Attacking Simulation 
In this test, a simulated attack evaluates the system's response when a third party forcibly alters the data 
transmitted to Device 2.  The test begins by modifying the original data, as shown in Fig. 12, into the altered version 
depicted in Fig. 13. At this stage; Device 2 performs a re-validation process to determine whether the received 
data remains authentic in terms of both content and sender identity. 

  

Fig. 12 Target before attacking Fig. 13 Target after attacking 

 
This experiment found that the HSM system on Device 2 could detect that the data sent to it was not authentic 

and had been altered. The verification system of Device 2 successfully detected that the data had been altered, as 
indicated by the warning shown in Fig. 14. 
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Fig. 14 Attacking result 

4.3 Time Consumption 
A HSM has a key variable, one of which is the efficiency of time consumption. This is because an HSM greatly 
emphasizes data processing time [6]. Therefore, in this study, time consumption testing was conducted to 
measure the time required by the HSM when performing the signature creation process with the assistance of IC 
security on a file. The testing was conducted with varying file sizes ranging from 1 MB, 10 MB, 50 MB, 100 MB, 
and 500 MB. Three types of time consumption were measured: real-time, user time, and system time. Real-time is 
the total elapsed time from the start to the end of the program execution, user time is the time spent by the CPU 
executing instructions from the program in user space, and system time is the time spent by the CPU running the 
operating system functions on behalf of the program. The results of this test are the average values obtained from 
ten trials for each file size. The results of this test are shown in Table 1. 

Table 1 Signature process file times 

File Size (mb) Real (s) User (s) System (s) 
1 0.485 0.30 0.200 

10 0.667 0.203 0.024 
50 1.493 0.997 0.026 

100 2.487 1.903 0.108 
500 22.708 9.556 0.632 

 
Based on the data in Table 1, it is observed that processing time increases as the file size being processed 

grows. For a 1 MB file, the real-time is 0.485 seconds, with a user time of 0.30 seconds and a system time of 0.20 
seconds. When the file size is increased to 10 MB, the time increases only slightly, with a real-time of 0.667 
seconds, user time of 0.203 seconds, and system time of 0.024 seconds. However, for larger files, such as 500 MB, 
there is a significant jump in processing time, with real-time reaching 22.708 seconds, user time 9.556 seconds, 
and system time 0.632 seconds. 

These results show that the HSM system efficiently handles small to medium-sized files with relatively short 
processing times. However, processing time significantly increases for larger files, particularly user time. This 
result indicates that although the HSM can handle large volumes of data, processing time becomes longer, which 
could be a limiting factor in situations that require real-time data processing. 

4.4 Memory Consumption 
In this test, the HSM's CPU memory and main memory usage were measured during data processing. The 

testing was conducted by calculating the average memory consumption required for signature creation 
processing from ten trials with different file types, as shown in the Table 2.  
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Table 2 Memory consumption in signature creation 

File Size (mb) Memory (%) CPU (%) 
1 0.0 12.7 

10 0.0 15 
50 0.0 21.2 

100 0.0 33 
500 0.0 47.2 

 
Table 2 shows the measurement results of memory and CPU usage during the signature creation process on 

the HSM IC Security. CPU usage increases gradually as the file size being processed grows. For a 1 MB file, CPU 
usage is 12.7%, while for a 500 MB file, CPU usage rises to 47.2%. This indicates that the larger the file being 
processed, the greater the load placed on the CPU. This increase in CPU usage occurs because the cryptographic 
process performed by the HSM requires more processing resources to generate a signature for larger files.  

Meanwhile, memory usage remains stable at 0% for all file sizes, from 1 MB to 500 MB. The HSM does not 
require significant main memory to process data during the signature creation. Perhaps the memory system used 
by the HSM is well-optimized, so it does not strain the main memory even as file size increases. Thus, it can be 
concluded that the signature creation process on the HSM IC Security heavily relies on CPU usage, especially when 
processing larger files, while memory usage remains minimal and efficient throughout the process. 

4.5 Power Consumption 
This test measures the voltage, current, and power the HSM module requires during a single signature creation 
process. The data is collected using five different file sizes. The calculations for this test are based on the average 
values obtained from ten trials for each file size. 

Fig. 15, Fig. 16, and Fig. 17 present the measurement results of current (A), power (watt), and voltage (V) level 
during the signature creation process on the HSM IC Security for various file sizes. The measured voltage remains 
stable at 12.30 V across all file sizes, ranging from 1 MB to 500 MB, indicating that the HSM system operates at a 
constant voltage. On the other hand, the current used gradually increases with the growing file size. For a 1 MB 
file. The current is 0.617 A, rising to 0.645 A for a 500 MB file. This increase in current indicates that the larger the 
file being processed, the more current is required to support the signature creation process. As a result, power 
consumption (Watt) also increases, from 7.59 Watts for a 1 MB file to 7.93 Watts for a 500 MB file. This rise in 
power is consistent with the increase in current, as power is the product of voltage and current. Thus, even though 
the voltage remains constant, the increase in current leads to higher power consumption when the HSM processes 
larger files. In conclusion, this table shows that the signature creation process on the HSM requires more power 
and current as file sizes increase, even though the voltage remains stable. 
 

  
Fig. 15 Current consumption in signature creation Fig. 16 Power consumption in signature creation 
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Fig. 17 Voltage level in signature creation 

 

5. Discussion 
The experimental evaluation of the ECDSA-based HSM incorporating the DS28E38 secure authentication IC 
demonstrates its capability to deliver hardware-rooted data integrity protection in embedded systems. The data 
integrity and attack simulation tests (Fig. 6–Fig. 14) confirm that the architecture can reliably detect unauthorized 
data alterations, consistent with the expected performance of elliptic-curve-based authentication systems 
reported in prior studies. By leveraging the DS28E38’s PUF-derived private key in combination with ECDSA, the 
system ensures that both message content and source identity are cryptographically bound, which is essential for 
resisting man-in-the-middle and replay attacks in unsecured networks. 

From a performance perspective, the time consumption results (Table 1) reveal a near-linear increase in real-
time execution and CPU utilization as file size increases, with minimal system time overhead. This suggests that 
signature creation is predominantly a user-space cryptographic workload, heavily dependent on processing 
throughput rather than memory bandwidth. The negligible main memory usage across all file sizes (Table 2) 
further supports the conclusion that the HSM’s design is memory-efficient and well-suited for devices with limited 
RAM capacity. This aligns with findings by Chung et al. [34], who demonstrated that FPGA-based embedded 
systems can achieve high resource efficiency while maintaining computational performance through careful core 
and peripheral optimization. However, the rise in CPU load from 12.7% at 1 MB to 47.2% at 500 MB indicates that 
computational scaling may become a bottleneck for high-frequency or large-batch authentication tasks, 
particularly in real-time systems. 

Power consumption measurements (Fig. 15–Fig. 17) show that while the supply voltage remains stable at 
12.30 V, current draw and resulting power usage increase proportionally with file size. Although the increase is 
modest—from 7.59 W to 7.93 W—it reflects the direct correlation between processing effort and energy demand 
in hardware-assisted cryptographic operations. This finding aligns with prior observations that computation-
intensive security functions on embedded hardware can influence both energy efficiency and thermal behavior. 

These results collectively highlight several scientific and engineering implications. First, the combination of 
PUF-based key generation and elliptic curve cryptography in a hardware module provides a robust approach to 
securing communication in hostile environments without imposing significant memory overhead. Second, the 
predictable scaling behavior in both processing time and power suggests that system designers can estimate 
resource requirements with high accuracy during integration. Third, the performance trends indicate that 
optimizing CPU-bound cryptographic workloads—potentially through FPGA hardware acceleration on the Zynq 
SoC—could substantially improve throughput for large data sets while keeping power budgets within acceptable 
limits. 

The architectural approach validated here is therefore relevant not only for industrial IoT and autonomous 
robotic systems but also for any embedded application requiring verifiable, low-latency data authentication under 
constrained resources. Extending the implementation to a full FPGA Zynq SoC environment with the DS28E38 IC 
enables the measurement of hardware-specific parameters such as logic utilization, interconnect latency, and on-
chip integration overheads. Such a step would provide deeper insight into the trade-offs between cryptographic 
security strength, resource utilization, and real-time performance in embedded security modules. 

6. Conclusion 
Based on the test results, the ECDSA-based HSM utilizing the DS28E38 IC has significantly improved data security 
and maintained data integrity. The system effectively detected changes or inconsistencies in sender information 
during data transfer processes. CPU usage increased with growing file size, from 12.7% for a 1 MB file to 47.2% 
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for a 500 MB file, while memory usage remained consistently efficient at 0%. Power consumption also rose with 
file size, with current increasing from 0.617 A to 0.645 A and power usage from 7.59 watts to 7.93 watts, despite 
the voltage remaining stable at 12.30 V. Processing time significantly increased, from 0.485 seconds for a 1 MB 
file to 22.708 seconds for a 500 MB file. Overall, the HSM demonstrates exceptional efficiency in memory usage 
and has proven effective in securing data transfers. However, careful optimization strategies may be required to 
address the increasing CPU usage, current, power consumption, and processing time for larger files to ensure 
optimal performance and scalability. Additionally, the system's ability to detect data tampering and maintain 
consistency in sender identification highlights its potential as a robust solution for industrial cybersecurity 
applications, particularly in resource-constrained environments such as IoT devices and autonomous robots. 
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